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Foreword

This is the final report that concludes the work undertaken by IT Professional
Forum (ITPF), under grant assistance from The Asia Foundation. The report
documents all the research activities, group discussion and workshop done to
come to the relevant recommendations and conclusions.

The research has demonstrated that Information Technologies do have a
potential to uplift Small and Medium Enterprises (SMESs) thereby expanding the
economy of the country. It has also shown that the growing IT industry in the
country is already considered as a significant sector by both the government and
the private entities like FNCCI and NCC.

The research also raises the issue of the timely changes required in the National
ICT policy. The conclusions of the study point out the incompatibilities between
the statements in the IT policy and other prevailing laws, which make
implementation of the policy difficult. It also concludes that the major financial
and manufacturing industry still see IT as a separate industry, and not as a cross
cutting tools to be benefited of. The reluctance shown by financial institutions in
embracing enabling technologies have a root in this particular aspect. The same
reluctance is also seen in case of government agencies.

But at the same time, the research positively concludes that there is a lot of
enthusiasm, and the efforts by players in the industry have gone a long way to
make sure that IT is a national agenda. Enough push and an enabling policy
framework will both help in increasing the size of the industry. This will directly
affect the productivity and economic stability of SMEs, which form the backbone
of the industry.

We thank everyone who has provided her/his valuable time and effort in the
study. We appreciate The Asia Foundation for providing financial assistance to
this project and their valuable suggestions. We would also like to extend our
especial thanks to different Ministries, Agencies of His Majesty's government of
Nepal and other associations that have assisted us in our study.

(Jyoti Tandukar)
General Secretary
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Background

Information technology has already shown a strong potential to facilitate inter-country
and intra-country communications bypassing hurdles posed by Nepal’s difficult terrain.
In future, a significant difference will likely emerge between countries that have
already adopted IT and that are slow to do so. Not to be outdone, Nepal has fully
internalized this truth. It published the national IT policy in 2000, thus laying the
institutional frameworks for its implementation. Nepal is well on its way to unleashing
the powers of information and communication technology (ICT) for the economic
development of the country.

The Ministry of Science and Technology recently completed the draft of the Electronic
Transaction and Digital Signature Act (ETADSA) after the stakeholders’ consultations
and forwarded it to the Parliament for approval, which may take place in the upcoming
session. This IT bill, commonly known as the Electronic Commerce Act in other
countries, will legalize conduct of e-commerce by recognizing all related electronic
transactions.

Prior to issuing the IT policy, the government published the Telecommunications
Policy in 1992, which was followed by the promulgation of the Telecommunications
Act and Regulations. These Acts brought Internet Service Providers and Value Added
Service Providers into the government's tax net. The communications policy states that
basic telephony services will be deregulated by 2004, thereby ending the virtual
monopoly enjoyed by the state-owned Nepal Telecommunications Corporation.

The Copyrights Act 2059 has been revised to include computer software as an object of
creation, which can be copyrighted. Nepal is signatory to international treaties
governing the use of copyrights and patents, which include software and related
services.

End-Users, Professionals, Intellectuals, Service Providers, Entrepreneurs, and the Civil
Society who are using Information Communication Technology for the development,
promotion and sale of products and services through the Internet have pinned high
hopes on the ETADSA. The published policy, the Acts as well as the proposed
Electronic Transaction Act should encourage the growth of the IT sector in Nepal. The
promulgation of the ETADSA should remove existing barriers for smooth electronic
transactions and benefit all businesses in one way or another.

This study not only reviews and analyzes the ETADSA and related Acts and
regulations to identify strengths and weaknesses related to intellectual property rights,
authentication of digital signatures and e-transactions, Internet telephony and VolP but
also suggests amendments and enactments of new rules and regulations and compiles
IT-related success stories to be found in Nepal. The success stories encapsulate the
progress made in the IT sector.

Keeping the above targets in mind, IT Professional Forum (ITPF) has started study,
research, consultation, and dialogue on the following five I1T-related areas since June 1,
2002:



(a) Draft IT Bill, other Acts and Regulation

(b) Electronic Commerce (E-Commerce)

(c) Intellectual Property Rights (IPR)

(d) Internet Telephony & Voice over Internet Protocol (VolP), and
(e) IT Success Story (ITSS)

Although the study has been completed, the advocacy initiated by ITPF must continue
at all levels by all parties in favor of e-Commerce, VoIP, IPR and marketing Nepal’s IT
capability internationally. The support and application of ICT by all stakeholders as
declared in the Information Technology Policy 2057 of Nepal will eventually take the
country’s economy along a path of growth.

This study has been made possible by the financial support of The Asia Foundation.



Objectives

While the major objective of the overall study was to identify strengths and
weaknesses in the upcoming IT bill and related laws and regulations, the
research groups further identified core objectives in each area of work.

Electronic Commerce [E-Commerce]

The objective of the project was to study the draft IT bill, analyze the market
requirements and to bring awareness among the stakeholders for the
amendment in the existing rules & regulations, enactment of new rules,
regulation, procedure, and also to develop e-trade culture to protect the interest
of buyer and seller who use the present Information and Communication
Technology for purchase and sale of goods & services electronically.

Intellectual Property Rights [IPR]

Nepalese industries have been losing much of their profitability and
competitiveness because of unfair trade practices, in particular, infringement
upon copyrights, trademarks, patents, and other intellectual property rights. The
objective was to promote public awareness and education among the concern
authority of government and people for timely legalization of related Acts and
Regulation.

Internet Telephony & Voice over Internet Protocol [VolP]

The objective was to bring consciousness among authority, service providers and
common people for the legalization of Internet telephony and VolP in order to use
the most expensive telecommunication infrastructure for transmission of voice as
well as communication of data concurrently. This will help to reduce the cost of
telecommunication facilities and will benefit the people at large.

IT Success Story in Nepal [ITSS]

The objective was to survey the IT industry of Nepal, compile and prepare a
report detailing “IT Success Stories” and disseminate the same within and
outside the Country. It aims to market the products/services being offered by the
successful companies, to promote the IT capability of Nepal as a whole and to
access the implication of IT related policy of His Majesty’s Government of Nepal
in its endeavor towards IT growth.



Scope of Study

In view of the His Majesty’s Government of Nepal, Ministry of Science and
Technology’s effort to legalize the electronic transaction and digital signature,
had already drafted “Electronic Transaction and Digital Signature Bill 2057”
in Nepali language (Act-wide short description is in Annex-1), after gathering
feedbacks from IT Professionals, Civil Society, Business Enterprises, Legal
Experts, Internet Service Providers, Telecommunication Authorities and the
public. The draft legislation is waiting for parliament approval.

This study seeks to document the current level of provisions in the draft IT Bill &
requirement for minimum amendment in draft IT Bill; requirement of amendments
in the existing rules and regulations and enactment of new rules, regulations and
procedure for the development of e-commerce, VolP and protecting people’s
proprietary rights.

The main focus centers around the government initiatives on e-commerce, Voip
and IPR acts, rules and regulations, such as:

- IT Policy of Nepal 2000

- Electronic Transaction and Digital Signature Bill (draft) 2000

- Liberalization of telecommunications

- Feedback on draft legislation, Telecom Policy amendment & so on
- Accessing Nepal’'s Strength in IT enabled services



Methodology
Document Collection, Study and Analysis

A study, review and analysis of related documents — Draft IT Bill, other Acts &
Regulations, IT Policy, other Literature, Development in other Countries, etc.
were undertaken. List of document studied is in annex-2.

Understanding & Brain Storming

The study and analysis of various documents were further discussed in-depth
among individuals during one to one interaction (annex-3) with the Policy Maker
& Bureaucrats at Government and Public Sector Institutions, Private Sector,
NGO, Financial Institution, Service Providers, Experts in Law, IT Professionals
and Civil Society. Various institutions (annex-4) were visited and ideas were
exchanged in depth.

Group Interaction

Group counseling and discussion within the like minded people in a group was
organized to identify the requirements, constraints and possible way-out. In this
regards, group interaction was successfully organized within the domain of:
- Computer Association of Nepal (CAN)
- Nepal Chamber of Commerce (NCC)
- Ministry of Science and Technology (MOST)
List of participants who took part in the group discussion is in annex-5.
Workshop

All stakeholders (government, private entrepreneurs, civil society, professionals,
financers, users) were invited for a exchange of ideas and information in the
workshop in which the information received during interactions in above phases
were presented, discussed, appraised and a conclusion were drawn in the form
of recommendations.

A workshop participant is in annex-6.



Background on Nepali IT industry

Nepal’s Journey towards IT

Nepal’s foray into the world of information technology started with the use of IBM
1401 for the population census of 1971 three decades ago. Institutional initiatives to
promote computer awareness and provide computer training began with the
government establishing the Electronic Data Processing Center in 1974, renamed
National Computer Center (NCC) in 1976. In 1981, NCC purchased the fourth-
generation computer, ICL 2950/10. In the same year, the Civil Engineering Faculty of
the Institute of Engineering procured microcomputers to launch computer courses.*

The history of computer training dates back to 1971 when American experts provided
training on AUTOCODOR programming to operate the IBM 1401 computer. In 1973,
Tribhuvan University (TU) and NCC gave FORTRAN language training to some 100
people.

The promotion of computer education in the national education system started only in
the early 1990s. The Ministry of Education designed computer science courses for the
9" and 10" grades in secondary schools. In 1992, eight private schools offered
computer science as an optional subject for S.L.C. exams. Kathmandu University
started offering one course in Computer Science for 1.SC, prior to offering admissions
for B.E. in computer science in 1994.

All global brands (Compagq, Dell, Fujitsu, HP, Canon, NEC, Acer, Epson, Toshiba) as
well as locally assembled generic brands of computers are available in the market. The
number of private firms working in IT exceeds 500, with more than half of these
providing training programs of one type or another.

L A report on computerization status in Nepal, IT Professional Forum 2001



Telecommunication Infrastructure

In spite of the poor economy, the available telecom infrastructure in Nepal is on par
with that in many developed countries. Nepal entered the era of telecommunications
over four decades ago. In 1955 with the establishment of a 300-line manual crossbar
(CB) exchange, the general public had access to telephones. Department of
Telecommunications and Nepal Telecommunication Corporation (NTC) were
established in 1959 and 1975 respectively.

NTC, the only provider of telecom facilities (basic as well as international links),
provides some 3,10,000 subscriber lines including mobile phone services through 130
exchanges throughout the country. The installed capacity of all these exchanges is
2,95,827 and there are 277,684 in the waiting. Telephone facilities are now available in
all districts of Nepal. 33 per cent of the VDCs are connected. The national penetration
per 100 populations is 1.14. GSM cellular mobile phone service is available in selected
cities. The number of subscribers is around 25,000. The demand far exceeds the supply
of facilities. The present network is capable of handling voice telephones; however, it is
inefficient for data services.! As of now, NTC is the only mobile service operator,
although the "Spice Cells - Khetan Group" has also been issued a license.

The liberalization of V-SATSs in 1999 enabled the private sector to provide data
services. Other data services such as Radio Paging, trunk mobile, and wireless in local
loop have opened up in recent years. The relevant policy documents are available at
<http://www.nta.gov.np>.

One of the innovative uses to which V-SATs have been put is in transmitting Voice
over IP calls into Nepal. Since the law is not clear on this, the private operators have
been offering these services to customers, albeit not openly, thus undercutting the
monopoly operator and hence the latter’s outcry.

Nepal’s fascination with the Internet started with the e-mail services provided by Royal
Nepal Academy for Science and Technology (RONAST). But commercial e-mail was
introduced in the early 90s through a private initiative. Connectivity was based on
dialling in through India. Mercantile Communications, a local company, began to
provide commercial e-mail services in June 1994. Full Internet services were offered a
year later on 15 July 1995. Currently there are 16 ISPs operating in Nepal, and the total
bandwidth available is around 20 Mbps.

IT Position

At present, unofficial estimates put the number of E-mail/Internet registered subscribers
in the neighborhood of 35,000, where as the total number of users of these services is
estimated to be 120,000, because of the tendency to share the expensive connection
with relatives and close friends. Estimates also put the number of computers in the
country at about 140,000. The number of computer users is estimated at 500,000, a
whopping 70 per cent of them in the capital alone. It is estimated that the market size is
roughly USD 40 Million?

1 Nepal Telecommunication Corporation, Annual report 1999/2000
2 Computer Association of Nepal, 10" January 2002
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International organizations such as the UN are the biggest consumers of IT in the
country followed by Joint Venture (JV) Banks. Tourists are the biggest local users of
IT, by way of the Internet as well as web sites. Expatriates and people educated from
abroad form the largest number of personal users. Computer Association of Nepal
(CAN) estimated the number of employed IT workforce at 10,000, of who only some

1,000 are skilled workforce.

Industry experts estimate that the total turnover of the IT industry in the year 2001 was

close to NRS. 3 billion, a 25% increase from the previous year's NRS. 2.4 Billion. As a
result of the global recession, the increase has been lower than expected. In Nepal, IT is
the fastest growing industry, with a major portion of the industry falling into the SME

bracket.!

The figures are based on extensive study of trade directories.

Table No: 1

Existing IT Industry Base

S.NO Service Categories

O© 0N OB WN -

Al el e S
©®~NoO N WNRO

19
20

Software Development
Universities

Trading

ISP

Networking

System Integrator
Training Institute

VSAT services Provider
Pager Services Provider
Mobile Service Provider
IT Enabled Service
Consultancy

Graphic Designer

Web services Provider
Service Provider
Solution Provider

JV Company

Interactive Multimedia CD-ROM

Developers
IT Media
Others

Number

T4+
4
200+
16
58+
26+
177+
9

6+

1
29+
81+
24+
13+
50+
39+
O+
3+

2
58+

Source: IT Directory 2001 by Computer Association of Nepal, with recent updates

! Computer Association of Nepal
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Issues & Concerns
Common Issues
In each of the study areas, a few of the crosscutting issues were prominent and these
will all be addressed in due time.

Legal Provisions

After enactment of the Telecommunication Act, all IT-enabled telecommunications
will come within the purview of the Telecommunication Act. ETADSA has not been
formally tabled to be motioned in the parliament.

The IT policy with the vision "to place Nepal on the global map of IT within the next
five years" identified objectives such as:

- tomake IT accessible to the general public and generate employment;

- to build a knowledge-based society and

- to establish knowledge-based industries.

One of the strategies adopted by the IT policy was to "Legalize and Promote E-
commerce”(point 4.6). But more strategies were spelled out in the other sections of
the IT Policy and these are as follows:

- To draft necessary laws that provide legal sanctions to the use of IT. (Point 5.16)

- Intellectual property rights shall be created for the promotion of telemedicine,
distant learning, teleprocessing and e-commerce. (Point 6.5.3)

- Necessary laws shall be enacted to regulate IT-enabled transactions, as well as
other necessary arrangements pertaining to this technology, and

- To protect intellectual property rights.

Infrastructure

The social as well as structural infrastructure required for mass adoption of

information technologies is not available. This requires substantial investment on
physical and technological infrastructure as well as on human resources. In most
cases, rapid advancement of technology has rendered existing facilities obsolete.

Deregulation

Not only the lack of clear competition laws but also cartel formation in some areas of
business have limited the penetration of information technology.

Economies of Scale

Due to the low penetration of information technology amongst the masses, most
financial institutions and big business are reluctant to invest adequately on these
technologies, citing lack of economies of scale.

12



Draft It Bill, Other Acts and Regulations

Until now, only the Telecommunication Act 1997 and Telecommunication
Regulations 1998 have governed the information communication technology. The
principal objective of the Act is to regulate telecommunication services within the
country. The Act defines 'telecommunication’ as “a service relating to the acts of the
conveyance or reception of any sounds, signs, signals, writings or images by the wire,
radio, optical or other electromagnetic systems whether or not such signs, signals,
writings, images, sounds or intelligence have been subjected to rearrangement,
computation or other change in any manner for their emission, transmission or
reception.” Therefore, all communications made by ICT comes within the purview of
the Telecommunication Act.

The Government felt that the existing telecommunication act is not sufficient to
address the increasing demand of ICT; as such IT Policy was approved in 2057
B.S. The policy having a vision of "to place Nepal on the global map of IT within a
next five years" identified objectives like:

i to make IT accessible by general public and increase employment.
1 to build a knowledge based society and
1 to establish knowledge based industries.

Besides, the policy also envisaged to Legalize and Promote E-commerce; to
draft necessary laws that provides legal sanctions to the use of IT; Intellectual
property rights shall be created for the promotion of telemedicine, distant
learning, tele-processing and e-commerce; Necessary laws shall be enacted to
regulate transaction to be carried out through information technology, etc

The Copyrights Act 2059 is claimed to be in tune with the international commitment
made by Nepal and complying with WTO requirements. It has a few provisions to
protect ‘Computer Programs' as intellectual property. It gives exemptions to some
software against copyrights as long as it is for 'fair/noncommercial use'. However the
Act has been criticized for not doing enough to attract foreign investment for software
development in Nepal.

Draft Electronic Transaction & Digital Signature Bill has some provisions for
computer crimes, but these are limited to transaction and digital signatures. These are
clearly not adequate. For security and credibility of IT services and cyberspace, other
related misconduct should also be construed as Computer Crimes.

Despite a repeated call for enactment of appropriate laws and needed
amendments in the existing laws, the outcome has not been satisfactory.
Therefore, the study basically identifies areas where immediate actions for
amendment in the draft IT bill, amendments in the existing laws and regulations
and enactment of new rules and regulation should be effected and HMG/N
proactively involved. The Government should incorporate all types of computer
crimes under offence and the Unified Penal Code should be passed at its earliest
convenience.

13



Electronic Commerce

E-commerce is being practiced already in different forms, but has not been able
to make an impact in the economy. The lack of wider adoption of this technology
is due to the unclear provisions under financial regulations and foreign currency
acts. The lack of clear provision is a big telling point with Nepal Rastra Bank
(NRB) pointing fingers at commercial banks and vice versa on why it's not
happening.

Nepal Rastra Banks doesn't have any problem with regard to incoming foreign
currency. On the other hand, banks do not have the infrastructure to provide online
merchant accounts, which require substantial investment on their part. This
infrastructure also prohibits the use of existing credit cards valid in Nepal and India
only on the Internet, whereas payment gateways for such cards do exist. The banks
cite the lack of directives from NRB on these issues, and NRB says that the existing
policies are adequate.

Another issue is that of transaction security and appropriate technical security policies
deployed by the banking sector. This, however, doesn't solve the problem of outgoing
foreign currency, or the facilities enjoyed by traditional exporters when anything has
to be exported electronically or money remitted.

Conclusion

A. Nepal Rastra Bank needs to clearly issue directives on what is allowed under
current regulations and what needs to be considered in new regulations. This
will let external (i.e., non banking) entities to invest in necessary payment
gateway mechanism and open up the way for online transaction processing.

B. The proposed ETADSA details the authentication procedure and other
infrastructural issues in relation with electronic transaction. But it is not clear
on the foreign direct investment required for setting up the infrastructure and
international validity of digital signatures issued locally. It is also silent on the
validity of international signatures. The recommendation is to allow such an
entity to have FDI from international signature authorities.

C. In order to encourage electronic transaction, government needs to use it
more often. This will dispel the notion that e-commerce is not for public. One
of the oft cited e-commerce catalyst in developing countries is Business-to -
Government e-commerce. The potential of e-procurement needs to be
explored

D. Further study on possibility of vertical market places and commodity

exchanges needs to done. Converting existing exchanges to electronic
marketplace will be a step towards that direction.
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Voice over Internet Protocol

Technologically, VoIP is not a problem. The existing policy does not prohibit the
use of VoIP technology. But it specially prohibits providing end user telephony
service. The bone of contention with existing situation is illegal use of NTC's
telephone service to terminate international calls in PSTN. The policy doesn't at
point prohibit the carrying of Voice in data form, and thus the reluctance of
parties concerned to go to court of law.

The use of VolP technology is a result of lack of competition in telephony service,
which has enabled NTC to keep the price of it's domestic services subsidized
through international revenue. This is also partly resulting of NTC's non co-
operation with ISPs in their initial stage of functioning.

Conclusions

A. Telecom liberalization should be taken forward at speed. This may
mean bringing the dates for complete opening of telecom services
within one year.

B. The current thought of licensing particular technology is short term
thinking and should be discouraged.

C. The incumbent telecom provider should be divided into different units,
and cost based tariff implemented to disable cross subsidy of tariff.

International movement in telecommunications and data networks needs to be monitored
carefully to prevent illegal use of such technologies.

Intellectual Property Rights

Intellectual Property Rights is an issue which clearly has two sides to it. The
existing copyright laws accept computer software as intellectual property. By
virtue of signing different international regulations, Nepal is bound internationally
to honor copyrights.

But at the same time, implementation speaks of something else. It is understood
that it will take time for people to understand the value of copyright and act
accordingly.

Another aspect for promotion would be encouraging the use of Open Source
technologies en-masse to be legally on the safe side. This will let valuable
foreign currency stay inside the country, which could be invested in R&D in
localization efforts to make computers more usable. Such an activity will at the
same time not affect domestic software products as they are mostly in
customized software market, which can be platform and operating system
independent.

Government participation in the preparation of legal instruments being

considered in international forums and to promote public awareness and
education of all aspects of IPR and the opportunities and benefits it offers.

15



To continue to support further promotion of exchange of experience among the
enterprises involved in IPR, raising their awareness about the ongoing efforts to
establish legal and regulatory framework for IPR.

The Government should penalize for the offences of cyber crimes like tampering
with source documents, obscene electronic publishing, hacking and falsifying
digital signatures.

16



IT Success Stories

The success of any industry can be found in its success stories. This study undertook
the work of identifying success stories in different areas of IT industry. These fall
under the following five categories:

Hardware (Manufacture/ Reselling/Maintenance)

Software/Multimedia

Internet/Web Services/ISPs

Human Resource Development

Other IT-Enabled services such as Transcription/Translation/Data
Conversion/Networking

orwbdE

The success stories have been encouraging, although some companies have been
reluctant to share their successes owing to the unclear provisions in the legal
framework. Big IT companies typically have an interest in all of the above categories
and were most forthcoming. The smaller companies, however, were not so
forthcoming. The compilation of the success stories also demonstrates this: while
most big companies have found space herein, many unsung companies are yet to be
written about.

By any stretch of imagination, this is not a comprehensive compilation. This is
merely a work-in-progress, and as such we hope to bring out a more
comprehensive and better publication on the same after further discussions and
consultations..

17



Recommendations

Legal Framework

Electronic Transaction and Digital Signature Act (draft)

Law making process in Nepal is highly complex and time taking. Any bill has to
go through several agencies and ministries, some times repeatedly. Even after
the bill is tabled and motioned in the Parliament, it may be stuck for years in the
committees. In spite of the order of the Supreme Court the process of enactment
of Muluki Ain (National Code) took 7 years to come in to force. Thus, lobbying for
earliest enactment of the proposed Electronic Transaction and Digital Signature
Act, even as an ordinance would be an appreciable strategy.

The following amendments are suggested to be incorporated in the draft
ETADSA for immediate commencement of the Act.

Section 1.3 shall be changed as "this act shall commence with immediate
effect”.

This change would make the Act enforceable with immediate effect and should
not need to be lobby again for implementation.

Section 2 (DA)

Following line should be added after the existing sentence:

... Till the 'Controller' is not appointed by the HMG Joint/Under Secretary of
the HMG, Ministry of Science and Technology would be deemed as the
'‘Controller’.

Thus without additional investment of the HMG the Act could be implemented.

Section 23 1 (GA).
The term "against the Public Interest and National Economy" should be replaced
by the term "against any laws or directives issued by the HMG".

Existing provision is too vague and would not draw a clear line between do and
don't, thus to reduce the gray zone i

Section 54

Following line should be added after the existing sentence.

"Till the Appellate Tribunal is not established, single Bench of the
concerned Court of Appeal would be deemed as the "Appellate Tribunal”.

Creating a new agency needs commitment, money and other resources. Thus
such mandatory provision would hinder the implementation of the Act. Therefore,
like in the case of Labor Act the Court of Appeal would be functional in absence
of the Appellate Tribunal.

Section 74

Following line should be added after the existing sentence.

"Offences punishable under this Act are included in the annex 1 of
Government Cases Act 2049".

That will make the offence a grave crime and bring under the purview of the
police.
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Changes in existing laws

In addition to core legislation (ETADSA) it is necessary to make changes in other
ancillary laws for appropriate use of IT, building public confidence on electronic
transaction by providing security and fostering e-commerce. The following are
necessary changes:

|l

Contract Act. It should accept electronic document, conduct of proposing and
accepting as contract.

Laws related to Intellectual Property Rights. The New Copy Right Act 2059 is
already enacted, but it should be amended in an appropriate way to make the
investors more secure about their investment. Prevailing, Patent, Design and
Trademark Act is ineffective and incapable to address the contemporary
issue, thus should be repealed by new Act.

Consumer Protection Act. It shall also cope with e-commerce.

All laws related to telecommunication. These should be rationalized with a
view to promote ICT, VolP and e-commerce.

Notary Public Act. It should also be made to authorize the Notary Public to
certify the digital signature for making the e-commerce more practical.

Public Nuisance Act (Deterrence and Punishment). It should also be
amended to address nuisance in the net.

One of the areas of concern would be jurisdiction. Most of the communication
and transactions made through IT would have international nature. Therefore,
for any kind of infringement or violation of laws, question of jurisdiction and
enforceability may arise. Therefore, most of the related laws should have
EXTRA-TERRITORIAL jurisdictions. Moreover, Nepal must try to enter in
bilateral or multilateral treaties with other countries for successful
implementation of concerned laws.

Moreover, some Rules & Regulations that are already in existence but have
not envisaged the e-commerce (goods and service) significance need to be
amended like Custom Act, Export & Import Act.
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Enactment of New Rules and Regulations

The Electronic Transaction and Digital Signature Act 2000 (draft) has very
significant provisions for the growth of E-transactions:

1

It provides validity & legal recognition of electronic documents, electronic
signature and electronic transactions

It facilitates the admission of electronic documents, electronic transactions &
electronic signatures as evidence in case of disputes

It outlaws and penalizes unauthorized access to information and interference
in the ICT (hacking, induction of viruses, tampering of information etc)

The above provisions in the Bill will not be enough for the establishment and
implementation of strong IT base in the country. Along with the above Bill, some
Rules and Regulations relating the followings have to be enacted simultaneously:

1

)l
)l
)l

1

To Define & Ensure the Legal Validity & Enforceability of Electronic
Signatures.

To Identify & Authorize an Asymmetric Cryptosystem Authority, its Method
and Manner including Technology and Qualification.

Licensing of Certification Authority — the activities, manner, method,
standards, place of business, qualification etc.

Auditor appointment, qualification with respect of certification Authority,
procedure to be followed, value of audit certificate etc.

Organization, qualification, authority, responsibility, procedure, etc regarding
IT Appellate Tribunal.

The provisions in Foreign Currency Act for the smooth operation of e-
commerce.

The insufficiency in present Copy Right Act.
The Licensing of VolIP service.

The Right of people to access/receive information.

Further to promote the IT industry in the country new legislation should be
enacted to address following areas as well:

Formation of National IT Board as statutory body to promote IT sector.

20




Financial facet

1 The IT policy had clearly declared IT as "a priority sector" (Point 5.1) but
before this could be implemented, the Government had reversed it. The
Government should coordinate among different line ministries to encourage
the usage of ICT by implementing pragmatic fiscal as well as monetary
regulations and providing incentives, tax holidays, and tax exemptions, and
reducing tax burdens

I Telecommunication may be a luxury during 1970s but today it is basic need
of rural and urban inhabitants. Still the consumer has to pay more than 25%
tax on telecommunications. The telecommunication service should be
declared as basic service and no tax should be levied on its use.

1 A bank pays the government income tax only if it makes profit, and does not need
to pay any additional taxes, but any ISP in Nepal has to pay additional 4 % of the
income whether it makes any profit or not. Additionally, 2% of gross income is being
levied for rural telecommunication development. Although section 34 of the
Telecommunication Act has some provisions for exempting such services, no such
step has been taken. Therefore, the concerned Ministry must see to it that the
commitment made by the Act is enforced.

1 ISPs are providing services to end users at around 5 paisa per minute,
whereas NTC charges more than 10 times per minute for telephone
connection. However, after the influx of ISPs, the total number of telephone
calls increased dramatically and had positive impact on the revenue of NTC
and Government. The Government should free all calls that are used for
email, internet, e-transaction by the customers.

9 The charges for use of credit cards are as high as 4 % per month but Nepal Rastra
Bank has not regulated them. Online payment mechanisms are the sine qua non of e-
commerce, but the banks have not done much in this regard. The Nepal Rastra Bank
should instruct commercial banks to reduce charges to promote volume sales of credit
cards, thereby reducing their per unit cost of processing credit cards.

1 For on-line sales, merchant account cannot be opened in Nepal. Once opened
abroad, the exporters have to pay tax to that country. This is hinders the volume of
on-line sales that Nepal can have. Nepal is losing foreign exchange reserve as well as
revenues in form of interest. The Government should take appropriate action to bring
these traders into the Nepali banking system.

1 The Government should create conducive environment for the growth of ICT
sector by attracting foreign investors.

1 The Government should promote local entrepreneurs in conducting IT services
and provide facilities; otherwise they will do conduct transactions illegally with
negative impact on the revenues accruing to HMG.

|l

1 As Nepali nationals working abroad can play an important role in technology
transfer and market promotion in IT sector, the Government should create an
environment to encourage them to invest their foreign currency earnings in
the country.
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Nepal Rastra Bank should instruct all commercial Banks to issue credit card
in dollar instead of issuing traveler cheque against the facility of passport this
would cultivate a culture of using banking services and credit cards.

Nepal Rastra Bank should allow the Nepali to buy books, periodicals,
medicine and other necessities in dollar and make payment through bank
transfer or the Internet ( these facilities are enjoyed today in strict terms )

The Government should streamline current taxation system and, provide
specific tax holiday for IT industries.

The Government should reduce tax rate if the income is reinvested in the IT
industry itself.

The Government should extend facilities for IT industries providing mass
employment opportunities.

The Government should allocate national budget to private sector to conduct
Research & Development in IT sector.
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Technology Aspect

1 Technology is not developed in Nepal; it is imported. This has made possible
the immediate use of different technologies available worldwide. This can be taken
very positively. The advent of the Internet has also made it possible for people to
learn of new developments immediately. But some focus should be given to adapting
the different technologies to the needs of Nepal, and investing on R&D towards
meeting local needs.

1 Provisions for Foreign Direct Investment in building of signature authority
and authentication system should be made. At the same time, newer uses for existing
technology should be developed.

1 The demand for Internet connectivity is increasing phenomenally; ISPs are
growing day by day. But the highest bandwidth of the ISPs in Nepal is only 20 Mbps
whereas the same bandwidth is available to students in America and Europe at
minimum monthly cost. As the Internet is going to be the backbone of the economy in
this information age, it should be considered as a basic infrastructure for business,
just as electricity. It should be made abundantly available through broadband cables
and VSATSs, bypassing slow and expensive telephone links for end-user connectivity.

1 The Government should build infrastructure for financial data network and
bring all commercial banks into the electronic data exchange network within the
country. This will encourage people to conduct business through banks thus
facilitating the growth of e-commerce in Nepal and make it convenient for NRB to
monitor monetary sector performances.

1 The Government should develop physical and virtual information technology
parks at various places with private sector participation for the development of
information technology.

i IT is becoming cheaper and more accessible. The Government should
promote e-education, e-health, e-information, e-trade so that the people from rural
areas can also benefit.

1 The Bank(s) should upgrade and improve their functioning and processing
through computer and re-strengthen their network.

1 The Bank(s) should revise and enhance their software to make one’s computer
‘talk’ to other Banks’ computers to record/effect normal transactions automatically.

1 Commercial Banks are making settlements of their inter-bank transactions
every month semi-manually through a Clearing House (NRB). The Nepal Rastra
Bank should coordinate and direct all Banks to establish required infrastructure by
adding hardware and software, to make it easier, convenient and economical to
encourage the use of e-transactions and credit card usage.

1 The Government should catalyse and facilitate private participation in

investing on technological infrastructure as well as shaping environment for the
growth of e-commerce, VOIP.
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1 Internet Service Providers and Private Entrepreneurs should invest on
technology, security mechanism and know-how and upgrade these regularly.

1 Lack of information highway and small networks connecting different cities
with the centre and the centre with Network Backbone Provider is a constraint, and
therefore, the Government should develop inter-city communication network with the
private sector participation.

Security is one of the biggest issues facing Nepal today. The customers’ data, ISPs’
networks, Government database are being hacked into, copied, and tampered with. The
Government as well as the ISPs should build their infrastructure (hardware, software,
network) strong enough to safeguard people’s privacy
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Consultation & Advocacy Affair

1 It has already been two years since the IT Bill was drafted and is now awaiting the
parliament’s approval. The question is when it will come into full force and be
implemented. The Government should make necessary amendments as per ITPF’s
recommendations and the bill should be passed through an ordinance.

1 In order to promote private participation in the communications sector, the
Government should transfer international gateways, communication & transmission
infrastructure built with public money to the regulatory authority that is Nepal
Telecommunication Authority (NTA) and allow NTC to function as a service
provider or as a private-public joint venture for further enhancement of the
communications sector.

1 Licensing and Interconnectivity for VVolP operators (private) should be addressed
clearly by NTA because not only is NTC competing with the private sector but also is
the sole proprietor of infrastructure for basic telecommunication services and
international links in the country.

1 The Telecommunication Policy envisaged that NTC would be privatized in 2000.
The Government has neither taken any step in this direction nor liberalized the
telecommunications sector to attract FDI, and provide quality service to the public at
very competitive rates.

9 Technological advancement has made life easy: e-mail/Internet has replaced
postal mail to some degree. Similarly IT has enabled people to use VoIP. The
Government should think positive and encourage people to use technology first and
only later bring them under the umbrella of regulation.

1 Some Corporate Institutions are using their networks to make voice calls, but
NTA or NTC is not putting any restrictions on this activity. The question is why only
SMEs are blamed and punished? NTA should not only involve itself in distributing
licenses but also in monitoring and coordinating with service providers for the benefit
of the user.

1 The largest buyer is the Government of Nepal. The Government should encourage
e-governance by disseminating information and accepting ‘reply to’ from the public,
as this will have immense positive impact on Business-to-Government, Government-
to-Business and Business-to-Business transactions.

9 The Unified Penal Code has already been drafted by the HMG and is at the final
stage. It tries to cover some of the aspects of computer crimes but not all possible
areas of offences are covered. Therefore, the Government should incorporate all types
of computer crimes as reported by ITPF into the proposed PENAL CODE.

9 The IT Policy forecasts that Rs. 10 arab worth of export could be achieved within
5 years. This estimation was prepared without any survey of the IT Industry (number
of IT companies, their capacity, quality, export potential and export initiation). If
again Government wants to estimate the export amount, it should evaluate the
potential IT and IT enabled services offers, and calculation should be rigorous. At the
same time, the government should make efforts to realize its forecasts.

1 Simply saying IT is an important sector does not guarantee that it becomes a
priority. HMG should approve and announce through its budget speech that IT is a
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Priority Sector. Policy guidelines need to be circulated, budget reallocated properly,
and every effort made to consolidate and enhance this sector.

1 HMG should create environment to attract more Foreign Direct Investment (FDI)
onlIT.

9 IT Policy has envisaged that companies should be provided easy access to
electricity and connectivity, but this is not yet a reality. The coordination among
various line ministries and corporation should be established and the concerned line
ministry activated to push these matters through.

1 The Implementation of IT policy is very poor because it requires coordination and
decisions conductive to the IT industry by other line ministries of HMG. This has not
happened yet. Currently none of line ministries is aware of what needs to be done by
them or even who should do it. The Government should join hands with non-
government agencies (CAN, ITPF) to remind various ministries of the pending tasks.

1 The HMG should take initiative in disseminating and receiving Data/Information
to and from government agencies as well as to and from public due to cost-
effectiveness and speed. This will also go a long way in promoting ICT culture in the
country.

9 The business people have invested huge amounts on building infrastructure for
Cyber Cafes. HMG should plan to use such infrastructure for awareness campaigns
and other programs.

1 HMG and state-owned corporations should give preference to a Nepali IT
company over a Foreign company in awarding bids for software, hardware purchase
and consultancy. The revised IT policy should specify that there should be at least
50% involvement of a local company even if a foreign company gets the job.

1 The Government should promote institutional capacity building for developing
sound IT and IT-enabled services.

9 The Government should allow PC to PC (very common) and PC to phone under
Internet Telephony without any extra charge. The ISPs have technology and
connectivity to extend this service to the end-users.

9 The Government should distribute licenses for commercial use of VVoIP. It should
charge only bare minimum or none at all if VoIP is used for educational, research &
development and medical purposes.

9 The License fee & Charges must be affordable so that a sufficient number of
players can come into the market to ensure fair competition. The procedures for
licensing should be transparent and rational.

1 The Government should monitor Quality of Services keeping the end user's
interest in mind; if required, bandwidth and other prerequisites (technological) could
be made mandatory for Internet Service Providers.

1 Nepali SMEs are capable of handling VOIP technology. They have the expertise
and human resources to do it, and are financially capable of providing VoIP services.
It has been a little more than 4 months since the Government amended the
Telecommunications Policy but VolIP licensing procedures have still not taken off.

26



On the other hand, entrepreneurs are waiting eagerly to extend VVolP services to their
clients.

1 Extremely tight laws may have negative impact on direct foreign investment
flowing into Nepal or on Nepal’s membership into WTO. On the other hand, ultra-
liberal laws permitting unrestricted abuse of ‘Intellectual Property’ could also dampen
the enthusiasm of native creators, by taking all incentives. Thus, the Government
should amend the Copyrights Act maintaining a delicate balance among different
interest groups within the country and among groups of nations.

1 The Private sector should take a lead in creating local content on the Internet and
web design (language, culture, heritage, product etc.) in the vernacular in order to
promote widespread use of Internet services by rural communities.

1 The Government and the private sector should initiate international cooperation in
the field of ICT development.

1 The currency payment/receipt procedures should be made easier, cheaper and
more suitable for promotion and growth of e-commerce and VVOIP.

1 The definition of goods should also incorporate intangibles such as services as
well as Intellectual Property of a person or company and this should be reflected in
the concerned Acts, Regulations.

1 Inthe case of export of merchandise (products), the existing procedures should be
made more efficient by through automation, thereby improving
documentation/information management in terms of quality and timely submission,
certification and payment/receipts by Exporters, Custom Dept. and Nepal Rastra
Bank.

1 Inthe case of export of services including software, the Exporter may not be in a
position to produce documentary evidence because the transaction is made
electronically; and as such the Government should designate Officials of MOST as
the certifying authority.

9 The business is based on Good Faith and contracts. E-commerce is fully
dependent on Trust and Confidence among the various stakeholders: the
Government, Service Providers, Financial Institutions, and Customers. Therefore, all
involved should work together to build a secure e-market place.
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Conclusion

IT is a potential sector for economic development of Nepal. Though the
government has realized it and had some initiative towards IT sector with talks of
IT Park, IT policy and Cyber law for the last several years, no significant
development has yet been witnessed in this area. As the result, the IT sector
could not grow to its potential and meet its expectations.

To prepare Nepal for the digital age, it must make its people accustomed to
paperless processes and electronic transactions. The government can play an
exemplary role in this regard by initiating e-governance, e-procurement and e-
transaction processes from within itself. While balanced Intellectual Property
Right and Copyright can attract foreign investment in this sector, e-Commerce
can be fostered with liberal foreign currency regulations. With direct marketing of
goods and services in the international arena, Nepal’'s foreign currency earning
can increase by many folds.

Internet has become a basic infrastructure of any business and is penetrating
everyday human life as well. With majority of rural population and significant
illiteracy, digital divide is another threat Nepal will have to face in future. To
minimize this gap, Internet should be made abundantly available throughout the
country at affordable rates. Rural mass can be attracted to Internet by offering
them economic and efficient solutions to their everyday problems.

VoIP is such a service with which they will be able to communicate more
effectively. The government, at the same time, can use this technology to
conduct its community development programs. Therefore, telecommunication
must be deregulated. As this technology also embeds a lot of possibilities in
terms of new areas of applications, with its timely deregulation, the Nepalese IT
sector can go ahead envisaging and developing these applications which will
have international market.

With individualistic marketing approach, Nepalese IT sector has not yet been
able to firmly establish itself in the international market. The IT Success Story
citing the best known examples of achievements in this sector will prove to be a
promising document to showcase Nepal as an IT destination.

Currently, there is a complete lack of available information on the IT industry and
it's capacities. Even available data are difficult to access and people are not so
forth coming with the data. Government institutions with access to public data
should be convinced to publish such data on the Internet. There must also be a
provision for private companies to publish their annual reports on the Internet.
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Draft It Bill, Other Acts and Regulations

= =4
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After the enactment of the Telecommunication Act, email services opened new
avenues of economical communication for Nepali Consumers. A wider circulation
and speedier dissemination of information became possible. Communication between
Nepal and the outside world grew exponentially. The new IT activities also created a
potential revenue source for government. Owing to the pressure created by the private
entrepreneurs, consumers and prospective foreign and domestic investors, HMG/N
was compelled to issue the IT Policy in 2057.

The policy with a vision "to place Nepal on the global map of IT within the next five
years" identified the following objectives :

to make IT accessible to the general public and increase employment through
this means.

to build a knowledge based society and

to establish knowledge based industries.

One of the strategies adopted by the IT policy was to "Legalize and Promote E-
commerce"(point 4.6). But more are spelled out in the other sections of the IT Policy,
and these are:

To draft necessary laws that provides legal sanctions to the use of IT. (Point
5.16)

Intellectual property rights shall be created for the promotion of telemedicine,
distant learning, teleprocessing and e-commerce. (Point 6.5.3)

Necessary laws shall be enacted to regulate transactions to be conducted
through information technology,

Despite a repeated call for enactment of appropriate laws and amendments, much
remains to be done still. The study basically identifies:

Needed laws to promote Information Technology in various sectors of society.

Needed penal provisions for protecting the integrity of Cyberspace and
credibility of online transactions.

Needed changes in existing laws to deal with use and rapid advancement of
IT.

Appropriateness of the proposed Electronic Transaction and Digital Signature
Bill.

1

Prevailing and Proposed IT Laws

In spite of the commitment of HMG, no laws to recognize, promote and regulate IT
or E-commerce have been enacted after the announcement of the IT Policy.
Therefore, we only have umbrella laws to govern IT — the Telecommunication Act,
1997 and the Telecommunication Regulations 1998 — which do not go far enough.
The prime objective of the Act is to regulate telecommunications services, which as
per the Act means ‘a service relating to the acts of the conveyance or reception of
any sounds, signs, signals, writings or images by the wire, radio, optical or other
electromagnetic systems whether or not such signs, signals, writings, images, sounds
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or intelligence have been subjected to rearrangement, computation or other change
in any manner for their emission, transmission or reception.” Hence, all
telecommunication made by using IT comes within the purview of the
Telecommunication Act.

The Electronic Transaction and Digital Signature Bill has not been formally tabled
motioned for the approval of parliament and there is, as yet, no indication of the
timeframe for promulgateion of this bill.

Recently, the Copyrights Act 2059 was enacted, thereby annulling the former
Copyrights Act. The new Act is claimed as being is in tune with the international
commitment made by Nepal and complying with WTO requirements, regarding
copyrights provisions. The new act has only a handful of provisions to protect
Computer Programs ' as intellectual property. It has also given some exemptions to
software as long as it is for 'fair use/noncommercial use'. Although the Copyrights
Act has been strengthened by investing the police with powers to monitor certain
violations, it has been roundly criticized for not doing enough to attract foreign
investment for software development in Nepal.

Needed Laws to promote IT

E

Development of IT cannot be contemplated without insertion of promotional
provisions in IT related laws. The IT policy has clearly recognized IT as "a priority
sector" (Point 5.1), but the government has not done enough to make it so.
Unfortunately, none of the actions of the Government of Nepal inspires confidence in
entrepreneurs and stakeholders. There has not been a single example, which gives this
confidence-boosting impression, though there have been some which have done
exactly the opposite. For example, a banker has to pay the government income tax if
he makes any profit, but need not pay any additional tax. On the other hand, any ISP
in Nepal has to pay additional 4 % of the income whether it realizes any profit or not.
Additionally, 2% of gross income is levied to subsidize rural telecommunications
development. The section 34 of the Telecommunication Act has some provisions for
exemptions from from some taxes and duties but no such step has been taken yet.

Therefore, to promote IT some of the content of Myanmar's The Computer Science
Development Law 1996 could be incorporated into the Act. Although the Act is very
severe in its penal aspect (7 to 15 years imprisonment for illegally setting up a
network,) it has a provision for basic computer enthusiasts' associations and basic
computer scientists' associations spread all over the country. The statute has given
special exemptions and authorities to such organizations. The government has to
decide about the appropriate model of PCs which can be imported with consultation
of these organizations.

To promote the IT industry in Nepal, new legislation should be enacted to address the
following issues:
Formation of National IT Board as statutory body to promote IT sector.
Rationalization of prevailing taxation system and, specific tax holidays for the
IT industry,
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Reduction in tax rate if the retained earnings are plowed back into the
industry,

Special facilities for companies providing job opportunities to more than
specified number of people,

Special facilities for academic and training institutes providing education,
research and training in IT related areas.

Allocation of national budget to the private sector to conduct R&D in the IT
sector.

Penal Provisions to Protect Cyberspace and Commercial Transactions

One of biggest frauds in the Nepali history — amounting to US$ 10,00,000 - was
perpetrated by a network of international banks by abusing electronic test words. The
trial of the case is still ongoing in the Kathmandu District Court. The investigators
into the case and the judges in the trial have both recognized the dearth of appropriate
laws to handle such cases. Hacking into the networks of World link and MOS, the
two biggest ISPs in the country, are common occurrences. Though hacking was
carried out to show off one’s technical capability — not out of profit motive — it,
nonetheless, created a real chaos among the customers and raised bigger questions of
security issue and credibility of services. As there was not any appropriate law to
penalize the offender, every concerned person realized the inadequacy of the
Nepalese legal system in dealing with such problems. Nepal does not have great
experience in dealing with abuse of IT and cyberspace; only a small portion of such
abuses come to the public’s notice. Care should be taken to make IT and cyberspace
more secure and credible. Because of the international and national scope of such
computer crimes, they should be made punishable in Nepal.

There has been a great deal of debate among experts on just what constitutes a
computer crime or a computer-related crime. Even after several years, there is no
internationally recognized definition of those terms; rather functional definitions have
been the norm.

Computer crime can involve criminal activities that are traditional in nature such as
theft, fraud, forgery and mischief, all of which are generally subjected everywhere to
criminal sanctions. The computer has also created a host of potentially new misuses
or abuses that may, or should, be construed as criminal as well.

In 1989, expanding on work that had been undertaken by OECD, the European
Committee on Crime Problems of the Council of Europe produced a set of guidelines
for national legislators that enumerated activities that should be subject to criminal
sanction. By discussing the functional characteristics of target activities, the
Committee did not attempt a formal definition of computer crime but left it up to
individual countries to adapt the functional classification to their particular legal
systems and historical traditions.

The terms "computer misuse” and "computer abuse™ are also used frequently, but they
have significantly different implications. Criminal law recognizes the concepts of
unlawful or fraudulent intent and of claim of right; thus, any criminal laws that relate
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to computer crime would need to distinguish between accidental misuse of a
computer system, negligent misuse of a computer system and intended, unauthorized
access to or misuse of a computer system, amounting to computer abuse. Annoying
behavior must be distinguished from criminal behavior in law.

Only a small portion of crimes comes to the attention of the law enforcement
authorities. In his book Computer Security, J. Carroll states "computer crime may be
the subject of the biggest cover-up since Watergate™. While it is possible to give an
accurate description of the various types of computer offences committed, it has
proved difficult to give an accurate, reliable overview of the extent of losses and the
actual number of criminal offences. At its Colloquium on Computer Crimes and
Other Crimes against Information Technology, held at Wirzburg, Germany, from 5 to
8 October 1992, AIDP released a report on computer crime based on reports of its
member countries that estimated that only 5 per cent of computer crime was reported
to law enforcement authorities.

The American Bar Association conducted a survey in 1987: of 300 corporations and
government agencies, 72 claimed to have been the victim of computer-related crime
in the 12-month period prior to the survey, sustaining losses estimated to range from
$ 145 million to $ 730 million. In 1991, a survey of security incidents involving
computer-related crime was conducted at 3,000 Virtual Address Extension (VAX)
sites in Canada, Europe and the United States of America. Seventy-two per cent of
the respondents said that a security incident had occurred within the previous 12-
month period; 43 per cent indicated that the security incident they had sustained had
been a criminal offence. A further 8 per cent were uncertain whether they had
sustained a security incident. Similar surveys conducted around the world report
significant and widespread abuse and loss.

Law enforcement officials indicate from their experience that recorded computer
crime statistics do not represent the actual number of offences; the term "dark figure",
used by criminologists to refer to unreported crime, has been applied to undiscovered
computer crimes. The invisibility of computer crimes is based on several factors.
First, sophisticated technology, that is, the immense, compact storage capacity of the
computer and the speed with which computers function ensures that computer crime
is

very difficult to detect. In contrast to most traditional areas of crime, unknowing
victims are often informed after the fact by law enforcement officials that they have
sustained a computer crime. Secondly, investigating officials often do not have
sufficient training to deal with problems in the complex environment of data
processing. Thirdly, many victims do not have a contingency plan for responding to
incidents of computer crime, and they may even fail to acknowledge that a security
problem exists.

As advances continue to be made in remote data processing, the threat from external
sources will probably increase. With the increasing connectedness of systems and the
adoption of more user-friendly software, the sociological profile of the computer
offender may change.

Owing to the greater complexity of certain computer routines and augmented security
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measures, it is becoming increasingly unlikely that any one person will possess all the
information needed to use a computer system for criminal purposes. Organized
computer criminal groups, composed of members from all over the world, are
beginning to emerge. Corresponding with this increasing cooperation in criminal
activity, the escalating underground use of electronic bulletin boards for clandestine
criminal communication has been detected around the world. Rapidly improving
telecommunication technology has added to the threat from external sources.
Computer-based voice mailbox systems, for example, are being used by the computer
criminal community to exchange stolen access numbers, passwords and software.

The advent of viruses and similar mechanisms whereby computer software can be
made to act almost on its own initiative poses a new and significant threat.
Sophisticated viruses and devices such as "logic bombs™ and "Trojan horses" can be
targeted for specific objectives at specific industries to commit a variety of traditional
criminal offences, from mere mischief of extortion. These crimes, furthermore, can be
committed

immediately or can be planted to spring at a future date.

Common Computer Crimes:
The proposed Electronic Transaction & Digital Signature Act 2059 has some
provisions to deter or punish computer crimes, but this limited to transaction and
digital signatures, and hence leaves much to be desired. Therefore, the security and
credibility of IT, IT-services and cyberspace should be buttressed by broadening the
definition of computer crimes, to include other types of misconduct as well.

Infringements of Privacy
There are lots of challenges in the field of criminal infringement of privacy. The cases
that have come to light show different degrees of endangerment. The misuse of
documents of the "Staatssicherheit", the documents of the Ministry for State Security
of the former German Democratic Republic, or the possible blackmailing of AIDS
patients indicate that in the information society of the 20th century, data protection is
a matter of concern. The storage of information about defaulting debtors by credit
investigation agencies or the transmission of data within criminal prosecution
authorities illustrate, however, that the ascertainment of criminal infringements of
privacy in numerous cases depends on a difficult assessment and evaluation of
conflicting principles. The underlying discussion on values and interests does not
only have to deal with the protection of privacy, but also with the freedom of
information, which is the driving force behind the cultural, economic and political
development of an "open society".
"Clear" infringements of privacy became known especially in the area of traditionally
protected professional secrets, especially concerning official secrecy as well as the
requirement of confidentiality for officials, doctors, lawyers and banks. Such data
constituted the object of the offence in a South-African case, in which the offender —
presumably through theft of magnetic tapes — obtained medical data of persons, who
had undergone an AIDS-test; the confidential data was passed on to the employers of
the affected persons.

Another case of infringement of traditional regulations on protection of secrets
happened in 1989 when two employees of one of the biggest Swiss banks helped the
French tax authorities to decode magnetic tapes containing customers' data for a
compensation of FF 500,000. Similar cases can be found in Germany: A number of
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new cases of 1996 and 1997 show that perpetrators increasingly try to get hold of
banking data in order to blackmail banks with the threat to publish the acquired data,
often containing information of tax fraud of the banks' customers.

Financial Offences
Computer related financial crimes are regarded as the central area of computer crime
and which were at first exclusively characterized by that term. During the 1970s,
fraudulent computer manipulations were the starting point of the discussion about
computer-related economic offences and the core center of computer-related
economic crime. However, today hacking has increasingly become a "basic offence"
which is then used to commit acts of espionage, software piracy, and sabotage as well
as computer fraud.
1. Computer Hacking
The term "computer hacking” traditionally describes the penetration of computer
systems, which is not carried out with the aims of manipulation, sabotage or
espionage, but for the pleasure of overcoming the technical security measures. As far
as the damage of these cases is concerned, a differentiation is essential. In numerous
cases, the penetrated computer user is not actually harmed, but only endangered.
However, in these cases, too, the "formal sphere of secrecy” or the integrity of the
concerned computer systems is violated. Contrary to this, considerable damages occur
in other cases especially when the perpetrators later use their knowledge for
committing espionage, sabotage or fraud. One of the most severe cases of
sophisticated "hacking” involved a group of German teenagers in the late 1980s. They
had managed to get access to various American computer systems and then sold the
knowledge obtained in their data journeys to the former Soviet secret service KGB.

The techniques of hacking highly depend on the respective communication system.
"Traditional" forms of hacking in computer networks were developed during the
1980s based, e.g., on the insecure use of standard passwords (which are often not
changed regularly by the computer users). Although the understanding of computer
security and the handling of passwords have improved since then, in recent years the
Internet has brought along new techniques of computer manipulations, such as IP,
DNS and web-spoofing, or infiltration of computer networks by malicious web
applets. These methods evolved out of the use of new communication protocols like
the Internet Protocol (IP) or the Hypertext Transfer Protocol (HTTP) used to run web
servers.

2. Computer Espionage

Only rarely appearing in official statistics, computer espionage, constitutes a special
danger compared with traditional economic espionage, because in computer systems,
huge quantities of data are stored in an extremely narrow space, and the data can be
copied quickly and easily with the help of modern technology, also via data
telecommunication. The objects of offence are especially computer programs, data of
research and defense, data of commercial accounting as well as addresses of clients.
As the modus operandi, the simple copying of data is predominant; the theft of data
carriers, the evaluation of "remaining data™ or the absorbing of electromagnetic
emissions are also effected. Besides young hackers and competing business
enterprises, secret services increasingly appeared to be dealing with economic
espionage in recent years.
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A Japanese case from 1988 shows the possibility of using computer viruses for
computer espionage. In this case, a computer virus penetrated a network of personal
computers, collected secret numbers of other network users and then wrote these
numbers down on a internal network "black board™" in an encoded form usable only
for the perpetrators.

With the convergence of data processing and telecommunication as well as with the
digitalization of telecommunication, the line between traditional computer espionage
and telephone, fax and e-mail monitoring becomes increasingly blurred. In the case of
telephone tapping, the criminals today penetrate the telephone exchanges of the
telephone companies especially via normal data lines. Car phones, directional radio
stations and satellite connections are particularly easy to attack in case of uncoded
communication.

Giving an example for potential impact of such activities, reliable sources in
Germany refer to the competition between the German company Siemens and a
French competitor with respect to a huge contract deciding on a future high-speed
train system in South Korea: French agents could intercept the satellite based fax
transmission of the offer of the German company which was not encrypted so that the
French company could undercut the German offer.

3. Software Piracy and other Forms of Product Piracy

The unauthorised copying and use of computer programs — often called theft of
software or software piracy — at first involved, in accordance with the historic
development of computer technology, the copying of individual software which
frequently contains important internal company know-how. Therefore software theft
overlaps with computer espionage in many cases.

Nowadays standard software is sold on a massive scale, and as far as the number of
crimes is concerned, presently the predominant offence is the illegal copying of
standard software especially for the use on personal computers. Just how widespread
this phenomenon is was shown by the fact that in Europe, on average only 0.5
computer programs were sold per personal computer in use. The industrial
organisation "Business Software Alliance™ estimated the market share of illegally
copied software at, e.g., 40% in the USA, 76% in Germany, 81% in Japan and 98% in
Thailand. Therefore, the total damage of software piracy is very high.

Software piracy in the field of standard programs does not nearly represent a trivial
offence of young PC-users. The software industry now increasingly takes legal action
against enterprises that use unlicensed software. In these cases, often only a fraction
of the installed programs are licensed. For example, during a police search at a
company in northern Germany, the police found that only nine out of 58 installed
programs of which were licensed. In this case, a fine of DM 100,000 was imposed for
further licenses and compensation for damages.

Today the Internet plays the dominant role in the illegal distribution of software and
other protected products. Users with writing access to FTP or web servers, whether
official or by hacking, create hidden directories to collect and store huge amounts of
illegal copies of commercial software. They use all kinds of online communication
facilities, like e-mail or bulletin boards, to spread — using secret language codes — the
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message for download options. Moreover, the software is usually stored only for one
hour, thus making it almost impossible to allow prosecution due to lack of traces.

As a consequence, the Australian Performing Rights Association (APRA), the
collecting society for the Australian music industry, has brought a Federal Court
action against OzEmail, Australia's biggest Internet service provider in March 1997.
APRA claims that OzEmail infringes copyright by transferring music files to their
subscribers via the Internet.

4. Computer Sabotage

Today, the most popular method of causing logical damage is through the use of
crash programs, which can erase large volumes of data within a short period. These
programs can be self-written utilities or ""Trojan-horse™ routines built into application
programs or into the operating system.

An example of computer sabotage by using computer programs to erase data is the
case involving a southern German engineer. He erased the comments of a valuable
computer program on the disc before leaving the company so that it could not be
easily modified by other programmers due to which the company almost lost a
contract worth about DM 1 million. The accused programmer declared that he had
copied the comments onto another disc in order to save space on the original one, and
that the second disc must have been lost after his dismissal.

Special problems are caused by the wide diffusion of virus and worm programs.
Computer viruses are programs, which spread in computer systems and — possibly
with a delay of time — often cause damages. These programs are distributed especially
through software piracy and the use of networks. As a consequence, cases involving
viruses constitute a considerable share of total numbers in computer crimes. The
variety of viruses in circulation has increased in recent years. In some cases, the
original software, which was issued by the producing company, was already infected
with a virus. While viruses only spread in "host programs", worm programs attack
other computer systems independently.

A young computer scientist created an extremely complex virus, which consisted of
several programs. The virus was injected into a Department of Defence research
computer system of USA. Due to a design error it replicated wildly in a similar
manner as a worm, ultimately jamming more than 6,000 computers. Although the
virus caused no actual damage to any files, it cost many thousands of employee hours
to locate and erase this virus.

An example for sabotage in the field of data lines was an attack on the network of
Deutsche Telekom in February 1995: The offenders cut seven underground optic
fibre cables and thus interrupted approximately 7,000 telephone and data lines around
Frankfurt/Main airport. In a letter a group called "Keine Verbindung e.V." claimed
responsibility and declared that they had tried to disturb the deportation of persons
seeking political asylum.

Cases of computer sabotage constitute a serious problem especially due to the fact
that the economy, the administration and frequently also the individual citizen depend
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to a high degree on the functioning of modern computer and communication systems.
This dependency of the information society on computer systems also makes
computer extortion a dangerous form of attack. In these cases, the victim is threatened
e.g. with the destruction of his computer systems or with the dissemination of secret
information.

An example for such computer extortion is the case of an American scientist who
distributed more than 20,000 floppy disks, which supposedly contained information
about the AIDS-virus, but instead encoded the user's hard disk when opening the
stored files. By a corresponding announcement on the screen, the users were asked to
transfer an amount of at least US$ 189 to a bank account in Panama in order to obtain
the code for decoding the hard disk.

5. Computer Fraud

Among the "classic™ large-scale computer fraud cases, invoice manipulations
concerning the payment of bills and salaries of industrial companies as well as the
manipulations of account balances and balance sheets at banks were and still are the
predominant offences. In addition to this, an extension of manipulations to increase
the inventory could be perceived due to the recession of the recent years.

Among balance sheet manipulations, especially the case of the German Herstatt Bank
of 1974 must be mentioned, in which balances totalling over DM 1 billion were
manipulated. The modus operandi of the crime was based on keyboard manipulation
of the computer responsible for entering the bank business.

The connections of computers to international telecommunication networks soon
opened possibilities to commit these computer manipulations from outside the
victimised companies. First cases of online manipulations became known in the USA
during the 1970s. Today most big companies are connected to the Internet and other
computer networks. As a consequence the Internet is increasingly used to commit
online manipulations. Frequently, the perpetrators take advantage of insufficient
security measures in computer systems, lacking or non-adequate use of firewall
systems or the inexperience of system administrators of corporate networks.
Moreover, the lack of technical experience is widespread among the growing number
of individual users, which have only recently begun to use online communication.

Numerous misuses of ATM-cards and similar means of payment have been added to
the total of manipulations since the end of the 1980s. Even though these misuses
often only lead to minor sums of damage, statistics indicate that the misuse of cards
surpass the number of classic manipulations by far and meanwhile constitute the most
frequent computer crime cases.

Today the forms of committing misuses of ATM-cards range from the simple use of
stolen cards and the manipulation of these with the help of computers to the
independent manufacturing of card copies. Apart from ATM-cards, other magnetic
cards are manipulated, e.g., phone cards or cards for horse betting.
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The offenders often obtain the necessary PIN-code for the use of the cards by a phone
call trick, by preparing (and manipulating) the keyboard, by using a false keyboard or
—as in a Japanese case — by bugging data telecommunication lines.

A Hungarian case was particularly remarkable due to the high sum of damage. Within
one month, the respective maximum amount of approximately US$ 250 was
withdrawn with the help of the copy of a single card in 1,583 cases.

C. lllegal and Harmful Contents

In the late 1980s, first cases occurred in which information glorifying violence or
information of racist content was distributed with the help of computers especially by
political extremists.

In the USA, the Ku Klux Klan, the White Aryan Resistance, skinheads, and other
neo-nazi organisations had already realised in the 1980s that it was much more
effective to work with means of electronic communication than with traditional
"newsletters". These groups used electronic communication systems mainly to
distribute the names of Jewish "opponents™ and to give advice for violent actions.
Similarly, Maoist in Nepal are massively using the net to circulate the information
and for propaganda warfare.

At the beginning of the 1990s, the triumphant rise of the Internet was accompanied by
an exchange of illegal and harmful material, which was intensively monitored by the
press and public. Today the center of attention is focused especially on child
pornography; hate speech and libel in international computer networks. The
distribution of child pornography and contents glorifying violence within the Internet
and similar computer networks was illustrated in the famous "CompuServe-Case": In
1997, Bavarian State prosecutors indicted the head of the German CompuServe
GmbH subsidiary for not having filtered pornographic newsgroups and games
glorifying violence within the proprietary service, both types of data stored on servers
of CompusServe Inc. in the USA.

Increasingly video games with a racial background in which the user could
discriminate against foreigners and ethnic minorities served as propaganda material
for young people. E.g., in the video game "Concentration Camp-Manager" distributed
mostly via BBS — the player must decide whether a foreign worker is first to be sent
to work in a mine or whether he is to be gassed immediately.

An example for libel was dealt with by court in the United States in 1991. In this
case, CompuServe contracted with a third party for that user to conduct a special-
interest forum on CompusServe. The plaintiff claimed that defamatory material about
its business was posted by a user in that forum, and sued both the forum host and
CompusServe. CompuServe moved for, and received, summary judgement in its
favour.

The prosecution of perpetrators disseminating illegal contents in the Internet is not

only made difficult by the fact that these perpetrators are acting from abroad and that
the international mechanisms of co-operation are often weak and slow. Prosecution is
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often impossible since perpetrators can hide behind the anonymity, which today is
granted by anonymous remailers and by the abuse of free access software.

Anonymous remailers are servers which delete the senders e-mail address or identity
and replace it by a new identity given by the server. These anonymous remailers can
be found in many countries.

Another method to avoid the identification of perpetrators is the abuse of free access
software. For example, if a user decides to subscribe to an online service like America
Online (AOL) he can install the free access software and enter a fictitious name,
address and bank account. Then the new subscriber is allowed to use the online
service several (normally 10 to 30) hours for free. After that period a regular fee has
to be paid (either time-depending or flat rate). However, neither the name and address
nor the bank account is checked for its correctness. Therefore, it is no problem to use
a faked name or the bank account of another person for a considerable period of time.

As a consequence, in many countries police forces and state prosecutors tried to force
Internet access and service providers to erase or to block illegal contents. A technical
analysis of the respective questions by the author of this report in 1997 shows that it
is only possible to erase illegal data clearly defined on an own server. However, it is
difficult to detect all illegal data on own servers and it is not possible to block access
to other servers without severely damaging the advantages of international computer
networks.

Other Offences
Along with the advance of information technology to new areas of live computers can
be abused for almost all offences.

1. Attacks on Life

Computer manipulations described above did not only serve the purpose of gaining
pecuniary benefits, but were also used for attacks on life —as in the case of the
manipulation of a flight control system or of a hospital computer.

An example for the spreading of computer crime in traditional fields of offences is the
manipulation of a British hacker, who accessed the information system of a Liverpool
hospital in 1994 because he simply wanted to see "what kind of chaos could be
caused by penetrating the hospital computer”. Among other things, he changed the
medical prescriptions for the patients: A nine-year-old patient who was "prescribed" a
highly toxic mixture survived only because a nurse re-checked his prescription.

2. Organised Crime

It is obvious that organised crime groups in many areas also use the powerful tools of
modern computer and communication systems to store, administer and transfer data.
Organised crime is especially involved in the above-described acts of sophisticated
computer fraud, credit card fraud, and telephone fraud as well as software and
product piracy. Computer data stored and transmitted in encrypted form is also used
e.g. by drug and arms dealers to administer their activities. In the future, electronic
money transactions and “cyber money" will be increasingly used for illegal gambling
and for money laundering on the Internet.
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The involvement of organised crime groups in the field of computer fraud was
illustrated when a Russian group attacked one of the best known US banks in New
York via data networks in 1994. Operating from St. Petersburg, the group succeeded
in causing the American bank to transfer over US$ 10 million to foreign accounts.
Monitoring and following the "money trail” of the manipulations, some of the
perpetrators finally could be arrested.

3. Electronic Warfare

In the meantime, the possibilities of computer manipulations have also been
recognised in the military sector. "Strategic Information Warfare™ has become a form
of potential warfare of its own. This type of warfare is primarily directed to paralyse
or manipulate the adversary's computer systems.

The dependency of military systems on modern information systems became evident
in 1995 when a "tiger-team™ of the US Air Force succeeded in sending seven ships of
the US Navy to a wrong destination due to manipulations via computer networks.

There is no need to point out the possible danger originating from a manipulated
nuclear power station in order to stress that meanwhile, computer misuse has become
a global threat and the security of modern computer systems has gained central
significance for the information society of our days.

Conclusions

Nepal has not experienced the aforementioned computer offences Nepal yet, but who
is to say this cannot happen here in the era of the Net. Every person using a PC and
the Net are susceptible to attacks from both inside and outside of Nepal. Even
ordinary consumers not using their own computers, but using those of service
providers such as the electronic bank could become victim of computer crime.
Therefore, legislation to deter and punish such offence must be enacted urgently.

Whether a separate Penal Act needed to address computer crime must be enacted or
not the issue. The Unified Penal Code has already been drafted by HMG and is in its
final stage. The draft penal code covers some of aspects of computer crime, but leaves
out many more. Lobbying to improve the proposed PENAL CODE is a better
approach to address the shortcomings.

Changes in existing laws

The IT sector could not be taken as an isolated entity or just e-commerce. For appropriate
use and regulation of IT and promotion of e-commerce in addition to core legislation it is
necessary to make changes in other ancillary laws. In some area new legislation should
be welcomed

Appropriateness of the proposed IT Bill

Law making process in Nepal is highly complex and time-consuming. Practically,
any bill has to go through several agencies and ministries, sometimes repeatedly.
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Even after being tabled and motioned in the Parliament it may get stuck for years in
the committees. For example, the latest amendment to the Muluki Ain took seven
years to materialize in n spite of the order of the Supreme Court. Delaying decision
/action on important matters entails costs. As a first step, lobbying for the earliest
enactment of the proposed IT bill, even as an ordinance, would be an appropriate
strategy. But before pushing it through, it may be advisable to make some small but
important changes here and there.

41



E-Commerce

Background

Electronic Commerce is about doing business electronically. It is based on the
electronic processing and transmission of data, including text, sound and video. It
encompasses many diverse activities including electronic trading of goods and
services, online delivery of digital content, electronic fund transfers, electronic share
trading, electronic bills of lading, commercial auctions, collaborative design and
engineering, online souring, public procurement, direct consumer marketing, and
after-sales service. It involves both products (consumer goods, specialized medical
equipment) and services (information services, financial and legal services)
traditional activities (healthcare, education) and new activities (virtual malls.)!

E-enabled business is continuing to expand for a number of reasons. First, there is
the snowballing of the online population, which provides an enormous
opportunity for business to signal their presence at negligible cost. Second, there
is the great advantage of speed and expediency. Online business is highly
effective when time-sensitive items are to be released. The inclusion of pictures,
sound and motions on the net business help make products more attractive. Last
but not least, any additions or change of information can be easily and swiftly
updated. In short, the net business enables the international market to be as close
as the nearest local market, with the business operating round the clock and seven
days a week

The global estimates for e-commerce or simply e-enabled business in 2000 was
in billions of USD, as shown by the table

Source Global B2B e- | US consumers on-line | Internet users in Asia
commerce ($ | shopping revenue (millions)
billions) ($ billions)

eMarketer 226 37.0 48.7

Forrester 604 38.8

Research

IDC Research 213 40.0

Gartner Group 403 29.3

Morgan Stanley 200 82.0

Jupiter Research 23.1 65.1

Source: eMarketer, 2001, www.eMarketer.com

Definitions

The reason why the figures in the above table vary widely is because of how e-

commerce was defined by each source. In many cases, existing electronic trading
systems are also taken as a form of e-commerce, thereby increasing the total size of
transaction. In other instances, only the Internet-based transaction were considered.
What constitutes e-commerce needs to be defined in the context of this study.

! European Commission, 1997

42



For the purpose of the study, e-commerce is defined as any business activity that is
performed using the Internet as a medium. This definition does not exclude existing
electronic systems, if they ride on the back of the Internet and related infrastructure. At
the same time, closed trading systems and transactions without the involvement of the
Internet-based tools and services are excluded.

OECD has broadly defined ‘electronic transaction’ as “any Ssale or purchase of goods
or services, whether between businesses, house-holds, individuals, Governments, and
other public or private organizations, conducted over computer mediated networks. The
goods and services are ordered over those networks, but the payment and the ultimate
delivery of good or service may be conducted on — or offline."”

E-commerce Actors

Electronic Commerce is often described in terms of relationships and processes.
Electronic buying and selling can be done between businesses (known as B2B
for short) or between businesses and customers (commonly called B2C or e-
tailing), between governments and businesses (this is known as G2B or B2G),
and indeed consumers are transacting directly with other consumers (this is
called C2C). All forms of business interactions as detailed in E-Commerce
Application Matrix below. However, there are 4 basic e-commerce types- G2G,
B2B, B2G or G2B, B2C or C2B.

E-Commerce Application Matrix

\ Government H Business H Consumer \

Government G2G G2B G2C
Coordination Procurement Information

Information Information

Business B2G B2B B2C
Procurement Net Business Net Business
Information

Consumer C2G C2B c2C
Consumer Self J«:] Auction
Service Comparison Markets

Government- to —Government: G2G will enhance building of information systems
related to developmental, administrative, regulatory, legislative, and judiciary
components of government ministries, departments, regional offices and local offices
at all levels. The employee will get an opportunity to understand government
activities, progress and procedures, which will facilitate horizontal coordination,
improving their capability so that they are better able to serve people.
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Business—to—Business: B2B electronic commerce provides the greatest potential
benefits in terms of productivity gains, products at most competitive prices, reduction
in the marketing & sales expenses and increase in profits. About 80 percent of the
total value of electronic commerce in the world today is accounted for by B2B e-
commerce.l An example of B2B is <biolab.co.nz> of the New Zealand. Most SMEs
in Nepal can benefit from B2B in a very short time, but it will take longer for the
Nepali consumers to buy into B2C.

Business—to—Government: B2G or G2B form of electronic commerce will maintain
quality of standards of products and services, ensuring transparency in the
government procurement, competitive price, lesser procurement expenses on the part
of government and efficient store/property management. So far a very small number
of countries have adopted B2G e-commerce. An example of B2G is
<companies.govt.nz >of New Zealand.

Business—to—Consumer: B2C form of electronic commerce has the potential to
substantially affect the way people live and interact with each other. It is next volume
of business after B2B today in the globe and is increasing day by day.

At least six e-commerce pioneers have entered Nepal’s rough waters in the B2C
segment to date. They offer and will likely continue to offer a range of products as in
the USA - flowers, gifts, books, CDs, movie tickets, Pizza, Momo etc.
<Amazon.com> of the United States and <munchahouse.com>, <nepalshop.com>,
and <thamel.com> in Nepal are a few examples of B2C sites.

Consumer-to—Consumer: C2C is an Internet-generated phenomenon where
individuals sell goods and services to each other without a third party involvement as
an intermediary. Auction web sites like <ebay.com> in the United States and
<trademe.co.nz> in New Zealand are only two examples of C2C.

Benefit of E-commerce

The impact of e-commerce to businesses can be huge. E-commerce can transform the
way products and services are created, sold and delivered to the customer. It can also
change the way in which a company works with its partners. Some of the known
benefits are listed below.

1 Improved Productivity

1 Cost Savings

i Streamlined Business Processes

i Better Customer Service

1 Opportunities for New Businesses

Improved Productivity

In e-commerce the time required to create, transfer and process a business transaction
between trading partners is significantly reduced. Furthermore, human errors and
other problems like duplications of records are largely eliminated with the reduction

! Economic and Development Report 2001
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of data-entry and re-entry in the process. This improvement in speed and accuracy,
plus easier access to documents and information result in increased productivity.

Cost Savings

There are instances of companies in global market saving a large sum of money
through online business transactions. According to a 1999 report by Giga
Information Group, conducting business online saved companies around the world an
estimated USD1.25 trillion in 2002. This compares to a total saving of USD17.6
billion in 1998. The cost savings stem from efficient communication, quicker
turnaround time and closer access to markets.

Streamlined Business Processes

Cost savings are amplified when businesses go a step further and adapt their internal
processes and back-end legacy systems to take advantage of e-commerce. Inventories
can be shaved if businesses use the Internet to share such information as promotional
plans, point-of-sale data, and sales forecasts. Business processes can also be made
more efficient with automation.

Better Customer Service

With e-commerce there is quicker and more efficient communication with customers.
In addition, customers can also enjoy the convenience of shopping at any hour,
anywhere in the world. Time-zone differences become irrelevant.

Opportunities for New Businesses

Businesses are better able to reach or combine markets across borders, making
national border less of a barrier. The reach of the organization is increased, enabling it
to interact with new and different suppliers and customers. Small and Medium
Enterprises (SMESs) have endless possibilities to enter into export markets which can
not be supported by local or national markets.

E-commerce development in Nepal

Nepal's economy is primarily based on agriculture and agro-based industries. Over the
last decade of economic liberalization, manufacturing and service-based industries have
been able to provide growth impetus to the economy. This is where information
technology comes in — to service manufacturing and service industry to enhance their
growth through providing gains in productivity, and efficient communications. As the
table below shows, a bulk of the foreign currency income comes from the service sector.
This sector can make the most of IT tools to increase its share of earnings. Similarly, the
export sectors that deal in carpets, handicrafts and Pashmina can benefit from the use of
e-commerce technologies. Tourism industry is also another potential market for the use
of IT technologies. All these sectors are potential players in the e-commerce field.

RECEIPTS AND EXPENDITURE OF CONVERTIBLE FOREIGN EXCHANGE*
In Million Rupees

1998/99 1999/00  |2000/01

57,939.8 64,250.0 | 89,823.2
Income

Service 21,590.4 | 21,697.5 | 26,314.2
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Remittances 6,520.4 6,031.4 | 9,797.6

Gorkha 1,627.0 1,287.9 | 3,557.5

Remittances

Tourist 11,584.2 | 11,691.0 | 11,969.2

Expenditure

Interest Receipts 2,014.6 2,857.3 | 2,993.8

Others 1,471.0 1,117.8 | 1,553.6

Merchandise 18,766.6 | 23,724.4 | 29,789.7

Exports

Diplomatic 8,327.3 6,247.7 | 7,254.4

Mission

Foreign Aid 8,518.4 11,072.4 | 23,459.0

Loan 5,814.3 8,283.5 |11,715.1

Miscellaneous 737.1 1,508.0 | 3,005.9
45,164.3 | 53,066.0 | 82,560.4

Expenditure

Services 4,770.1 6,566.4 | 9,100.9

Interest Payments | 1,679.3 1,706.2 | 1,737.7

Others 3,090.8 4,860.2 | 7,363.2

Amortization 3,548.5 4,070.1 | 4,738.6

Merchandise 34,185.9 | 41,152.2 | 66,569.0

imports

Diplomatic 1,128.9 604.7 507.7

Mission

Miscellaneous 1,530.9 672.6 1,644.2

Surplus (+) 12,775.5

Deficit (-) 11,184.0| 7,262.8

9 Data based on foreign exchange record of Nepal Rastra Bank
Source: Foreign Exchange Department, Neal Rastra Bank, Economic Report, 2000/01

CREDIT CARD Business

The volume of credit cards in use is a major indicator of potential of e-commerce
transactions in any country. The penetration of credit cards in Nepal is limited. Lately
debit cards are increasingly being used by banks and customers. The low penetration
of credit cards favors the focus on B2B commercial activities.

Credit cards were first introduced in Nepal in 1985 when Alpine Travel Service first
obtained the license from VISA/Master Card International As the representative of
Chase Manhattan Bank, NA Singapore and thereafter of the overseas Union Bank,
singapore. Later on, Nepal Arab Bank Limited acquired MasterCard and Nepal
Grindlays Bank Limited (currently Standard Chartered Bank) acquired VISA in 1989. A
year later it further acquired MasterCard. Similarly, NABIL acquired Diners and VISA in
1992 and 1993 respectively. During the same period (1992), Nepal Grindlays Bank
Limited acquired JCB. Himalayan bank Limited and NABIL Bank initiated this segment in
1993. Himalayan Bank is credited with issuing Nepal’s very first domestic credit card.
Starting from December 1997, the bank started issuing VISA credit cards. HBL Gold
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card was first issued in November 1995. Another major player in the credit card market
of Nepal is Standard Chartered Bank. Itintroduced VISA and MasterCards in April 1997
and July 1998 respectively.

Consolidated Acquiring Data for Half Yearly of FY 2058/59 BS

Card Type Total Market share % of Merchant by
card

Number  |HBL SCBN NABIL
Master Card 2,468 70.5 29.5
Visa 3,001 17.8 58.0 24.2
Diners Card 200 100
JCB 452 100
HBL Card 482 100
Total 6,603 15.4 59.6 25.0

Source: Nepal Credit Card Forum
Consolidated Issuing Data for Half Yearly of FY 2058/59

Card Type Total cards Market share % by Card
HBL SCBN NABIL
Master Card (N/I) 3,036 100
Master Card (Int.) 573 100
Master Card Gold (N/1) 192 100
Master Card Gold (Int.)
Visa Classic (N/1) 6,271 15.2 84.8
Visa Classic (Int.)
Visa Gold (N/I) 853 100
Visa Gold (Int.) 14 100
HBL Gold (Proprietary) 1,284 100
Total 12,223 25.4 45.1 29.5

Source: Nepal Credit Card Forum

Policy Framework

The IT Policy recognized e-commerce development as a viable way to advance the
development of IT in Nepal. In 4.6, under strategies, it stipulates that 'E-commerce

shall be promoted with legal provisions.' It also specifies action plan for e-commerce
development (see box).
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Action Plan for E-commerce , HMG IT Policy 2000
6.5 Promotion of E-commerce, etc:

E-business, tele-medicine, tele-processing, distant learning, and the like shall be
promoted as follows :

6.5.1. Necessary arrangements shall be made to encourage e-commerce.

6.5.2. Necessary legal infrastructure shall be created for the promotion of
tele-medicine, distant learning, tele-processing and e-commerce.

6.5.3. Intellectual property right shall be protected through the formulation of
necessary laws in relation to the development of information
technology.

6.5.4. Provisions shall be made for the export of software and IT—enabled
services through IT in the following ways:

€)) The person or organisation concerned shall submit certified
copies of the documents on agreements relating to export to
the Nepal Rastra Bank.

(b) Invoice or bill of exportation made under the agreements
referred to in clause (a) shall be submitted to the Nepal
Rastra Bank.

(©) The Bank shall validate foreign currency earned on the basis
of such documents.

Infrastructure

Digital Signature / Trust Systems

The draft IT law stipulates the deployment of digital signature and trust system. The
law also legalizes the use of digital documents and other legal artifacts. The law is
silent on linkages with international payment networks and the ability of Nepalis to
make use of such facility. The law leaves a lot to be desired.

Network Service Providers

The opening up of telecommunications service has spawned many network service
providers. The provisions in the current law on infrastructure required and who
should maintain it are not clear. Moreover, it is proposed that there should be a
network service provider, and this may not be consistent with the current licensing
procedures for network service providers.

Security

The law does not necessitate the minimum security conditions required — both
physical and technological for the certification authority. The law is silent on the use
of cryptography and encryption technologies, which are of strategic importance.
Security of network system connecting the networks is also not addressed. It ios
recommended that provisions for security of computer systems be adopted from
international practices or such systems be developed domestically.
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1. Nepal Rastra Bank needs to clearly issue directives on what is allowed under
current regulations and what needs to be considered in new regulations. This will let
external (non banking) entities to invest on necessary payment gateway mechanisms
and open up the way for online transaction processing.

2. The current bill details the authentication procedures and other infrastructure
issues in relation to electronic transactions. But it is silent on foreign direct
investment required for setting up the infrastructure and international validity of
digital signatures issued locally. It is also silent on the validity of international
signatures. It is recommended that any IT-related entity be allowed to channel FDI
into the country thorough international signature authorities.

3. Inorder to encourage electronic transactions, government needs to use it more
often. This will dispel the notion that e-commerce is not for public. One of the oft-
cited e-commerce catalysts in developing countries is Business-to-Government e-

commerce. The potential of e-procurement needs to be explored

4. Further study on possibility of virtual market places and commodity exchanges
needs to done. Converting existing exchanges to electronic marketplace is a good step
in that direction.

Conclusion

E-commerce, although practiced in different forms, has not been able to make a
significant impact on the economy. The lack of wider adoption of this technology is
due to the unclear provisions in the financial regulations and foreign currency acts.
This is a big telling point with Nepal Rastra Bank (NRB) pointing fingers at
commercial banks and vice versa on why impact is not happening.

Nepal Rastra Banks doesn't have any problems with incoming foreign currency, but
banks do not have the infrastructure to provide online merchant accounts yet — and
these require investment on their part. The infrastructure also prohibits the use of
existing credit cards valid in Nepal and India only on the Internet, whilst payment
gateways for such cards do exist. The banks cite the lack of directive from NRB on
these issues, and NRB says that existing policies are adequate.

There is also the issue of transaction security, and appropriate technical security
policies deployed by the banking sector. This doesn't, by any means, solve the
problem of outgoing foreign currency, or the facilities enjoyed by traditional
exporters, when anything is exported electronically and money remitted.

49



Voice Over IP Protocol

Background

With the recent boom in Information Technology (IT) in the global scale, the world
has seen many changes in the way one individual communicates with another. With
the advancement of the Internet the world has become a small village where
information can be disseminated to the mass instantly and cheaply. In this
information age, people will always want a better, cheaper and easier way to
communicate with others.

One of the most backbones of today's successful economies is the telecommunication
infrastructure and the way people communicate with one another. Understanding the
multi-facets of success, many countries have legalized transmission voice through
Internet connections using the Internet Protocol (IP) technology, also known as the
Voice-over Internet Protocol (VOIP).

In Nepal, Internet telephony can trace its roots back to occasional use of different
Internet Websites like <www.net2phone.com> to make cheap international calls. This
trend peaked in the late 1999 when the website <www.dialpad.com> offered free
telephone calls to anywhere in the United States and Korea. People have also been
using different personal messengers like ICQ, AOL IM, and MSN to talk to people on
the other side of the world through the Internet.

The institutionalization of VOIP calls transmitted into Nepalis’ home started in mid-
1999, when VSAT services were allowed, and ISPs could afford bandwidth. This
trend has continued, and has actually grown into a cottage industry, sparking off
debate on its merit and demerits. This study focuses on the different issues
surrounding use and legalization of VOIP and Internet telephony in Nepal.

Definition

VolP (Voice over IP - that is, voice delivered using the Internet Protocol) is a term
used in IP Telephony for a set of facilities for managing the delivery of voice
information using the Internet Protocol (IP). In general, this means sending voice
information in digital form in discrete packets rather than in the traditional circuit-
committed protocols of the Public Switched Telephone Network (PSTN). While IP is
an emerging technology and has a number of technological and evolutionary issues,
the Internet is being modified to support voice traffic and products are being made to
link the data and voice networks. Eventually, the Internet and the telephone network
will be one and the same.
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Multi-application software demands that voice and data traffic be integrated,
leading to evolution of web servers capable of interacting with voice, data and
image.

An integrated infrastructure that supports all forms of communication allows
for more standardization and lesser equipment management. The result is a
fault tolerant design.

The integration of voice and data fills up the data communication channels
efficiently, thus providing bandwidth consolidation. It is a big saving when one
considers the statistics that 50% of a conversation is silence. The network
efficiency can be further enhanced by removing the redundancy in certain
speech patterns

The PSTN toll services can be bypassed using the Internet backbone, which
means reduction in prices of the long distance calls. One PSTN channel can
carry one person at a time whereas about 8 VOIP users can use the same
channel for the total duration. These end users will be able to send/receive
data, voice, text, video etc simultaneously.

The Service Provider can easily deploy the technology (no need to have
separate equipments for voice and data), build infrastructure with lesser
investment and can cater to larger customer base without any problem. The
cost per user will be dropped significantly. The many fold usages of the
telecommunication facilities at single point of time reduces the cost
tremendously on the part of service provider.

Today portals allow subscribers to read/send/download email from any where
in the globe. VolP works similar to email. If you are frequently moving around
for business, you need not to worry about your VolP messages, carry your
laptop. Your identification is your telephone number. If your company has
Voice Private Network (VPN) or RAS access, just log onto network and you
get your phone extension on to your laptop (via a Softphone). This is because
voice calls become an application running on a server rather than a dedicated
line carrying electrical signals.
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Comparative PSTN and IP telephony Retail $ Tariffs Per Minute from USA
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Source: PSTN rate = WorldCom One: IP Telephony rate = deltathree.com Pc-to-Phone. Rates valid at
September 2000.

VolP can also be used for a variety of other applications, not just as a telephone. The
added advantage of using VVoIP in new applications is increased benefits accruing to
the consumers.

New Applications

\% Directory services over telephones

\Y, Inter office trunking over the corporate intranet
Y Remote access to the office from your home
\Y IP-based call centers

\% Fax over IP

For VolIP to become popular, some key issues need to be resolved. Some of these
issues stem from the fact that IP was originally designed for transporting data and
vendors are not confirming to the standards. Some of the issues are:

Quiality of Voice
Interoperability
Security

Integration with PSTN
Scalability

=A =4 =4 =8 =9

Public Switched Telephone Network (PSTN)

PSTN is a collection of the world's interconnected, voice-oriented public telephone
networks, both commercial and government-owned. It's also referred to as the Plain
Old Telephone Service (POTYS). It's the aggregation of circuit-switching telephone
networks that has evolved from the days of Alexander Graham Bell ("Doctor Watson,
come here!"). Today, it is almost entirely digital in technology except for the final
link from the central (local) telephone office to the user.

In relation to the Internet, the PSTN actually furnishes much of the Internet's long-
distance infrastructure. Because Internet service providers (ISPs) pay the long-
distance providers for access to their infrastructure and share the circuits among many
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users through packet-switching, Internet users avoid having to pay usage tolls to
anyone other than their ISPs.

When you are using PSTN (normal telephone) line, you typically pay by time to a
PSTN line manager company (NTC). The more time you stay at phone, the more you
have to pay. In addition, you cannot talk with more than one person at a time.

In contrast, with VVolIP technology you are able to talk to any number of persons you
want at any time provided the other persons are also connected to the Internet. You
can also exchange data with the people you are talking to, send images, graphics and
videos at the same time. However, voice quality through the Internet today is not
comparable to the voice quality on PSTN.

Situation Analysis

VOIP call transmission in Nepal started in mid-1999, when VSAT services were
allowed, and ISPs could afford bandwidth. There were a couple of factors that led
ISPs to jump onto the bandwagon, mainly because it made business sense.

The ISPs were paying phone bills for phone connections used for dial-in-only access
for subscribers. This was a complete waste of their resources, and they wanted to
make better use of them. NTC didn't want to acknowledge this, despite strong
lobbying by organizations here. Their contention was ‘since we are loosing money to
e-fax and e-mail we will continue charging it.’

The more convincing reason was the high accounting settlement rate of NTC with the
international operator. As late as Sept 2001, the accounting rate was USD2.00 per
minute, thereby resulting in a settlement rate of USD 1.00 for NTC. This was very
high by International standards, and naturally companies shopping for cheaper rates
found cheaper alternative ways to transmit calls.

In June 2001, there were almost 10 VOIP phone operators (basically bypass operators
using NTC's subscribers line to transmit calls locally). Some had big operations with
a large number of telephone lines, others small. They existed more in the form of a
domestic industry, as an operator put it at that time.

The main reason for NTC creating the noise was the loss of revenue from settlements.
In the fiscal year 98/99 their revenue was around USD15 million (translated figure, at
current rates) It dropped to around USD11 million the following year. The impact is
has not been fully assessed as it takes about two years to completely settle the
amounts. The drop is probably much larger going by the recent crackdown on
operators by NTC.

The number of minutes has also decreased sharply from 2.2 million minutes earlier to
1.7 million minutes (in august 2001) per month. This translates to about 600
thousands minutes of call that the VOIP operators were transmitting, adjusting for
normal growth rate of calls. Even at the low rate of 5 cents per minute, this translates
into a whopping USD 3 Million.
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This drop was also pronounced in percentages of calls made — especially in calls
originating in USA. While the incoming calls from US averaged 20% of the total
incoming calls in 98/99, these constituted only 6% in April 2000. This was not VOIP,
but traffic was being refilled through New Zealand, as AT&T stood to pay only 33
cents per minute (versus USD 1.00) if the call was refilled through New Zealand
under the settlement rules.

For sometime afterwards, to negate AT&T’s move, NTC refilled all of its traffic
through Singapore. Ironically, Singtel was sending incoming traffic through cheaper
bypass operators.

NTC lowered its accounting rate for 2000 to 60 cents and for 2001 to 30 cents, which
has now made bypassing NTC difficult. Major operators now go along with NTC
again as the ASR (Acute Seizure Rate) is almost 70% countrywide with NTC, while
with VOIP operators, it is around 50% for Kathmandu, and a lot less outside the
valley.

Since 1997-98 the volume of international traffic has not grown proportionately, as it
should have owing to good international economy largely due to increased use of e-
mail, and e-fax. But, most of this shortfall was made up by local revenue arising from
Internet usage. NTC was alarmed when call rates actually dropped. Industry watchers
say that had there not been so many VOIP operators, there would probably not have
been such a fuss.

VOIP operators, as their number grew, compromised on quality in order to make the
call cheaper. Some were even using only 6K per voice channel, thus making
connections from many countries impossible. In June 2001, it was not possible to
make a call from Stockholm to Kathmandu despite repeated attempts with the calling
card. This was in the aftermath of the Royal Palace massacre. This was possible using
the Swedish operator Telia's business network, but was, of course, more expensive.
These concerns reached the public/ governments quickly but they still do not fully
comprehend the underlying dynamics of international telecom.

The people inside NTC realized that this could not be stopped, and only if they
stopped cross subsidizing their domestic operations with international revenues.

From HMG's perspective, which is highly skewed by NTC's reporting of its revenue,
the biggest concern seems to be a decline in overall national revenues. Operators and
stakeholders in the industry have been contending that if the VOIP operators can be
brought into tax net, then the revenue will actually grow while NTC's may decline.
But government sources don’t seem to get the point of alternative revenue streams.

NTC actually uses VOIP technology in some of its trunk routes to increase existing
capacity, which makes the issues of quality and technology irrelevant.

Currently, NTA is in the process of drafting the regulations to legalize VOIP, as well
as International trunk. There have been some concerns about the proposal to license
the technology, rather than the service. In the workshop, the NTA chairman reiterated
that the license would be technology-independent, a positive sign.
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Issues

According to the just-released report TeleGeography 2003, the share of the world's
phone-to-phone traffic sent over IP networks is estimated to increase from 6% in
2001 to 10% in 2002. According to the same source, VoIP is estimated to account for
18 billion minutes in 2002 - up from 9.9 billion minutes in 2001. It estimates that
worldwide there will be over 160 billion minutes of international calling in 2002, up
from 144 billion minutes in 2001. These figures only include phone-to-phone calls
placed through carriers, while PC-to-phone, PC-to-PC calls and calls on private
networks are excluded.

TeleGeography, published by TeleGeography, Inc., is the authoritative source for
international telecom statistics and analysis. This shows the increasing growth of IP-
based telephony worldwide, and at the same time, local analysis also demonstrates
that Nepal cannot stay away from it.

Voice delivered using IP is not legally classified in a uniform way around the world.
Data networks have, during their 40 years or so of existence, been left alone by the
regulators, but voice telephony has, of course, been carefully controlled around the
world in order to protect state monopolies.

The crucial question is whether VVoIP is a voice or a data service. Although all traffic,
be it voice, video, fax, or data, ends up as IP packets, the trend is to classify traffic not
according to technology but according to the kind of service it constitutes. The ITU
held an IP Telephony Workshop in the summer, as part of the ITU New Initiatives
Programme, at which there was, according to the chairperson's report, a "widespread
support for the concept of technology-neutral regulatory treatment.”

The report continues: "A consistent approach to regulation may require that similar
services be treated in the same way, independent of the underlying network or
technology. However, in some environments, regulatory asymmetry will be an
inevitable feature of transitional periods."

This service-centric view will likely extend to the mobile arena where VoIP in 3G
will probably be compared to a mobile service.

The quality is not up to par at the moment for it to be classified thus. So at the
moment one can offer VVolIP without a license. However, if the quality reaches a level
where it is comparable with the PSTN or mobile, the EU may change its opinion.
VolP could then probably be classified as telephony since it will fulfill the definition
of being real time voice communications that reach any subscribers on the public
network.

Some observers criticize the outcome of such a criterion, saying the net result is that
IP telephony must, by regulation, be of poor quality. For example, the
Communication Authority in Hungary issued a statement on VoIP services, making it
a license condition that the provider must ensure a minimum of 250 milliseconds
average delay of voice transmission between terminals.
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Some administrations give credence to VoIP as a legitimate and valuable means of
providing voice services. For instance, the ITU has conducted a field trial giving an
0878 country code to a VVolP provider with a view to ascribing codes to VolP services
in the same way that mobile operators have their own codes.

But this open-minded view can have its downsides. In the U.S., where VVoIP services
are regarded as providing a POTS-equivalent service, the US House of
Representatives quietly amended the HR1291 bill in May of this year to stipulate that,
"Internet telephone services, irrespective of the type of customer premises and
equipment used" are no longer exempt from FCC-imposed per minute access charges
for the Universal Services Fund. “

U.S. telcos have long argued that ISPs should be liable for universal service
contributions, but the new regulation has been fiercely opposed by the U.S. Internet
community.

VolIP in Regulated Markets <http://www.totaltele.com/ipnetworks/7_voip.html>
When the Chen brothers decided to sell Internet Telephony from their computer store
in the Chinese province of Fujian, they could not have known the regulatory stir it
would cause. But once a number of legal hurdles were cleared the servicewas deemed
legal by the courts.

The Chens' case highlights how difficult it can be to get a new and innovative service
off the ground in a regulated territory. Margit Brandl, Regulatory Affairs Manager at
Siemens, explains. "There are three ways you can develop IP telephony market within
a country: in conjunction with an incumbent or new alternative operator to get some
or maybe all subscribers connected and transport their voice-traffic over IP, as a
service used for the communication in a corporate network (a so-called "closed user
group™) or across the provider’s backbone (to relieve the network and get better scale
effects on the network capacities." However, she continues, "If the state forbids the
use of VolIP there is no chance to set yourself up as a provider."”

This provides a seemingly insurmountable barrier for a vendor seeking to introduce
VolP technology and infrastructure. "It's difficult if you start supplying something the
customer cannot use,” Brandl notes.

Nevertheless, this example demonstrates that "no™ really can mean "not yet,” and a
careful look at the list of Chinese government bodies with an interest in the
telecommunications market reveals why. Apart from the State Planning Commission
and the Propaganda Department, which have, respectively, political and commercial
interests in the use of low cost and accessible telephony, the Ministry of Posts and
Telecommunications (MPT) and the State Economic and Trade Commission (SETC)
also have a keen interest in VVoIP.

While most ministries tend to speak with one voice, the MPT and SETC do not. In a
recent case study the ITU identified the potential conflicts, which arose between these
departments. While the telephone operators are seeking ways to protect their
revenues, the trade ministry is concerned that foreign companies, despite regulations,
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can use private leased lines to make phone calls that might utilize alternative IP
networks.

The SETC argues that domestic companies, which have no access to VolIP, are put at
a competitive disadvantage. This disadvantage becomes greater in the case of
international calls placed over private networks, which are almost impossible to
police.

In April 1999, in response to the concerns of other ministries, the MII began issuing
licenses for IP Telephony. China Telecom was the first carrier to launch a service,
rolling out a $2 million project based on 100 E1 connections covering 25 cities.
Despite the high cost of the prepaid phone cards that were used during the trial phase
(June to August 1999), it is estimated the revenue generated from their sale was US
$35 million. The potential annual revenue from the sales of IP phone cards could be
as high as US$150-200 million.

A driving force behind the decision of regulated regimes to reconsider their policies
concerning VolIP is globalisation. This is forcing countries to enter into new trading
relationships and open up their markets to foreign companies. Government officials,
once concerned that the population at large would be exposed to reactionary
information if international communications were made accessible to all, now worry
that their domestic economy will suffer if communication costs remain artificially
high.

Other countries grappling with VVoIP regulatory issues include Vietnam, Turkey and
Egypt. In Egypt, VoIP is now being adopted by the monopoly carrier, Egypt
Telecom, in the face of a myriad of illegal providers denting long distance and
international revenues. Ahmed Nazif, Egyptian minister of communication and
information technology, was reported to have said, "If you can't beat them, join
them."”

In the majority of countries in the Middle East, VVolIP is illegal (Oman is an
exception), and service providers such as Net2Phone are barred from selling their
wares, though VolIP traffic can be used on enterprise networks though not traverse
wide area links.

It is possible, however, that attitudes to the service may change as elements of
deregulation are introduced. Saudi Arabia is working towards the privatization of its
PTT, the Saudi Telecommunications Company (STC), whilst in northern Africa,
Morocco is also planning to open its market and Egypt is set to privatize its
incumbent operator, which may herald further concessions to the VVolP market.

In those countries where VOIP is not tolerated, it is, however, possible to terminate
traffic, provided it is terminated as POTS telephony. "Incoming traffic that has been
originated in a VolP-network can then not be distinguished from PSTN-traffic if - and
that is basically the point - it will be handed over for the termination in a PSTN to a
switch in that PSTN," says Brandl.
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For the VolIP provider with global aspirations the advice is to talk to the regulator or
relevant government ministry in each country. "Offer it where it is allowed and make
sure it is handed over according to the law in other countries” says Brandl.

Telecommunication Policy 1996 Review

3. Objective of the Telecommunications Policy

The main objective of this Policy is to make the various types of high standard and
reliable telecommunications services easily available to all in all areas of the Kingdom at
a reasonable service charge in a fair competitive atmosphere also with the participation of
private sector by implementing the policy of liberalization in the telecommunications
sector also in harmony with the concept of economic liberalization and openness adopted
by the country, and to develop telecommunications as a main pre-requisite for national
development.

This Clause 3 states that the objective of the "Telecommunication Policy" is to make
available high standard & reliable telecommunication services at a reasonable
service charge with participation of the private sector in harmony with the
concept of liberalization and openness adopted by the country.

4. National Telecommunications Policy

Taking into consideration the extensiveness of the use of telecommunications, the
National Telecommunications Policy has been formulated in line with the following
matters in order to develop and expand the telecommunications services in a fair
competitive atmosphere with the involvement of private sector also to make available the
new telecommunications services as well, extremely needed for the development
activities of the country, by fulfilling the demand of this service on time as soon as
possible in all the areas of the Kingdom :

4.1 To make available the telephone service as per the demand and to provide new and
recent telecommunications services in accordance with the demand of the market in
addition to the basic telephone service.

Sub-clause 4.1 clearly states that it will make available telecommunication
services as per the demand and to provide new & recent telecommunication
services in accordance with the demand of the market in addition to the basic
telephone services.

VolIP is a new and recent telecommunication service and is the current trend in
the market due to which NTC has been suffering revenue loss. NTC has been
making efforts to control operation of VolP services which is currently illegal
since last year. The forming of the "Revenue Leakage Monitoring Committee" did
manage to bring it's revenue to track to some extent but calls have already
shown signs of decrease. This is by and large because the demand for VolP
services is very high, as stated in the sub-clause 4.1.

However, VolP would fall under the Basic Telephone Services and hence, the
last few lines have to be changed.
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45 To involve the private sector as well in the development and operation of
telecommunications services in accordance with the liberalization concept adopted by His
Majesty's Government.

4.6 To have also the private sector participation in order to enable Nepal
Telecommunications Corporation, which has the monopoly upto the date in the operation
of telecommunications services, to function in a competitive environment by changing
the current composition of the Corporation.

4.7 To provide quick, fast and qualitative (standard) telecommunications services at a
reasonable price by creating an environment of fair competition among the service
providers.

5. Working Policy
The following working policies have been provided for in order to implement the
National Telecommunications Policy in a proper manner and to fulfill the objective set
forth in that Policy.

5.1 Classification of Telecommunications Services and Provision of License for
Providing the Service :

The telecommunications services will be classified into the following categories and the
provision of license for their operation will be made as follows :

(a) Basic Telephone Service

1. Local telephone service, domestic telephone service, international telephone service,
telex service and domestic and international telegraph services are under the basic
telephone service. As Nepal Telecommunications Corporation has been providing at
present the above-mentioned services, a license will be granted to Nepal
Telecommunications Corporation for the operation of these services as provided for in
the Telecommunications Act.

2. Provision of license will be made to one extra service provider in addition to Nepal
Telecommunications Cooperation with the authorization to operate throughout the
Kingdom the local telephone service based for the time being on wireless local loop
(WLL) technology from among the basic telephone service through the process of
bidding having competition among the private sector.

3. The provision of full competition for operating all the telecommunications services
including the domestic and international telecommunications services will be made by
2004 A.D.

(b) Mobile Telephone Service

(c) Other Value Added Services of Telecommunications

His Majesty's Government has already taken decision so as to grant license at any time
for the below-mentioned telecommunications services.

1. Internet including e-mail.
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2. E-mail.

3. Voice Mail.

4. Fax Mail.

5. VSAT.

6. Audio Conference.

7. Pay Phone.

8. Pre-paid Calling Card.

9. Local Data Communication.
10. Radio Paging.

11. Trunked Mobile.

VoIP technology is a technology alternative to PSTN, and in the long run the is set to
replace it. As VolP would also be providing the same services, VoIP services needs to
be put under the basic telephone service and not under "Value Added Services"

Provision for license in Sub-clause 2 is only applicable to WLL technology. A sub-
clause regarding provision of license also needs to be included in this section.

Sub-clause 3 of Clause 5 specifically states that there will be a provision for full
competition in telecommunication services, including domestic & international
services by 2004 A.D. Hence, necessary arrangements at the policy level need to be
prepared for the same.

In cases, the operators desire to operate these new services, these services should be
added in the above list as per the situation.

Service Vs Technology

The classification of Voice over Internet Protocol (“VoIP”) or Internet Protocol
(“IP”) telephony IP telephony as regulated or unregulated has become
increasingly important as IP telephony offerings proliferate around the world.
Under current U.S. regulations, “telecommunications services,” such as basic,
long-distance and international calls, have been regulated, while “information
services,” such as e-mail and Internet access have not. VolP competes with
traditional, regulated voice services offered over the telephone network — except
that, as a relatively unregulated service, it can be offered at a significant discount
to traditional voice services. The regulatory arbitrage opportunities for IP
telephony providers are especially ripe in international telecommunications
markets because of the artificially high costs for traditional international voice
services in many countries. This has made IP telephony a catalyst in the drop in
telecommunications rates worldwide. It has also spurred recent activities in
Congress, the Federal Communications Commission, and the international arena
that could affect the economics of VolIP.

Quality of Service
The principle of voice transmission over the Internet is basically the same as that of
conventional telephone services over a PSTN. Analog voice signals are encoded into
digital data, and that data is then transmitted through nodes on the network and
decoded back into analog signals at the receiving end. The big difference - and the
reason for the disparity in voice quality - lies in the structure of the two networks.
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A PSTN is a connection-type network: once the connection path of a call is
established, communication quality is guaranteed. The Internet, on the other hand, is a
connection-less (or "best effort™) network: the voice data is stored in packets that are
data packet sent to the destination point via routers on the network. Not all packets
necessarily go via the same path, and there is no guarantee of the packet transmission
reliability. Since some of the data packets may be lost or delayed during transmission,
"clipping" of voice data can occur.

Several things can be done to improve effective voice transmission over the Internet.
With a PSTN, once the connection is established, that bandwidth is available
exclusively for that particular call. Internet bandwidth, however, is limited (and
shared by many users), so reducing the data bit rate by compression is a useful
improvement technique. And placing buffers on the network can help prevent the
clipping of data. But while buffers can sort out data in the middle of transmission,
they also serve to increase the transmission delay: the larger the buffers, the longer
the delay. This degrades the quality and utility of voice signals. (Also, buffers are of
no use for data larger than the buffer size, nor can they compensate for packets lost
during transmission.)

Transmission delays

When using the Internet for voice communication, transmission delays are likely to
happen for several reasons. These include the inherent limitations of the CODEC
algorithm being used, packet transmission delays, the computation time required for
data compression, and the use of buffers.

The CODEC algorithm creates a delay both because it applies data compression in
frame units (intervals of 2 to 30 milliseconds) and because pre-reading of data is
required for compression. The minimum delay time of G.729 (CS-A CELP) is 35
milliseconds, and that of G.723.1 (MP-MLQ/ACELP) is 97.5 milliseconds. The wait
caused by a delayed packet transmission averages 80 to 100 milliseconds, although
this varies depending on the Internet infrastructure and its traffic conditions.

Thanks to modern software optimization, use of high-speed CPUs, and DSPs (digital
signal processors), the delay of voice signals caused by data compression time has
been improved to the "not noticeable” level. The delay time caused by the use of
buffers, meanwhile, can be reduced by changing the buffer size in accordance with
traffic conditions on the Internet, or by compensating for packet delays. The overall
delay time for Internet telephony today is generally within an acceptable range (about
200 to 250 milliseconds) - equivalent to the delay time of satellite-routed telephone
voice transmission.

Standardization and interoperability
For Internet telephony to become truly useful and widespread, the various systems in
use must be able to connect with one another. Standardization activities for
interoperability between Internet telephony systems were started in 1996 by the
International Telecommunications Union (ITU), when it established a
recommendation (ITU-T H.323) that addresses the methods of call control,
multimedia management, and bandwidth management. This standard is applicable for
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multimedia communications using IP (Internet protocol) and supports all of the
CODEC methods recognized by the ITU.

In addition to the ITU activity, a nonprofit industry consortium, the International
Multimedia Teleconferencing Consortium (IMTC), has been involved in formulation
of an industry standard for multimedia teleconferencing. Through the IMTC's efforts,
a Voice over IP (VolP) Forum was created. The VolP Forum decided in March of this
year to recommend the CCITT G.723.1 method as the industry-standard, baseline
technology for Internet telephony.

In accordance with these standardization efforts, many vendors are now developing
Internet telephony systems that use H.323 and G.723.1 CODEC. It seems certain that
interoperability between competing Internet telephony systems will be advanced
based on these. Regarding a directory service to provide an IP address search based
on a person's name (to look up an individual's "phone number"), however,
standardization activities are, so far, little advanced.

The lack of a "quality of service™ guarantee for IP network-based voice
communication remains a major stumbling block. To improve the situation, however,
an industrial association, the Internet Engineering Task Force (IETF), has set up a
protocol known as RSVP (Resource ReSerVation Protocol). RSVP provides a
receiver-initiated setup of resource reservations for multicast or unicast data flows in
order to guarantee a certain bandwidth for end-to-end communications. While some
providers have already started using RSVP for their commercial services, the protocol
still has limitations. For example, RSVP has to be implemented in all of the routers of
the communication path, and it cannot always secure the needed bandwidth
(particularly when there are multiple requests for bandwidth guarantee at a time). It
will be very difficult to provide a bandwidth-use guarantee for Internet voice
communications unless there is a drastic refurbishment of the network.

CTI and Internet telephony
Computer Telephony Integration (CTI) provides intelligent control of phone calls by
using computers. A simple CTI configuration consists of a PC, a modem, and a
phone. [For more on this, please see "CTI: Joining the Best of Two Technologies" in
our June 1997 issue, page 17 -Ed.]

Also, as a corporate application, CTI provides unified messaging functions for
comprehensive handling of e-mail, fax, and voice mail. CTI development is now
proceeding for advanced connection of office phone systems with groupware,
Internet, and mobile computing environments. Current CTI systems handle voice/data
and control signals separately - phone lines for voice and data, and LAN (local area
network) cables for signal control.

An Internet telephony system, on the other hand, can use an office LAN cable for
both voice/data signals and control signals. There is a move toward convergence of
technologies, with an Internet telephony system viewed as a new component of CTI.
In the quest for unified messaging service applications, Internet and intranet resources
could be shared, leading to improved business efficiency. You could access your
office voice mail, for example, remotely via the Internet, while an urgent call coming
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to your office phone could be forwarded via the Internet to your (Internet telephone-
equipped) laptop PC.

Toward the future
This article has reviewed some of the ways in which the technology to realize
convergence between computers and telephony systems is being advanced for future
growth of business opportunities. The regulatory issues impacting the deployment of
this newly emerging technology into practical business applications, however, remain
unclear. (For example, should the Internet telephony business be regulated as a
telephony business or as a data communications business?) If Internet telephony
technology is to be soon implemented into practical business applications, swift
settlement of the remaining regulatory issues is essential.

License fee period
The license fee period should not exceed five years: with rapid changes in
technology, VolP might become redundant in the near future. Keeping that it mind,
NTA should consider giving out VVolIP license for not more than 5 years at a time.

Barriers to Entry
The private sector was of the view that NTA should limit the license holders to
serious players only. While some were of the view that the license fee should be high,
some stated that it should be low but other entry barriers should be creates such bank
guarantee, evaluation of business plan, and management team.

Benefits to customer
The license for operating VVolP should not only be limited to PC to PC but telephone
to telephone and telephone to PC as well. If it is limited to PC to PC, only a handful
of people will be able to avail of the benefits of the low-cost technology.

Illegal Operators
The responsibility of a license provider should not only be limited to giving out
licenses but it should also provide a conducive environment for the license holders to
operate in. Even after legalization of VVolIP, there will continue to be illegal VolP
service providers. As they would not have to pay taxes, they will have a cost-edge
over the licensed VVolP operators.

Fixed rate
The cost of transmission of a call should be pre-determined and NTC should not be
allowed to change the tariff as and when it wants.

Widen Scope of Services
The license should not only be limited to international calls but also be given for
domestic calls. It would also be better if the license is termed as IP rather than VVoIP.

Conclusion
Technologically, VolP is not a problem. The existing policy does not prohibit the use
of VVoIP technology; it prohibits providing end-user telephony service. The bone of
contention with existing situation is the illegal use of NTC's telephone service to
transmit international calls over PSTN. The policy doesn't at present prohibit the
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carrying of Voice in data form, and thus the reluctance of parties concerned to go to
court of law.

The use of VoIP technology is a result of lack of competition in telephony service,
which has enabled NTC to cross subsidize its domestic services through international
revenue. This has also partly resulted in NTC's non-cooperation with ISPs in their
initial stage of functioning.

Recommendations

Telecom liberalization should be taken forward at speed. This may mean bringing
the dates for complete opening of telecom services within one-year period.

The current thinking on licensing particular technology is short-sighted and
should be discouraged.

The incumbent telecom provider should be divided into different units, and cost
based tariff implemented to disable cross subsidy of tariff.

International movement in telecommunications and data networks as well as

technologies permitted by the authority need to be rigorously monitored and to
prevent their illegal use.
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Intellectual Property Rights

Background

Generally speaking, property means any material of pecuniary value. In legal sense
property means a right (usually over a material) which could be transferred to any
other person and which posses pecuniary value. Thus, while selling a piece of land or
motorcar we sell our rights of ownership over such material rather than the material
only. Intellectual properties could be good examples of property as right and not as
material. Any software producer while selling a copy of software does not sell the
software unconditionally, it usually imposes certain limitations and restrictions on the
purchaser. Therefore, purchasing software could legally be only purchasing limited
operating & using rights from the manufacturer.

Definition

IPR experts define intellectual property rights as the rights given to the person over
the creations of their mind. However, what is the creation of the mind is not easy to
define. There is a wide range of things that are included under IPR. IPRis
traditionally divided into two parts:

1 Copy rights and related rights

i Industrial property

There are nine categories of IPRs under TRIPS (Trade Related Aspects of Intellectual
Property Rights).

Copyright and related rights

Copyrights protection is provided to the author of the original works of authorship
including literary, artistic, and scientific works. It has been extended to protect
computer software and database. Unlike patent, copyright protects the expression of
idea, not the idea itself. The owner of the copyright can generally prevent
unauthorized reproduction, distribution, sale and adaptation of an original work.

Trademarks

Trademarks are signs or symbols registered by a manufacturer or merchant to identify
goods and services. A valid trademark allows the owner to exclude from the
commercial imitation of the trademark likely to mislead the public, protection is
exclusively granted for ten years and is renewable as long as the trademark continues.

Geographical indicators

These are signs or expressions used to indicate that the product or service originated
from a particular country, place or region.

Industrial design

It normally protects the ornamental or aesthetic aspects of an industrial article.
Industrial designs are characterized to appeal to the eye.

Patents
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Government authority grants patents conferring exclusive rights to make, use or sell
an invention generally for the period of 20 years. An absolute novelty of the product
is a pre-requisite for patent. An obvious next step is not patentable.

Layout designs of Integrated circuits
It allows the owner of the design to prevent the unauthorized reproduction and
distribution of such designs.

Trade Secrets

It relates to the confidential business information such as lists of clients or recipes,
which are most valued as an asset of an enterprise. If such information is disclosed in
an unauthorized manner, this provides a way to civil and criminal actions against the
disclosure.

Breeders' Rights

This is a separate form of protection conferred on plant varieties that are new stable,
homogenous and distinguishable. Since our country is rich plant varieties and there
are hundreds of plant varieties found abundantly in different part of the country,
breeders' rights are most important for us.

Utility Models
Under this category, protection is given to functional aspects of models and designs,
generally in mechanical fields.

Issues: Social and Philosophical

The philosophical and practical reason to provide intellectual property rights is to
promote research and development. But both the proponents and opponents of IPR
have equally strong arguments. The proponents say the protection of IPR is a must;
otherwise Research and Development may be undermined. IPRs provide incentives to
the researchers and thereby promote inventions to benefit mankind. But the opponents
say IPR protection is not necessary as a quality product can easily capture the market
and impart benefits. The proponents sometimes warn of stern consequences such as
monopoly of market causing undue disadvantage to the public.

Nepalese industries have been losing much of their profitability and competitiveness
because of unfair trade practices, in particular, infringement upon copyrights,
trademarks, patents, and other intellectual property rights. Therefore, time has come
for the government and concerned authority to develop legal regimes for IPRs.

Criminal activity conducted in cyberspace is beyond the reach of traditional law-
enforcement authority. Computers have also provided law enforcement officials with
the same tools they have offered the world of crime, and these can be used to fight
crimes or monitor illegal activities.

Implementation of the TRIPs

IPR enforcement provisions can provide overall protection to rights holders.
However, it is not enough to merely put the TRIPs provisions in place by adopting
guidelines and regulations. Implementation of these provision must involve active
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enforcement steps by the enforcement authorities that have the legal authority to
conduct raids, seize goods, and impose fines and prison terms. Effective deterrence
can result only if there is a commitment to take action.

Digital Division

Mr. Baker, a resident of San Francisco, USA, is alleged to have operated a web site in
1996 through which he made pirated copies of business and game software available
for sale. In mid-1996, he made three sales of CD-ROMSs containing unauthorized
copies of numerous pieces of software. Mr. Baker mailed the packages from San
Carlos. Mr. Baker became aware of the charges pending against him and fled the
United States for Asia in August 1998. The Federal Bureau of Investigation (FBI)
recently tracked Mr. Baker to Malaysia, and the United States State Department
revoked his passport. After that, Malaysia revoked his authorization to remain in that
country, and he was placed on a plane for the United States. The FBI placed Mr.
Baker under arrest when he returned to the United States on September 3, 2002. Mr.
Baker made his initial appearance in federal court in San Francisco on September 4,
2002. He is currently detained without bail. He could be sentenced for ten years in
jail.

Meanwhile in Nepal, A high-ranking officer working in HMG, previously using
Windows 98 as operating system, heard about Windows XP as a better alternative. He
purchased a copy of bootlegged Windows XP CD paying around Rs 100 and is using
it in his office. He found the software better than Win98; therefore, he also made a
copy in CD writer for his personal use at home.

The above two examples show a marked difference between prevailing practice,
values and laws in the two countries. The USA example is based on facts and the
Nepal example is conjured up, even though it practically resembles the current reality
in developing countries like Nepal.

The Third World countries have always been alleged for their weak legal
frameworks, and inability to control bootlegged software and infringements of
Intellectual Property Rights. But the division between north and south is not only
limited to their views on IPR. Journalist Gichinga Ndirangu for Nairobi points up
other divisions between developed and developing countries. In his own words: " At
face value, IP protection is an innocuous subject, especially for developing countries
which account for less than two per cent of inventions registered worldwide. Laws on
IP guarantee profits to inventor and make it illegal to produce or sell the invention
without his or her authority."

But many developing countries have argued that the current tight IP laws have
undermined access to new technologies and favored research in industrialized
countries. Patents generally increase prices of products while reducing the incentive
to develop products for poor countries with limited purchasing power.

It is now widely acknowledge that poor countries are unlikely to crawl out of poverty,

in the way the Asian Tigers did, unless the current rules are changed. The Tigers
exploited weak laws and regulations on IP to develop a vibrant counterfeit industry
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that cut into the profits of Western corporations. By the time the door was slammed
on them, they were on the path to phenomenal growth.

Singapore, for instance, has built a vibrant industry, becoming one of the largest
manufacturers of computer chips. Last year, Malaysia had the highest per capita
foreign direct investment in the developing world. We could not agree more with
Nidirangu if we realize that China has also gained technological competence in
similar way in last two decades.

Fair Use Doctrine

Even in developed countries the feeling against tight IPR laws runs high. The birth of
the doctrine of fair use could be a result of such feeling. The doctrine of fair use
developed over the years as courts tried to harmonize the rights of copyright owners
with society's interests by allowing copying in certain, limited circumstances. This
doctrine has, at its core, a fundamental belief that not all copying should be banned,
especially in such socially important endeavors as criticism, news reporting, teaching,
and research.

Although the judiciary of developed countries originally created the doctrine of fair
use, it is now set forth in the copyrights legislation. Under the copyright act of USA,
four factors are to be considered in order to determine whether a specific action is to
be considered a "fair use." These are as follows:

1 the purpose and character of the use, including whether such use is of
commercial nature or is for nonprofit educational purposes;

i the nature of the copyrighted work;

i the amount and substantiality of the portion used in relation to the
copyrighted work as a whole; and

1 the effect of the use upon the potential market or value of the copyrighted
work.

Most of the developed countries have accepted fair use as a basis for justifiable
exemptions from copyrights liabilities, although the extent of interpretations
regarding fair use varies.

Information as power and prosperity:

The issue of IPR protection is more relevant in the area of Information Technology.
In 1982, Micheal Rice, the then director of the Aspen Institute's Communication and
Society Program, published The Hopes and Fears of the Information Revolution. Rice
noted in his book that information specialists, government officials, corporate
executives, lawyers, journalists, academic scholars and even consumer advocates
have identified some worrisome possibilities in connection with information-
dependent communication era in which we find ourselves today. These are:

1 The individual's opportunities for upward mobility and society's interest in

preserving diverse sources of institutional power will be increasingly eroded due to
the trend toward pricing information according to use —i.e. over-reliance on market
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factors to determine what information is generated and who gets it, while other
important non-commercial needs are neglected;

1 The growth of information systems may exacerbate the existing trend toward
concentration of power in fewer hands;
1 The "democratic circuits" of society such as political parties and associations

and media institutions which represent certain groups of people may be increasingly
replaced by technocratic circuits such as statistical controls vested in bureaucratic
hands;

1 The growing diversity of communications media and of private information
systems may fragment society along the line of interest groups and specializations;
1 If information is treated as the exclusive resource of those who control its

production and dissemination, people who do not have access to it may be further
marginalized;

1 The information era may create increasing social stratification, structural
unemployment, and other obstacles to a fair and stable society, and endanger personal
rights and social values.

Conventionally, information is defined as "intelligence - a message, oral testimony,
words, meaning, knowledge acquired in any manner”. But in recent days scholars
have tried to define it in a different way. Sandra Bramen notes that although there is a
numbers of ways to define information, the most important definitions treat it as a
constitutive force in society. From this perspective, decisions about information
policies are decisions about the way society will be structured - how socio-economic
classes will be formed and how people can act within it with each other.!

As Bramen defines it, information can be seen as a form of power. Information can be
and is often used as power to influence, to persuade, to attempt to control outcomes,
to generate public opinion, to influence polls and decisions. As power, information is
a basic tool or key to competing successfully. Les brown (Publisher of "Television
Business International) admits, "Those who don't have it will always be at a serious
disadvantage. The ownership of information is a complex economic concept, yet a
simple political one: It is the key to power."

If we see information as power, access to information can thus be seen as a part of a
broader struggle for access to power. A struggle is not only for freedom of
communication, but also for the right to communicate. The concept of right to
communicate has gained support in the past three decades as the deficiency of state
and commercial services became increasingly evident. Such a right "includes the
principles of access, participation and self-management in information and
communications and a conception of IT as instruments for social groups to reproduce
their cultural identities, to voice their social and economic demands and to create new
social relations.”

Therefore, in a broader sense, if a state restricts access to information by restricting
access to database or by not permitting use of appropriate software to communicate,
this would slow down economic development and widen the gap between the rich and
the poor at all levels.

1 Journal of Communication, issue 39/3 summer 1989
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Conclusion
Balance between different interests

The developing states have to balance different interests between different groups
within the country and among the group of nations also. For the purpose of joining
WTO or attracting foreign investment inviting, extremely stringent laws may do more
bad than good. Similarly, ultra-liberal laws permitting unrestricted abuse of others’
intellectual property may dampen innovation and inventions, leading to stagnation. A
delicate balance among competing interests, therefore, should be maintained. The
recent Copyright Act 2059 has tried to create just such a balance by giving some fair-
use exemptions such as:

1 Partial copying for non-commercial personal use,

i Quoting for welfare, without affecting the financial right of the owner,

1 Partial copying for educational use, without affecting the financial right of
the owner,

1 Copying for use of the public library or for public record,

1 Copying a single copy of computer program in specific format for purpose

of record keeping as an insurance against the loss or destruction of the legally
obtained program.

The new Copyright Act has strengthened the copyrights by making offence such as
infringements a serious crime and thus investigatable by police. The new Act has
been rarely invoked,; there, its real impact can be evaluated only after a reasonable
period of time.

Recommendations

Intellectual Property Rights is an issue that clearly has two sides to it. The existing
copyright laws and patent regulations both accept computer software as intellectual
property. By virtue of signing different international regulations, Nepal is legally
bound to honor copyrights.

Implementation, however, is something else. It is understood that it will take some
time for people to understand the nuances surrounding the copyrights issue and act
accordingly.

Another aspect for promotion would be to encourage use of Open Source
technologies en masse to be legally on the safe side. This will let valuable foreign
currency stay inside the country, which could be invested on R&D, on localization
efforts to make computers more usable. Such an activity will at the same time not
affect domestic software products as they are mostly in customized software markets,
which can be platform and operating system independent.

Government participation in the preparation of legal instruments being considered in

international forums and public awareness and education on all aspects of IPR and the
opportunities and benefits it offers are essential.
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To promote exchange of experience among the enterprises involved in IPR, raising
awareness about the ongoing efforts to establish legal and regulatory frameworks for
IPR is a must.

The Government should penalize cyber crimes like tampering with source documents,
obscene electronic publishing, hacking and falsifying digital signatures.
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IT Success Stories

The reason for compiling success stories of companies in the IT sector is three-fold:

U To market products/services being offered by the successful companies
nationally and internationally

U To promote the IT capability of Nepal as a whole

U To see whether any IT related law or policy of HMG has helped any of these
companies or hindered their operations

The IT sector in Nepal has been divided into the following five study areas in order to
ease the process of evaluation and also to distinguish between different types of IT
related work that are being carried out:

Hardware (Manufacture/ Reselling/Maintenance)
Software/Multimedia

Internet/Web Services/ISPs

Human Resource Development

Other IT-Enabled services such as Transcription/Translation/Data
Conversion/Networking

®o0 o

Hardware (Manufacture/ Reselling/Maintenance)

Computer hardware was first introduced in Nepal by the government sector. The first
computer brought into Nepal was as IBM 1401, a mainframe computer, leased by the
Central Bureau of Statistics to bring out the population census of 1971. The benefits
of a computer were recognized for the first time in Nepal with the complete
processing of the 1971 census (of the population of 11.5 million) in only 20 months,
as compared to the 1961 census (of the population of 9.4 million), which took six and
a half years. Nepal Electricity Authority, National Computer Centre and the Institute
of Engineering were among the first to import computers.

The private sector participation in importing computers started with MIPS Pvt. Ltd,
after it obtained the authorized dealership of Apple Computers in and around 1982.
Since then, the market for PCs as well as different types of computer accessories has
grown phenomenally in Nepal with more than 100 computer vendors offering their
products and back-up services. A prospective buyer would find an array of the latest
international brands as well as locally assembled clones to choose from.

Leading trading houses in ICT equipment like Mercantile, CAS, and WDN are
importing not only desktops and laptops but also other accessories like printers,
scanners, and various items of communication equipment such as modems, data
cables and antenna equipment. The IT industry in Nepal today not only has the
capability to provide all kinds of ICT equipment required but also to design and
maintain the infrastructure for information connectivity such as high-capacity
wireless and optic fiber-based networks.

Mercantile has launched its own line of PCs called Mercantile PC, a first in Nepal. In
the 1990s, Mr. Muni Shakya put his resources into assembling PCs and selling them
to the Agriculture Development Banks in Kathmandu. With developments like these
in the ICT hardware market, it is obvious that the demand for after-sales services like
72



repair and maintenance will only grow. A pioneer in the training of hardware
manpower was Data Systems International (DSI), a company established in 1982.
Since then, many more training companies have mushroomed in Nepal.

Besides being a market for hardware and services, Nepal continues to be a
manufacturer and exporter of ICT equipment. Sun Moon Computer Industry P. Ltd.
first started manufacturing computer cards in Nepal as a joint venture in the 1980s.
Today, Nepal companies like Laser Sun Manufacturing Company and Beltronix are
manufacturing and selling Uninterrupted Power Supplies and other electronic
equipment.

Software and Multimedia

The first software developed in Nepal was for the population census of 1971. Foreign
experts trained Nepalese in Auto Coder programming and developed software for the
IBM 1401.

The private sector’s foray into programming and software development started with
DSI. They developed software chiefly for export. In 1984, five Nepalese from DSI
went to California for nine months to develop software for the Vivid Software
Company. Later, in 1988, DSI got a contract from Little Computer Services to
develop software for the American Army.

The software industry in Nepal thus has had a brilliant start. Today there are
numerous companies developing software for a wide range of areas and uses:
accounting and inventory packages, graphics software, management systems and
recording systems, sophisticated banking software. The IT industry in Nepal has not
only been developing software for local companies and the HMG but also for many
foreign ventures in USA, Germany, Japan and others. Nepalese software companies
today have a capability to design a wide range of sophisticated products incorporating
advanced RDBMS systems like Oracle and other programming tools like VB and
C++ on various platforms such as Windows, Linux and Sun Solaris.

The software industry in Nepal may have picked up with the development of small
database programs for stand-alone systems. In the recent years, however, new heights
have been gained with the development of software that can collect data from far-
flung areas using wide area networks. The software industry has the ability to
incorporate the latest breakthroughs in ICT technology into their products.

Multimedia, though, was introduced in Nepal much later - in the second half of 1980s
and actual computer animation started only in 1989. It had a late start compared to
other computer-oriented fields but it lost no time in catching up, especially after the
introduction of Star TV, which played a huge role in generating multimedia
awareness.

The multimedia industry in Nepal has grown largely with the growth of the audio-
visual industry. Almost all of the celluloid films, videos and audio records produced
today in Nepal invariably make use of multimedia services for recording, editing,
composition, etc. With the advent of a competitive advertisement culture, various
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advertisement agencies are making maximum use of multimedia services. Cinematrix
Studio is arguably the most successful multimedia company today.

Another most widely used multimedia service is manufacture of presentation CDs.
Presentation CDs have become popular way to not only share information but also
market products and services. Multimedia companies like eMotion Pvt. Ltd. have a
capability to design and manufacture presentation CDs on a large scale.

Internet and Web services/ISPs

Like most other IT services, a government agency, Royal Nepal Academy for Science
and Technology (RONAST), first introduced the Internet in Nepal. RONAST is also
credited with first introducing email service in Nepal and Nepal Forum of
Environmental Journalists was one of the first to use this service.

Mercantile Office Systems first started offering email services commercially in June
1994. Later, they also started providing Internet services as well, with the opening of
their new branch called Mercantile Communications Pvt. Ltd. This was the only
Internet Service Provider in the country until World Link arrived on the scene.

The advent of web page designing more or less coincided with the introduction of
Internet facilities. <Yomari.com> was one of the first companies to design web pages
commercially. Today, there are numerous organizations as well as individuals
working in this field. One of the most popular web sites in Nepal is
<nepalnews.com>. Besides providing the latest news about Nepal, the site also has a
chat room, which has the highest number of users online at any time of the day.

Human Resource Development

The history of computer education in Nepal dates back to 1971 when foreign experts
trained Nepalese on the intricacies of programming an IBM 1401. MIPS first started
computer training for commercial purposes ten years later in 1981 when they began
to provide training on Apple I1.

The first institute to offer computer education in Nepal was Nagrajun Institute, which
initially offered courses in COBOL, BASIC and FORTRAN. In 1982, Data Systems
International also prepared computer-literate manpower of 75 persons. They were
among the first people in Nepal to get computer education. Data Documentation
Centre, Computer Information Systems and Innovative Computer Systems came into
the picture later.

Today there are more than a hundred computer institutes throughout the country.
There are several large and renowned institutes operating with numerous branches
throughout the country, along with the more frequent and conspicuous locally
operated institutes. Though the standard of education given by the small institutes is
doubtful, it is fair to say that they have played a large role in generating awareness
about the IT sector.

A prospective student can today choose from simple Windows packages, basic
hardware training, complex programming to more sophisticated network and database
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administration courses. Courses on most of the international certifications of
Microsoft, Java, Cisco etc, are also available.

While the ICT education sector, as a whole, can be taken as a success story; it is,
however, more difficult to pinpoint any particular companies and say how they are
successful. Many computer education companies are in the form of small and
medium enterprises, and can be categorized under domestic investment sector. This
has led to a proliferation of many institutes operating in limited floor space, but none
has been able to create an impact like NIIT and APTECH.

Some Nepali institutes have, however, carved a niche for themselves and are known
for their quality of education. This includes CSE (College of Software Engineering),
which is now a national brand in IT Education. CSE has also provided IT training to
participants from abroad. The Institute of Engineering (IOE) has made its mark in
Asia: it has consistently ranked in the top three among the institutes that send their
best and brightest students to the Asian Institute of Technology (AIT) in Thailand by
AlT.

IT education has received a tremendous boost through the UNDP's TOKTEN
program, and the cooperation training of the Japanese Government administered
through AOTS.

There are today some 50 colleges in the country providing IT related degrees. All the
four mainstream universities offer courses in IT. There are about 3000 students
currently enrolled in different streams of IT education. This, perhaps, is the biggest
success of all — making IT an integral part of Nepal’s education system.

Other Services (GIS/ Transcription/Translation/Data Conversion/Networking etc.)
GIS, another IT-related service, was first introduced in Nepal with the establishment
of the Nepal Remote Sensing Centre in 1973, which initially housed in the
Department of Forests with the assistance of USAID. A large number of government
related institutions use GIS today usually with the help of international aid and co-
operation agencies. Organizations like the Department of Forestry, Nepal Agricultural
Research Center (NARC), Institute of Forestry in Pokhara, Institute of Agriculture in
Rampur, ICIMOD and GTZ are actively involved in GIS.

Networking started in the early 1980s when NCC established a Novell network with
20 computers. Around the same time, DSI also had a Novell network with 10 to 12
computers and a UNIX network with 10 terminals. For many years institutions in
Nepal have primarily preferred Novell and many financial institutions and newspaper
publishers are using this system. With the Cisco certified courses being offered in
Kathmandu these days, the designing and maintenance of networking has a bright
future in Nepal.

Other services like transcription, mainly medical transcription, started in Nepal in

the mid 1990s. Today it is not only providing employment to hundreds of young
people but is also a major source of revenue for the IT sector

75



Success Profiles
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Beltronix is one of the leading engineering company in Nepal that deals with
electronic and computer. Beltronix is well equipped to provide service in
electronic and computer by its highly experience professionals, sophisticated
maintenance workshops and world-class brand products.

First Electronic power protection device manufacture: Beltronix pioneered
the manufacturing electronic power protection devices, setting the example that it
could be done. This led to the emergence of a whole new sub-sector in Nepal.
CEQ: Mr. Bijay Krishna Shrestha who now heads the company as Chief
Executive Officer envisioned Beltronix. With a Bachelors Degree in Electronics
(BE) and a Masters Degree in Business Administration from the United States,
he has had more that 30 years experience in the electronic and computer fields.
Now, he works Beltronix as a chief engineer as well and chairman for Nepal
electric Vehicle Company, Nepal Insurance, and Vice president of Bank of
Kathmandu. He was past president of the Computer Assositation of Nepal,
Member of RONAST, IT steering Committee, Ministry of Science of Technology.
Similarly, he was the Ex-Director of Bank of Kathmandu, Premier Insurance,
Bishal Bazar Co. Ltd etc.

Pure Engineering Company: Engineer owned, Beltronix has a reputation for
professional and dedicated attention to service technical products can be best
understood, sold and serviced by engineers. 90% of Beltronix staff has technical
knowledge in electronic and computer and Beltronix provide 6 months training in
electronic and computer technology to its new staffs.

Available wide array of products and Service: At Beltronix, available wide
array have electronic and computer products and service.

Services available:

Computer, Printer and Accessories

Security and Surveillance System

Power protection Devices

Office Automation devices

Medical and Analytical Equipment

Repair and Maintenance

Successfully Completed Multinational Huge Projects: Recently, Beltronix has
successfully completed installation of highly sophisticated CCTV System, P. A.
System, FIDS System, and etc at Tribhuvan International Airport in competition
with multinational company.

Three Branches: Successfully running three branches at Kathamndu valley.
Highly experienced: Beltronix at one time or other has had the privilege to serve
just about every international organization in Nepal, Banks, Major Hotels,
Leading Industrial and business houses, Ministries, UN offices and etc.

Contact Person:
Mr. Bijay Krishna Shrestha
CEO, Beltronix
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IEC

INTERNATIONAL ELECTRONICS CONCERN Puvt. Ltd

INTERNATIONAL ELECTRONICS CONCERN (IEC) Pvt. Ltd is a private
marketing organization engaged in the sales of leading modern electronics and
ICT equipments in the kingdom of Nepal. IEC has been continuously contributing
a lot in the field of bringing renowned brands of office automation equipments for
the past 11 years. IEC is helping to introduce modern breakthroughs in
electronics and ICT technology into Nepal and provide economical solutions
suitable for the local business and general customers.

IEC has already made a mark in Nepal's ever-growing market for ICT
equipments. IEC is the authorized distributor of Canon product for the kingdom of
Nepal and also the distributor of Anders+Kern, products for Nepal. IEC is a tie-up
with Canon Singapore and Anders+Kern, GMbH to bring state-of-art products in
office automation and business communications. IEC imports and markets a
wide range of equipments from digital copiers to colour printers, from personal
computers to presentation and communication equipments.

The latest and the most advanced in the Canon suite of products that IEC is
introducing into the Nepalese market are the Canon digital copiers. They
incorporate the latest features in photocopy as well as information and
communication technology. A digital copier, besides being a photocopy machine
is also a printer, scanner and facsimile all in one. Another added advantage that
a digital copier has is that it can be controlled online from anywhere in the world
via the Internet.

IEC’s edge is its specialized marketing operations and guaranteed after sales,
repair and maintenance support. The mainstay of IEC is to satisfy customer’s
demand by ensuring excellent equipment performance and after sales services
all the times. Besides providing the regular warranties on manufacturing defects,
our services also include “ON CALL INSPECTION” to clients. We also keenly
undertake Regular Preventive Maintenance after expiration of the warranty
period. Our success lies in the total satisfaction of our clients and to ensure this
satisfaction we guarantee the maintenance of all our equipments. We always
hold sufficient consumable items and spare parts to ensure full maintenance.

At present IEC has 40 full-time staff of which over 80 percent are trained in

various management and engineering disciplines.

Contact Information:
Birendra Bajracharya

Technical Director Mailing Address: GPO Box 12588

Harati Bhawan, Putalisadak Email: iec@wlink.com.np
Ramshahpath, Kahmandu Telephone: 977-1-421991, 422107,
411807

Nepal. Fax: 977-1-421909
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World Distribution Nepal Pvt. Ltd.

The True ICT Systems Integrator

World Distribution Nepal (WDN) was institutionalised to fulfill the growing
demand for Information and Communication Technology in Nepal. We are a
diversified, competitive, professional and service oriented organization to serve
and facilitate in field of computing and electronics. Dealing mainly with
computers, printers, networking and office automation equipment, we try to bring
the up-to-date international technology to Nepal.

With a view to bring the best products from around the world, we have continually
maintained strategic alliances with the most renowned companies in the ICT
field. We are one of the leaders in marketing computers ranging from notebooks
to servers, printers, LAN / WAN equipment, office automation equipment
including PABX/telephone systems, facsimile, photocopiers, UPS and
Generators.

The brand names that we associate ourselves with include top-notch names like
DELL, which provides cutting-edge great value solutions to over 80% of Fortune
500 companies, TOSHIBA, a world-leader in notebook computers, ALLIED
TELESYN, a highly successful producer of network building block products, Sun
Microsystems, a leading vendor of computer hardware and DURANET, a product
range that includes UTP, CAT, optic fibre cables and other network accessories.

To back up this supply of high quality ICT equipment, we have maintained well-
equipped labs with a team of trained and experienced hardware/network
engineers. Along with the warranties that we provide we also offer annual
maintenance contracts to ensure trouble free usage of our equipments.

The success of WDN lies in its high quality products and solid after-sales
support. We have been called upon to provide our services to various
organizations ranging from government offices, foreign projects, NGOs, banks,
hotels and private business houses. Our list of customers include such names as
USAID, Save the Children US, ICIMOD, Royal Nepal Army, Police Headquarters,
Nepal Arab Bank, UNDP, SITA etc.

Besides representing prominent hardware manufacturers from around the globe,
we are also a communication network and systems specialist and provide state-
of-the-art communication solution and network connectivity. We also have a
strong background on database and web application development and are the
pioneers in introducing innovative technology such as GIS into Nepal. We are
capable of providing a total ICT solution and thus are the True ICT Systems
Integrator.

Contact Information:

GPO Box 1129, Siddhi Bhawan Telephone: 977-1-263600, 246234
Kantipath, Kathmandu, Nepal Fax: 977-1-243726
Mail: info@ccnep.com.np Url: www.wdn.com.np
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Nepasoft Pvt. Ltd.

Nepasoft Pvt. Ltd. is a part of World Distribution Nepal (WDN) Group. This
software division of World Distribution Nepal was established with a view to
introduce into Nepal the global shift in software designing trend, from Traditional
Database Management System to Relational Database Management System.

The primary expertise of Nepasoft lies in the development of Relational Database
Management Systems. As sole alliance partner of ORACLE in Nepal, we are in a
position to provide the highest quality database software for our clients. We have
developed many solutions in ORACLE for domestic government organizations
and corporate clients. Our global market outreach has greatly extended through
joint collaborations with major global IT players such as Price Water Associates,
India, Komatsu Information Providing Ltd. (KIP), Japan, Citicorp Information
Technology (CITIL, CITIL Bank Group) etc. We have been designing and
maintaining a wide range of database based systems from hospital management
systems, inventory control systems, financial management systems, crime and
criminal information system to online medicine order systems.

One of our most successful products is the CARE Hospital Management System
(HMS) being used in various hospitals throughout Nepal. HMS is a total hospital
solution designed to cater to day-to-day operation with fully integrated OPD,
Appointments, Lab, In-Patients, Emergency, Inventory, Pharmacy, Payroll,
Accounting, and other modules. Open and Modular format of HMS allows clients
to mould the system to their needs. HMS is inherently capable of strong MIS
assisting for future research work providing valuable data collected over a period
of time.

Another large project that throws some light on our capability is the Royal Nepal
Army Inventory Control System. The system has various modules viz. Purchase,
Requisition etc. besides having all the general functions of normal inventory
systems. Furthermore, the system also keeps track of different unit holdings,
personal holdings etc. The system has the capability to maintain records of very
minute details such as the holdings of individual army personnel and can collect
information over a large network spread across different Ganas (Battalions &
Units). The very functioning of purchase and issue of different goods in the Royal
Nepal Army depend upon this system.

Nepasoft has also been successful in designing online software and has carved
out a separate Internet division for this purpose. We have undertaken several
successful projects under this division such as Submitta Web Directory, Germany
and Construction Equipment Manufacturer's Association Industrial Search,
Japan. Besides this, we have also maintained a GIS division and we also offer
our clients a complete range of GIS implementation services, including software
development, satellite imagery, systems integration, technical support and
consulting. All in all, working alongside other WDN Group companies, we strive
to be the True ICT Systems Integrator.

Contact Information:

Sarita Manandhar Mail:
info@ccnep.com.np

GPO Box 1129, Siddhi Bhawan Telephone: 977-1-
263600, 246234

Kantipath, Kathmandu, Nepal Fax: 977-1-243726
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Technology

The Home of Technopreneurs

Reinventing Success
Through
Transforming Ideas and Innovation
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Company Name: Alternative Technology

Contact Person: Jyoti Tandukar, CEO

Email: ceo@rugalaxy.com

h ¢

Mailing Address: GPO Box 5327, Kathmandu
i Telephene: 977-1-549687, 545015

Fax: 977-1-549679
URL: www.rugalaxy.com
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Cinematrix Studio Pvt. Ltd.

Cinematrix Studio started providing multimedia services such as 3D animation and non-
linear video editing from 1993. Since then we have been offering a wide range of other
services as well such as digital music recording, other post-production work for celluloid
films, videos, commercials etc for corporate as well as commercial markets.

The reason for our success today is the strong base that we strived to create when we
were first established. We started with primitive graphic I/O cards, slow processors and
primitive software. There was also very little awareness among the people about
multimedia services. We executed many awareness programs such as conducting
seminars and even created free 3D animation for customers with an optimistic view that
computer multimedia services were also necessary.

Today, the scenario has changed completely. Every commercial needs a 3D animation,
every television station needs a 3D logo and almost every other video program is edited
on a non-linear system. We are proud to claim that we are the pioneers and the present
leader in this field in Nepal.

Our strength is Technology. Starting merely with three IBM 386 computers, we now
have the latest multimedia machines and tools incorporated into our state-of-the art
laboratories and recording studio. We now boast of the “AVID Edit Suite” for high-end
post-production and finishing for video and film editing, which is one of the best
equipments in the world for such purposes. We are also the only audio recording studio in
Nepal equipped with Digidesign ProTool| 24 Mix Plus. ProTools is the Industry standard
Professional Digital Audio Production System specially designed for recording songs,
music, voice-overs, Foley effects, film dubbing and film mixing.

Our wide range of services allow our clients to produce and post-produce all materials for
a project under a single roof, whether it is editing programs, creating program graphics,
creating astounding commercials or simply conceiving designs for accompanying print or
multimedia material. We have every facility available for cutting edge broadcast and
commercial productions, film productions, 3D animation, tilting, sub-tilting, training and
promotional videos and commercials.

We at Cinematix Studio believe that it is necessary to not only meet the expectations and
requirements of our clients but to exceed them. Cinematrix........ where endless
possibilities begin.

Contact Information:
Karun Thapa

Executive Director

Media House, Tripureswor
Kathmandu, Nepal

Phone: 977-1-267950/951
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eMOTION (P) Ltd

Authoring World Class Interactive CD-ROMs in Nepal

eMOTION (P) Ltd is a leading multimedia development facility in Nepal with
internationally recognized skills in multimedia authoring.

A CD-ROM entitled "Mt. Everest & More..." developed by the company for Nepal
Tourism Board had won the prestigious PATA Gold Award for the year 2000.

The company has successfully authored more than 40 different CD-ROM titles,
the first being "Nepal, the Multimedia CD-ROM" launched in 1996 by then Prime
Minister Mr. Sher Bahadur Deuba.

eMOTION's services include all aspects of multimedia CD-ROM production,
including script development, storyboard creation, interface design,
programming, package design, beta testing and replication. Multimedia
applications include interactive brochures and catalogs, digital publications,
educational multimedia CD-ROMSs, corporate presentations; computer based
training, interactive catalogs and interactive KIOSKS (touch screens )

eMOTION's competent team includes IT professionals, Software developers,
web developers, multimedia developers, concept designers, art directors, 3d
animators, and graphic designers.

eMOTION's list of clients Consists of Whao's Who of Nepal & Abroad. These
include, but are not limited to: Nepal Tourism Board, UNDP,UNICEF UNFPA
WFP ADB, ADRA, Helvetas, Soaltee Crowne Plaza ,Yeti Travels, Manakamana
Cable Car, Casino Nepal ,United Paper Mills, Finland, Poetic Systems Japan,
WinBusiness, Japan, Evergate Germany

Major Experiences in Multimedia CD-ROM Development :

1. Nepal , the Multimedia CD-ROM version 1.0, 2.0 and 3.0
1996, Nepals first multimedia CD-ROM title, 3000 copies printed

2. Bangkok City Map CD-ROM (Japanese language)
1995, Developed for Poetic System Corporation of Japan

3. SimPaper ( The Paper Game ) CD-ROM
1997, Developed for UPM of Finland. UPM is ‘Fortune 500° company. 10,000
copies printed.

4. Enchanting Images of Nepal
1997, CD-ROM based Photo Album in Kodak Photo CD format
1000 copies printed.

5. Clear Image of Nepal ( Japanese Language)
1997, Developed for Poetic System Corporation of Japan.
1,000 copies printed.

6. Soaltee's Nepal CD-ROM Version 1.0 and Ver 2.0
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1998,2001 Developed for Soaltee Crowne Plaza Hotel.

7. Asian Development Bank CD-ROM
1999, Developed for ADB Nepal Mission.

8. Marcopolo Travels and Tours CD-ROM
1999, Developed for Shakya Holdings, Kathmandu

9. A View From Here
2001, Developed for FHI/AVSC

10. Putting People First
2001, Developed for UNDP ( PDDP), 500 copies printed.

11. Mt. Everest and More CD-ROM version 1.0, 2.0, 3.0
2000,2001, 2002 Developed for Nepal Tourism Board. 40,000 copies printed.
(Winner of the prestigious International PATA GOLD AWARD 2000)

12. Bikash Ko Goreto
2001, Developed for Ministry of Science and Technology Sikkim,

13. Manakamana Cable Car CD-ROM
2000, Developed for Mankamana darshan Pvt Ltd

14. Himalyan Mountain Bike CD-ROM
2001, Developed for HMB, Nepal

15. National Vitamin A Program In Nepal
2002, Developed for JSI, 1000 copies printed

16. ADRA NEPAL CD-ROM
2002, Developed for ADRA, Nepal, 1000 copies printed.

17. Dhulikhel Conservation Project
2002, Developed for DED/Dhulikhel Municipality

18. Environmental Heath Project ( EHP)
2002, Developed for EHP, Kalimati

19. Chadhary Group Corporate CD-ROM
2002, Developed for Chadhary Group, Nepal
Only master copy submited.

20. UNICEF Nepal CD-ROM
2002, Developed for UNICEF Nepal, 1000 copies printed.

The company is co-owned by Mr Khusbu Sarkar Shrestha and Mr. Raju Karki
and may be reached at 977-1-524545 or jncc@wlink.com.np
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Professional Computer System

Professional Computer System is widely reputed for its numerous off-the-shelf
software. Just to name one, the Professional Banking System is a complete
banking solution used in a total of 10 branches by Lumbini Bank and Nepal SBI Bank
LTD. However, given to PCS’ prominence in the turnkey project sector, one cannot
fail to commit to memory the pioneering Devnagari Sorting Solution (DSS)
technology, a PCS brainchild, which has contributed to the origination of the many
turnkey projects undertaken by PCS.

Devnagari is the official script of Nepal used predominantly for administrative use.
Professional Computer System (PCS) developed the unique Devnagari script data
processing technology that allows data sorting as well as data search for
Devnagari script. This technology has been (and can be) embedded in any
software or database that requires Devnagari script.

The research on DOS based Devnagari data processing started in mid 1987 and
marked the founding of PCS. This included designing the fonts, defining the ASCII
codes for the fonts and writing keyboard, display and printer drivers. These newly
written drivers replaced the existing drivers in BIOS of Personal Computers.
Programming was done with 8086 Assembly language and C programming language
and success was achieved in mid 1989 including word processing software and
sorting & searching algorithms. The DSS was developed at a time when Microsoft
hadn’t yet developed the Windows environment. The software professionals of
India had developed a Devnagari script system that was based on hardware and had
used plug-in card technology. The DSS is the only software technology of its kind
developed in Nepal. The technology was initially used in the DOS environment. Even
while Windows has been widely used in the later years, the Devnagari data
sorting and searching algorithm ’89 is still used by users in the Windows
environment.

The Integrated Voters’ Registration System of the Election Commission of Nepal
functions in the Devnagari script and uses the DSS. PCS designed, developed and
implemented the system in a LAN with client-server architecture with IBM RS
6000/AlX and DB2 RDBMS as Server; FoxPro for Windows as the client application
development tool and Visual Basic as front end. There are records of more than 14
Million voters at present (6 GB), which makes it the biggest database in Nepal. PCS
also designed, developed and implemented the Election Results processing and
dissemination system for the election of the House of Representatives. Nepal
Television and Space Time Network, the cable network in Nepal, broadcasted the
results obtained from the system -- live. Web pages were published in the websites
in USA and in Nepal.

The Judicial Information System — Nepal (JIS — Nepal), developed by PCS, is a
web-based application, which makes use of the DSS Technology. The user can
search for information in Devnagari script. JIS - Nepal system is also made available
on the CDROM, which can provide the needed information seamlessly as in the web
pages. The judicial information can be accessed at the Nepali web site. By using the
dynamic search, the user can search the information both in the database and the
files of judgments, gazettes, rules and statutes. The Professional Share
Management System and Professional Share Issue System developed by PCS
uses the DSS, and is the most widely used complete share (issue) management
solution in Nepal. There are more than 25 installations of PSMS/PSIMS including
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the largest public limited companies of Nepal. PCS envisages the scope of using the
DSS to support the VAT Accounting System that was designed and developed for
Nepal's Inland Revenue Department by PCS. The application is based in client-
server architecture on ORACLE 8i platform and uses Designer 2000 and Developer
2000. The system works from 21 Inland Revenue Offices spread all over the
country, from where the daily transactions are sent to the main computer centre
using Virtual Private Network (VPN) through Internet and dialup
communications, and are integrated with the national database on a daily basis.

PCS hopes that the DSS technology will be an inspiration for other IT players in the
region to use their skills and solutions for the benefit of the people at large -- in the
social sector to promote equality among citizens and in the commercial sector to
expedite the growth of regional/world economy.

CONTACT — Mr. Bipin Suwal, Managing Director, PCS
1337 Tanka Prasad Ghumti Marg, Hanumanchowk Anamnagar, Post Box 2868,
Kathmandu, Nepal
Ph: +977-1-244475,244626 Fax: +977-1-242518
Email: pcs@enet.com.np
ULR www.pcs.com.np
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Mercantile Group of Companies

Mercantile Office System, Mercantile Communications, Mercantile Traders,
Mercantile Software, and now Mercantile Solutions are all success stories in the
Nepali IT industry. Mercantile can be credited with the first mass introduction of
PCs, and a pioneer in e-mail and Internet industry in Nepal. Mercantile software's
Pumori Banking system is also a major success. Many banks and finance
companies in Nepal use this banking solution.

Mercantile Office System deals in computer hardware and accessories. They
are official distributor for IBM, Microsoft, Acer, Cisco, D-Link, Epson range of
computer products.

Mercantile Traders deal in office equipment and supplies and represent Mita
range of products in Nepal.

Mercantile software's flagship product is Pumori and the new Pumori Plus, which
are used in Nabin Bank, Nepal Bangladesh Bank, Himalayan Banks amongst
others.

Mercantile Communications is the pioneering e-mail and Internet service provider
in Nepal. It uses VSAT connectivity to Singapore making it one of the most
reliable provider in Nepal. The total bandwidth of Mercantile Communication is at
8 Mbps.

Mercantile Communications is also responsible for Nepalnews.com, the most
successful Internet web portal of Nepal. With about 8 million hits in a year and
news updated as it happens, this website is a biggest success story in Internet
web portal.

Mercantile Communications is also a partner in Serving Minds, the first call
center operations in Nepal. The call center provides services to companies both
in Nepal and abroad

Mercantile solutions is another innovative and a first for Nepal. Mercantile
Solutions has introduced Nepal's First branded PC — the Mercantile PC, into the
market. This PC, is being produced specifically for Mercantile Solutions in chip
fabs in South Korea.

Mercantile group directly employees about 250 staffs in all its operations.
Fur Further Information

Mr. Sanjib Raj Bhandari

CEO, Mercantile Communications
Durbar Marg, Kathmandu,Nepal
Tel. 220773

WWW.Mmos.com.np
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Yomari Incorporated
A Web solutions provider

About US

Yomari's mission is to provide targetted cutting edge technology to organizations
for whom easy access to or widespread dissemination of information is
important. Yomari, Inc. is a privately held company founded in 1997.

At Yomari, we are committed to understanding the unique technological needs of
our clients and providing them the best solutions. We have all it takes to
succeed: a team of experienced IT professionals with the character and
competence to do the job right.

Yomari's solutions to information technology focuses on four fronts: Internet and
e-Commerce site designing and hosting, Intranet development, custom
application development, and database management. Our expertise lies in
designing, developing and deploying high-end sophisticated information systems
that need to be accessed and analyzed for mission-critical decision making. See
the services section for more information. We also actively maintain our flagship
web site, the Nepal Home Page (http://www.nepalhomepage.com). When it was
started in early 1994, the Nepal Home Page was the first Nepal-related site on
the Web. Since Yomari took over the maintenance of the site in 1997, it has
continued to be improved and expanded and it remains the premier Web site on
information about Nepal. In any given week the site records more than 200,000
hits with more than 6000 distinct visitors from over 50 countries.

Clients

At Yomari, we do whatever it takes to make our customers successful. We
measure our success by measuring our customers' success. We are who our
customers are. Whether it's designing internet web sites that can deliver
international exposure, or building corporate intranet to make internal
management of information efficient, or build database applications that will help
access and analyze large databases, Yomari is a company like non other - and
we've got the customers to prove it.

Our valued customers represent some of the most recognized names in Nepal.
The list is like "who's who" of Nepali business. It was no easy task to build such
an impressive client network in just three years of operations. Yet we did it. It is
all about our commitment to deliver above and beyond our customer
expectations. Some of our renowned clients include

Staffs
Currently Yomari employs 20 staffs.

For More information

Mr. Deepesh Pradhan
Yomari Incorporated
G.P.O. Box: 21295
Kathmandu, Nepal

Tel: 977-1-528766, 543290
www.yomari.net
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Mandala Software

Mandala Software Pvt. Ltd. is one of the leaders in the areas of software development
and IT consulting. It is established to complement the information technology solutions
and business transformation methodologies. It has more than five years experience in
software development under client /server and component based environment. Within a
short span of time it has established itself as one of the leading vendors in the software
development field.

Our software development platform are based on Oracle and Microsoft SQL server at the
back— end and Developer/2000, Visual Basic, Delphi, C++ and Java at the front-end on
different operating systems such as Novell Netware, Windows NT and Unix.

We follow state-of-the-art desigh methodology that covers today’s component/web based
and GUI software development as in object oriented design methodologies. Older styles
of design methodologies, such as Structured Analysis/Structured Design (SA/SD), lack
features of client/server and GUI environment. We, thus, avoid to use these methods and
use truly object-oriented design methodologies.

Two of our trusted products - Management Information System for Industries and
Airlines - and many other turn-key software development projects have gained customer
satisfaction and have included major customers like Buddha Air, Lumbini Airlines, Gorkha
Airways, Sangrila Air, Skyline Airlines, NECON Air Limited, Mountain Air, Yeti Airlines,
Surya Tobacco, Janak Educational Material Center, Morrison Knudsen Inc., Nepal Police,
Nepal Electricity Authority, etc. in our customer database. Our increasing software
customer base has put us at the front line of this field.

Mandala Software Pvt. Ltd. has already started to focus on many new ventures in
software development field which include computer telephony, intranet development,
web-based data retrieval and e-commerce. It has already completed the most demanding
web based airline reservation system for the domestic airline operators of Nepal, which is
now at its implementation phase

Software Products

Since last five years Mandala Software Pvt. Ltd. has been involved in many software
projects in different platforms. Starting from a small record keeping system for
Department of Land Reforms to enterprise level management information systems, our
company has delivered quality software unmatched in local market. During last five years
period some of the important projects completed. The major projects completed are:

AMIS (Airlines Management and Information System) for 8 (Eight) domestic Airlines
PMIS Personnel Management and Information System) for Nepal Police and Morrison
Knudsen International Inc.

BCS (Budget Control System) for Family Health International (FHI) and 5 (Five) project
implementing agencies.

LM (Loan Management) for Surya Tobacco.

MIS (Management Information System) for Nepal Electricity Authority (NEA).

Online Web Reservation for Domestic Airline Operators.

And many more small scale projects.

For Further Details

Mr. Biplav Man Singh

Director, Mandala Software Pvt. Ltd.
Kathmandu, Plaza, Kathmandu

Tel. 241550
www.coremag.net/mandala
biplav@acas.wlink.com.np
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Annex-1 The Short Description by Part and Act on the ‘Draft Information

Part 1

Part 2

Part 3

Part 4

Part 5

Part 6

Part 7

Part 8

Part 9

Technology Bill 2000’ (Electronic Transaction & Digital Signature Act

2057)
Preliminary
1 Short Title, Extent and Commencement
2 Definition
3 Non-enforcement & Non-application
4 Variation by Agreement
Digital Signature
5 Evidence of Electronic Record
Legal Recognition of Electronic Record & Digital Signature
6 Legal Recognition of Electronic Record
7 Legal Recognition of Digital Signature
8 Secure Electronic Record
9 Admissibility and Evidentiary weight of Electronic Record

Transmission, Receiving and Acknowledgement of Electronic Record
10 Originator of Electronic Record

11 Procedure of Receipt and Acknowledgement

12 Time & Place of Dispatch and Receipt

Secure Electronic Records and Digital Signatures

13 Secure Electronic Records

14 Secure Digital Signatures

Provision for Controller & Certification Authorities
15 Appointment of Controller & Staffing

16 Duties, Responsibilities and Authorities of Controller
17 Issuance of License

18 Qualification of Certifying Authority

19 Application Procedure for License

20 Procedure to Issue Certificate

21 Renewal of Certificate

22 Suspension of Certificate

23 Cancellation of Certificate

24 Notice for Suspension or Cancellation

25 Recognition of Foreign Certification Authorities
26 Directives for Compliance

27 Delegation of Authority by Controller

28 Power to Investigate

29 Auditing of Working Procedure of Certifying Authorities
30 Access to Computer and Database

31 Working as Archaeologist

Provisions Relating to License

32 Issuing of Certificates by Certification Authority

33 Application for obtaining Certificate

34 Suspension of Certificates

35 Cancellation of Certificates

36 Notice for Suspension or Cancellation

37 Other Duties of Certification Authority

Duties, Responsibilities and Authorities of Subscribers

38 Generating Key Pair

39 Acceptance of Certificate

40 Control of Private Key

41 Deposit Private Key with Controller

Government use of Electronic Records and Digital Signatures

90



42 Issue of Documents in Electronic Form
43 Acceptance of Electronic Filing
44 Digital Signatures in Government Offices

Part 10 Electronic Payment in Domestic and International Trade

45 Payment in Nepali Currency through Electronic Form
46 Payment in Foreign Currency through Electronic Form
47 Issue Permission Prior to Transact in Foreign Currency

48 Applicability
Part 11Provision Relating to Network Service Provider
49 Liability of Network Service Provider
50 Non-liability of Network Service Provider
Part 12Study and Research Institution
51 Establishment of Study & Research Organization
52 Reporting on Study & Research
53 Duties, Responsibilities, Authorities & Service Condition of Members
Part 13Science & Technology Appellate Court
54 Establishment of Appellate Court
55 Constituent
56 Qualification of Member of Appellate Court
57 Tenure, Remuneration and Service Proviso of Member
58 Vacancy and Appointment
59 Staffing
60 Working Procedure of Appellate Court
Part 14Provision of Fine & Penalty
61 Obligation of Confidentiality
62 False Statement/Notice
63 Submission of False License or Certificate
64 Non-submission of Required Document/Information
65 lllegal Motive
66 Computer Crime
67 Assisting Offender
68 Penalty for Committing Offence Residing Outside Nepal
69 Forfeiture
70 Offence by Body corporate
71 Other Penalty
72 Prosecution
73 Investigation of Offences
74 Petition Filing

Part 15General
75 Code of Conduct
76 Directives by H. M. G. of Nepal
77 Right to Frame Rules
78 Right to Frame Directives
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Annex-2

List of Documents ( Acts, Requlations, Policies) reviewed

The following documents were reviewed up to the latest amendments in line with the
project mission.

i)

ii)
iii)
iv)
v)
Vi)
vii)
viii)
iX)
X)
Xi)
Xii)
Xiii)
Xiv)
XV)
XVi)
Xvii)
XViii)
Xix)
XX)

Information Technology Policy 2000 (2057)
Electronic Transaction & Digital Signature Bill (draft) 2000 (2057)
National Communication Policy 1992 (2049)
Telecommunication Act 1997 (2053)
Telecommunication Regulation 1997 (2054)
Foreign Exchange Act 1962 (2019)

Foreign Exchange Rules 1963 (2020)
Nepal Rastra Bank Act 1955 (2012)
Commercial Banking Act 1974 (2031)
Export & Import Act 1957 (2013)

Custom Act 1962 (2019)

Custom Rules 1970 (2027)

Negotiable Instrument Act 1977 (2034)
Evidence Act 1974 (2031)

Copy Right Act 1965 (2022)

Copy Right Act 2059

Copy Right Regulation 1989 (2046)

Income Tax Act

Government Cases Act 2049

Muluki Ain (National Penal Code)

92



Annex-3 List of Personality with whom one-to-one interaction was carried out

1. Atma Ram Ghimire, Executive Director, NITC, MOST

2. Sudarshan Raj Poudel, Executive Director, IT Dept, NR Bank

3. Surya Prasead Bhandari, Under Secretary, Culture & Copy Right Section, Ministry of
Culture, tourism & Civil Aviation

4. Dr. Minendra Rijal Member, National Planning Commission

5. Anup Nepal, Technical Officer, Ministry of Information & Communication

6. Mahesh Man Shrestha, Secretary, Ministry of Science & Technology

7. Purna Bhadra Adiga, Joint Secretary, Ministry of Science & Technology

8. Bharat Bahadur Thapa, Joint Director, Trade Promotion Centre

9. Satish K. Kharel, Advicate, Samman Legal Service

10. Dr. Yuvaraj Khatibada, Executive Director, Nepal Rastra Bank

11. Dr. Givinda Bahadur Thapa, Director, Research Department, Nepal Rastra Bank

12. Prahlad Pokharel, Under Secretary, Ministry of Information & Communication

13. Bhoop R. Pandey, Chairman, Nepal Telecommunication Authority

14. Narendra Bhattarai, MD, Nepal Bangladesh Bank

15. Laxmi Manandhar, Deputy general Manager, Rastriya Banijya Bank

16. Bhushan Shah, Dy GTZ Team Leader, PSPP

17. Srish Prasad Sen, Advisor, Nepal telecommunication Authority

18. Ambar Sthapit, Asst. Manager, Nepal Telecommunication Authority

19. Rajesh Kazi Shrestha, President, Nepal Chamber of Commerce

20. Krishna Bahadur Manandhar, Chief Foreign Exchange Divi. Nepal Rastra Bank

21. Sugandha D. Tuladhar,Economic Consultant, CFG, Ministry of Finance

22. Bhanu Prasad Acharya, Secretary, Ministry of Industry, Commerce & Supply

23. Narayan Prasad Silwal, Joint secretary, Ministry of Finance

24. Prabin Chettri, IT Manager, Standard Chartered Bank

25. Dilip Khanal, Executive Secretary, Handicraft Association of Nepal

26. Prachanda Shrestha, Joint Secretary, Ministry of Industry, Commerce & Supply

27. Dinesh Gupta, Joint Director, Trade Promotion Centre

28. Dr. Binod Hari Joshi, Director Research & Information Division, FNCCI

29. Mr. Shree Harsh Koirala, CEO, Megasys Pvt. Ltd.

30. Mr. Pradeep Rimal, IT Expert

31. Mahendra Kumar Nepal, Secretary, Ministry of Health

32. Ashish Kapoor, Information Technology Group (P) Ltd.

33. Pradeep Raj Pandey, CEO, Nepal Tourism Board

34. Ramesh Nath Joshi, Executive Director, Janak Education Material Centre

35. Dr. Tirtha Prasad Mishra, Executive Director, CENAS, Tribhuvan University

36. Mr. Sanjiv Rajbhandari, CEO, Mercantile Communications,

37. Mr. Ganesh raj Sharma, Senior Advocate

38. Mr. Ashish Kapor, CEO, New Horizons, Lalitpur.

39. Mr. Krishna B. Shah, CEO, Everest Net Pvt. Ltd.,

40. Mr. Rupesh Bhakta Shrestha, General Manager, INFOCOM,

41. Mr. Vinaya Bohara, CEO , ViaNet, Lalitpur.

42. Mr. Lochan Lal Amatya,

43. Mr. Dilip Aggrawal, MD, Worldlink, Lalitpur.

44. Mr. Mukund dahal, Advocate

45. Mr. Amrit Tuladhar, Director, Munchahouse.com

46. Mr. Rajesh Upadhaya, IT Manager, NABIL Bank.
47. Mr. Prem Shrestha, thamel.com
48. Mr. Rajan Panta, Webpark.com.

49. Mr. Surendra Bhandari, Kumari Bank,
50. Mr. Bijendra Suwal, IT Manager, Nepal Investment Bank,
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Annex-4 List of Organizations Visited & Advocated

CoNoR~®ONE

Ministry of Science & Technology

Ministry of Information & Communication
Ministry of Industry, Commerce & Supplies
Ministry of Culture, Tourism & Civil Aviation
Ministry of Finance

National Planning Commission

National Information Technology Centre
Nepal Telecommunication Corporation
Nepal Telecommunication Authority

. Trade Promotion Centre

. Nepal Rastra Bank

. Standard Chartered Bank Limited
. Nabil Bank Limited

. Kumari Bank Limited

. Handicraft Association of Nepal

. Mercantile Office Systems Limited
. Via Net Private Limited

. Information Technology Group (P) Limited
. Munchahouse.com

. Thamel.com

. Webpark.com

. Handicraft.com

. Nepalshop.com

. Information technology Group Ltd.
. Nepal Chamber of Commerce

. Private Sector Promotion Project

. Federation of Chamber of Commerce & Industry
. Nepal Tourism Board

. Hotel association of Nepal

. Computer Association of Nepal

. ISP Association of Nepal
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Annex-5 List of Group Interaction and Participants’ name

1. Group Interaction under Computer Association of Nepal.

Theme: Draft IT Bill & Its Impact on E-commerce, Intellectual Property Rights
(IPR), Voice-over Internet Protocol (VOIP) and Development of IT

Date: Bhadra 13, 2059 (29th August 2002)

Venue: CAN secretariat, Putalisadak, Kathmandu

Chairperson: Lochan Lal Amatya, President, CAN

Participants Organization

Timila Yami Thapa Designco Nepal

Muni Shakya High Tech Poineer Ltd
Dhruba Raj Poudel Easy Link Ltd

M. B. Roka View Nepal Ltd

Pawan Tuladhar CAN Exe.Com member
Rajan Pant Web park Nepal
Mahendra Shrestha Mandala

Sanijib Raj Bhandari Mercantile Office Systems
Bhim Dhoj Shrestha CAN Exe.Com member
CN Upadhaya CAN Exe.Com member
Rabi Shrestha CAN Exe.Com member
Deepesh Pradhan Yoamari

Binod B. Rajbhandari CAN Exe.Com member



2. Group Interaction under Nepal Chamber of Commerce
Theme: Group Interaction Program on Draft IT Bill & Its Impact on E-commerce,
Intellectual Property Rights (IPR), Voice-over Internet Protocol (VOIP) &
Development of Information Technology
Date: Bhadra 30, 2059 (15" Sep 2002)
Venue: Nepal Chamber of Commerce Meeting Hall, Kantipath, Kathmandu
Chairperson:Rajesh Kazi Shrestha, Chairman, NCC

Participants
Rajesh Kaji Shrestha

A.G. Serpa

Chandralal Joshi
Dipendra Shakya
Goverdan D.C.
Chandra Prakash Bhatta
Gyanendra Bd.Tuladhar
Mandika Singh

Miridul Vaidya

Anup K. Shrestha
Puskar Bista

T. M. Dahal

Raj Ratna Tuladhar
Deepak Bd. Shrestha
M. B. Shrestha

Suresh K. Basnet
Jagdish Prasad Khetan
Madan Mittal

OM Prakash Pudashaini
Gajandra Budathoki
Ramchandra Bhatta
Paddham Neupane
Dipak Shakya

Kedar Bhattarai
Sudershan Bhattarai

Organization
NCC

Galaincha industry
NPESC

Handicraft Industry
Rastriya Anusandhan Bibhaga
Rastriya Anusandhan Bibhaga
NCC

NCC

NCC

NCC

NCC

RONAST

NCC

NCC

NCC

NCC

NCC

Nepal Foreign Trade
NCC

Nepal Samacharparta
Nepal Samacharparta
Radio Nepal

Space Time
Gorkhapatra

Metro FM
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3. Group Interaction under the Ministry of Science and Technology
Theme: Interaction Program on IT Policy, Electronic Transaction & Digital
Signature Bill and Issues On E-commerce, Intellectual Property Rights
(IPR), & Voice-over Internet Protocol (VOIP)

Date: Aswin 10, 2059 (26" Sep. 2002)
Venue: Ministry of Science & Technology Meeting Hall, Singh Durbar,
Kathmandu

Chairperson:Bhakta Bahadur Balayar, Honorable State Minister, MOST

Participants
Bhakta Bahadur Balayar

Mahesh Man Shrestha
Purna Bhadra Adiga
Surendra Goyal
Kehsavr Bahadur Baniya
Madav Raj Pokharel
Hiralal Bishowakarma
Suresh Jha

Joi Charna Kastee
Minoda Magar
JaganNath Shrestha
Atma Ram Ghimire
Dayaram Bd. Shrestha
Monohar K. Bhattarai
Surendra Pd.Thike
Vigyan J. Rana
Bhikram J. Pradhan
Bimal P Nepali

Organization
Honorable State Minister, MOST

Secretary, MOST

Joint Secretary, MOST

Trade Promotion Center

Ministry of Industry, Commerce & Supply
Finance Ministry

Rastriya Samachar Samiti

Rastriya Samachar Samitee
Dept.of Archeology

Nepal Telecommunication Authority
Institute of Engineering

NITC

MOST

MOST

Nepal Telecom Corporation

Nepal Telecom Corporation

Nepal Tourism Board

MOST
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Annex-6 2" International Conference of Information Technology, Communications
and Development (ITCD), 2003, organized by Computer Association of
Nepal (CAN) in co-operation with ITPF, as the required workshop for
public hearing of the results of the project.

Dates: 1-3 December, 2003
Venue: Hotel Yak and Yeti, Durbar Marg, Kathmandu

The Conference was inaugurated by Honorable Minister of Science and Technology
Dr. Upendra Devkota. The opening keynote on “ICTs and Development” was
delivered by Dr. Roger Harris, Prof. at the City University of Hongkong.

The different workshops to be organized for the project were undertaken under the
following schedule
Day 2 : Panel Session on IT Success Stories

The session was chaired by Mr. Bijay K. Shrestha. Success stories from
the Pan Asia Networking Project in the Asia Pacific, Metrocomia in Africa
and Oneworld project in India were also shared in the session. The
audience feedback was positive, and the need to incorporate more
success stories, and to document the reasons for failures were also
pointed out.

Day 3 : Panel Debate on Intellectual Property Rights
The panel consisted of Mr. Sanjib Raj Bhandari, Mr. Satish Kharel and
Mr. Nick Langton. The panel discussed IPR issues in the context of
information technology and how it can effect the development of the
industry in Nepal. The debate was followed with a lively debate.

Session on E-commerce

The session on e-commerce was chaired by Mr. Shahsi Bhattarai. Total
of three papers on e-commerce in the Asia Pacific region were presented.
The common issues raised were security and payment gateways

Session on VOIP

This session was chaired by Mr. Bhoop Raj Pandey, Chairman of Nepal
Telecommunications Authority (NTA). A lively discussion on VOIP as a
technology and VOIP service as an lincensing issue followed the paper
presentation. Comments by Mr. Gajendra S. Bohra, ex-GM of Nepal
Telecommunications Corporatation pointed towards the need to introduce
competition in telecommunications service.

The question raised and feedback from the workshops have been incorporated in the
study where applicable. The suggestions and recommendations from the workshop is
also include in the main conference report.
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Reference

=

abrown

No

10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.

21.

The United Nations Commission on International Trade Law (UNCITRAL) on
Electronic Commerce (1996)

Information Technology Action Plan I, 11, 11, Government of India

Electronic Commerce Act 1998, Government of India

Netherlands ICT Infrastructure

Creating Enforceable Electronic Transactions by Thomas J. Smedinghoff, Baker
& McKenzie

Singapore Electronic Transaction Act

A Position on Digital Signature Laws and Notarization — A Position Statement
from the National Notary Association, Nonprofit Educational Organization, USA
Telecom Regulatory Authority of India (www.trai.gov.in) Documentations.
White Paper on Datacraft VolP Solutions (www.datacraft-asia.com)

Internet Development and Voice Telephony Market in Thailand

IP Telephony in Republic of Korea

IP Telephony in Peoples Republic of China

The Computer Science Development law of Myanmar

Small and Medium Enterprise Development in Nepal, National Conference
Proceeding May 25-26 2001, published by Centre for Development &
Governance

UN Manual on computer crimes

New International Treaty on Cyber Crime, Published: Oct. 11, 2000
Convention on Cybercrime, 23.X1.2001

ITU International Report 2001: IP telephony

Beijing University of Post and Telecommunication

Nepa Vikash Ko Lagi Suchana Pravidhi, National Planning Commission
Secretariate

Kathmandu University, School Of Management Publication
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