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ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
ljB'tLo sf/f]jf/ cWofb]z @)^) sf] bkmf &* n] k|bfg u/]sf] clwsf/sf] k|of]u u/L of] lgodfjnL agfO{ nfu' ul/Psf] 5 .
kl/R5]b !
k|f/lDes
!=! of] lgodfjnLsf] gfd "ljB'tLo sf/f]jf/ - k|df0fLs/0f _ lgodfjnL @)^)" /xg]5 .
!=@ of] lgodfjnL t'?Gt k|f/De x'g]5 .
@= kl/efiff M
s= " cWofb]z " eGgfn] ljB'tLo sf/f]jf/ cWofb]z @)^) ;Demg' k5{ .
v= "Ohfht" eGgfn] k|df0fLs/0f ug]{ lgsfon] k|df0fLs/0f ug{ kfPsf] OhfhtnfO{ hgfpg]5 .
3= " k/LIfs" eGgfn] cWofb]zsf] bkmf @&-@_ adf]lhdsf] sfo{;Dkfbg k/LIfsnfO{ hgfpg]5 .
ª " u|fxs " eGgfn] l8lh6n x:tfIf/ k|df0fkq k|fKt ug{ rfxg] u|fxsnfO{ ;Demg' kg]{5 .

kl/R5]b @
l8lh6n x:tfIf/ ;DalGw Joj:yf
#= l8lh6n x:tfIf/sf] l;h{gf M (Creation of Digital Signature)
s'g} ljB'tLo clen]v jf ljB'tLo :j?kdf /x]sf] s'g} ;"rgfnfO{ l8lh6n x:tfIf/ u/L k|dfl0ft ug'{kbf{ x:tfIf/ ug]{n] k|ydtM
cfˆ"n] k|of]u u/]sf] ;ˆ6j]o/sf] dfWodaf6 Xof; km+S;g (Hash Function) k|of]u u/L Xof; l/hN6 l;h{gf ug'{kg]{5, h'g Xof;
l/hN6nfO{ x:tfIf/sf/Lsf] ;km6j]o/sf] dfWodaf6 lghsf] lghL ;f+Frf]] k|of]u u/L l8lh6n x:tfIf/sf] l;h{gf ug'{kg]{5 / o:tf]
l8lh6n x:tfIf/ s'g} ljB'tLo clen]v jf ;"rgfdf ;+nUg u/L clelnlvt u/L/fVg jf k|]lift ug{ ;lsg]5 .
$= l8lh6n x:tfIf/sf] ;+k'li6 M (Verification of Digital Signature)
l8lh6n x:tfIf/ ul/Psf] s'g} ljB'tLo clen]v jf ;"rgfdf ePsf] l8lh6n x:tfIf/ pTklQstf{ elgPsf] JolQmsf] g} xf] jf xf]Og
eGg] s'/fsf] ;+k'li6sf] nflu pQm ljB'tLo clen]v jf ;"rgfnfO{ ;fj{hlgs ;fFrf]sf] k|of]u u/L Xof; km+S;gsf] dfWodaf6 gofF
l8lh6n x:tfIf/ l;h{gf u/L ;+k'li6 ubf{ lgDglnlvt lgisif{ cfPdf l8lh6n x:tfIf/ ;2] dflgg]5 M
s= olb l8lh6n x:tfIf/ ;fj{hlgs ;fFrf]]sf] hf]8L lghL ;f+Frf]]sf] dfWodaf6 l;h{gf ul/Psf] xf],
v= olb ;fj{hlgs ;fFrf]sf] dfWodaf6 l;h{gf ul/Psf] Xof; l/hN6 d"n Xof; l/hN6;Fu x'ax' ldN5 h'g ljB'tLo clen]v
l8lh6n x:tfIf/ ug{ k|of]u ul/Psf] lyof] /
u= olb ;+k'li6 ug]{ ;ˆ6j]o/n] lgDglnlvt cj:yf 7x/fO{ l8lh6n x:tfIf/sf] ;+k'li6 u5{,
!= l8lh6n x:tfIf/ ug]{sf] ;fj{hlgs ;fFrf];Fu t'ngf u/L l;h{gf u/]sf] l8lh6n x:tfIf/;Fu d]n vfPsf] x'gfn] pQm x:tfIf/
pTklQstf{sf] g} xf] /
@= ;+kl'i6stf{af6 lgsflnPsf] Xof; l/hN6 / ljB'tLo clen]vdf ;+nUg /x]sf] l8lh6n x:tIf/af6 lgsflnPsf] Xof; l/hN6
;dfg ePsf] x'gfn] clen]vdf s'g} km]/abn ul/Psf] 5}g,
%= :t/x? M (Standards)
%=! k|df0fLs/0f ug]{ lgsfon] k|of]u ug]{ ;"rgf k|ljlw ;DalGw u'0f:t/ j:t'ut / cGt/{fli6|\o dfkb08 cg'?ksf] x'g'kg]{5 . o:tf
lgsfon] ug]{ lgDglnlvt sfo{x?sf] ;DaGwdf Go"gtd :t/ cg';"rL ! df pNn]v ul/P adf]lhd jf ;f] ;/x x'g'kg]{5
%=@ lgoGqsn] ;do;dodf :t/x? lgwf{/0f u/L ;fj{hlgs ;"rgf /fi6|\Lo:t/sf] b}lgs klqsfdf k|sfzLt ug'{ kg{]5 .
%=# lgoGqsn] ;do;dodf lgwf{/0f ul/lbPsf] / Ohfhtkqdf pNn]v ul/Psf cGo u'0f:t/x?sf] kfngf k|df0fLs/0f ug]{ lgsfon]
ug'{kg]{5 .
%=$ l8lh6n x:tfIf/ k|df0fkqsf] u'0f:t/ M (Standard of Digital Signature Certificate)
;a} k|df0fLs/0f ug]{ lgsfox?n] hf/L u/]sf] l8lh6n x:tfIf/ k|df0fkqx?df lgod %=! df pNn]v ul/Psf] u'0f:t/sf] ;fy}
Go"gtd ?kdf lgDglnlvt ljj/0fx? ;d]t ;dfj]z ul/Psf] x'g'k5{ M
s= qmd;+Vof,
v= l8lh6n x:tfIf/ k|df0fkqsf] lsl;d (Version of the Digital certificate)
u= x:tfIf/ cNuf]l/bd kl/rfos (Signature Algorithm Identifier),
3= k|df0fLs/0f ug]{ lgsfosf] gfd,
ª= l8lh6n x:tfIf/sf] dfGotf sfod /xg] cjlw,
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r= u|fxssf] gfd /
5= u|fxssf] ;fj{hlgs ;fFrf]sf] ljj/0f
^= s'g} clen]v ;Ssn k]z ug'{kg]{ cfjZostf ljB'tLo clen]vn] k"/f ug]{ M (Original Document)
lgod $ adf]lhd d"n :j?kdf kl/jt{g ul/Psf] 5}g egL ;Dk'li6 ul/Psf] clen]vnfO{ ljB'tLo :j?kdf l;h{gf ul/Pb]lv ;f]
clen]vdf s'g} klg lsl;daf6 kl/jt{g ul/Psf] 5}g egL ljZjf; ug{ ;lsg] clen]vsf] ?kdf dflgg]5 .
&= ;'/If0f sfo{ljlw M (Security Procedure)
lgod # df pNn]v ul/Psf] k|lqmof adf]lhd l8lh6n x:tfIf/ ;+nUg ul/Psf] / lgod $ adf]lhdsf] k/LIf0f / ;Dk'li6af6 x]/km]/
ul/Psf] 5}g eGg] s'/fsf] osLg ePsf] ljB'tLo clen]vnfO{ ;'/lIft ljB'tLo clen]v dflgg]5 .
*= ;'/lIft l8lh6n x:tfIf/ M (Secured Digital Signature)
lgod # adf]lhd l;h{gf u/LPsf] / lgod $ adf]lhd k/LIf0f ;Dk'li6 ubf{ ;2] k|dfl0ft ePsf] l8lh6n x:tfIf/nfO{ ;'/lIft
l8lh6n x:tfIf/ dflgg] 5 / To:tf] ljB'tLo x:tfIf/jfnf JolQm g} ;+nUg /x]sf] clen]v jf ;"rgfsf] pTklQstf{ dflgg]5 .
(= ljB'tLo clen]vsf] k|flKtsf] e/kfO{ M (Acknowledgement Receipt of Electronic Record)
pTklQstf{n] s'g} ljB'tLo clen]vsf] ;DaGwdf To:tf] ljB'tLo clen]v k|fKt ePsf] ;"rgf jf e/kfO{ k|fksaf6 k|fKt u/]kl5
dfq lghsf] xsdf To:tf] ljB'tLo clen]v aGwgsf/L x'g] egL pNn]v gu/]sf] cj:yfdf To:tf] ljB'tLo clen]v k|flKtsf] ;"rgf
jf e/kfO{sf] ;DaGwdf pTklQstf{ / k|fkslar s'g} ;do lgwf{/0f jf d~h'/L gePsf] eP To:tf] ljB'tLo clen]v k|fKt u/]sf]
ldltn] tLg lbgleq pTklQstf{n] k|fksaf6 To:tf] ljB'tLo clen]v k|fKt ePsf] ;"rgf jf e/kfO{ k|fKt ul/;s]sf] x'g'k5{ . o;/L
k|fksaf6 ljB'tLo clen]v k|fKt ePsf] ;"rgf jf e/kfO{ k|fKt gePdf To:tf] ljB'tLo clen]v pTklQstf{n] k7fPsf] dflgg] 5}g
.
t/ o; Joj:yfn] tLg lbgsf] cjlw ;dfKt eO ;s]kl5 klg pTklQstf{ / k|fks b'a}sf] ;xdltaf6 s'g} ljB'tLo clen]v cfbfg
k|bfg ePsf]nfO{ dfGotf lbOPsf] cj:yfdf To:tf] clen]vsf] j}wflgstfnfO{ s'g} k|lts"n c;/ kg]{ 5}g .
!)= ljB'tLo clen]vsf] k|flKtsf] ;dolgwf{/0f M (Date & Time of Receipt)
pTklQstf{ / k|fkssf ljrdf cGoyf ;Demf}tf ePsf] cj:yfdf afx]s s'g} ljB'tLo clen]vsf] k|flKtsf] ;do b]xfo adf]lhd
dflgg]5 M
!)=! k|fkssf] cfˆg} xs jf ;+rfngdf /x]sf] s'g} sDKo'6/k|0ffnL /x]sf] / ;f] k|0ffnLsf] 7]ufgfdf k|]lift ul/Psf] clen]vsf] xsdf
To:tf] k|0ffnLdf To:tf] clen]v k|fKt ePsf] ;do ,
!)=@ cGo cj:yfdf k|fksn] ;DalGwt sDKo'6/ k|0ffnLaf6 To:tf] ;"rgf k|fKt u/]sf] ;do .

kl/R5]b #
k|df0fLs/0f ug]{ lgsfo
!!= k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq M (Licensing of Certifying Authority)
!!=! k|df0fLs/0f ug]{ lgsfosf] ?kdf Ohfht k|fKt ug{ rfxg] kmd{ jf sDkgLn] cg';"rL @ df pNn]v ul/Psf] 9fFrfdf lgj]bg
lgoGqs;dIf lbg'kg]{5 .
!!=@ pklgod !!=! adf]hLd lgj]bg k|fKt ePkl5 lgoGqsn] cfjZos 5fgljg u/L ;Gt'i6 ePdf lgj]bsaf6 Ohfhtkq z'Ns
jfkt ?= @%,))). kRrL; xhf/ ?kofF lnO cg';"rL ( df pNn]v u/LP adf]hLdsf] 9fFrfdf Ohfhtkq hf/L ug{]5 .
!!=# k|df0fLs/0f ug]{ lgsfosf] ?kdf Ohfht k|fKt ug{ rfxg] kmd{ jf sDkgLn] cWofb]zsf] bkmf !^ sf] pkbkmf @ df pNn]v
ul/Psf sfuhftx?sf cltl/Qm lgDglnlvt sfuhx? lgj]bgsf ;fy k]z ug'{ kg]{5 M
s= cfˆ'n] k|of]u ug{ rfx]sf] k|df0fLs/0f ug]{ k|lqmofsf] ljj/0f,
v= cfˆgf] btf{sf] k|df0fkq,
u= cfˆgf] r'Qmfk'FhL / h]yf k|dfl0ft ug{ cfjZos cGo lnvt k|df0fx?,
3= lgoGqsn] tf]s]sf] 9fFrfdf Ohfht kfPsf] cj:yfdf To:tf] Ohfht kfPsf] ldltn] ^ dlxgfleq k|df0fLs/0fsf] sfd ;'?
u/L ;Sg]5' eGg] s'/fsf] k|Tofe"ltsf] ?kdf g]kfn clw/fHoleqsf] s'g} jfl0fHo a}+sn] hf/L u/]sf] ?= @%,)),))).))
klRr; nfv ?k}of a/fa/sf] sDtLdf 5 dlxgf cjlw;Dd Dofb /x]sf] k/km/d]G; a}+s Uof/]06Lsf] k|lt /
ª lgoGqsn] dfu u/]sf cGo ljj/0fx?,
!!=$ k|df0fLs/0f ug]{ lgsfosf] ?kdf sfd ug{ rfxg] kmd{ jf sDkgLsf] lgDglnlvt of]Uotf k'u]sf] x'g'k5{ M
s= ;f] sf] ;fem]bf/ jf z]o/jfnfsf] ?kdf sDtLdf @) k|ltzt :jfldTj g]kfnL gful/s jf g]kfnL sDkgLsf] /x]sf] , t/
lgoGqsn] pko'Qm 7fg]sf] cj:yfdf sfo{;+rfng ePsf] ldltn] Ps jif{ leq cfjZos k|fljlws hgzlQm ;d]t g]kfnL g}
pTkfbg u/L ztk|ltzt sfdbf/ / sd{rf/L g]kfnL k|of]u ug]{ zt{ :jLsf/ u/L k|df0fLs/0f lgsfosf] ?kdf sfd ug{
rfxg] kmd{ jf sDkgLn] sa'lnot u/L lbPsf] cj:yfdf of] aGb]haf6 5'6 lbg ;lsg]5 .
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v= k|df0fLs/0f ug]{ lgsfosf] ?kdf sfd ug{sf nflu cfjZos k|fljlws hgzlQmn] ;f] kmd{ jf sDkgLn] k|df0fLs/0f ug]{
lgsfosf] ?kdf Ohfht k|fKt u/]sf] cj:yfdf ;f] kmd{ jf sDkgLdf sfd ug{ d~h'/ u/L ;Demf}tf ul/lbPsf] /
u= klxn]b]vL sDKo'6/ k|ljlw;Fu ;DalGwt sfddf ;+nUg /x]sf] jf To:tf] s'g} sfddf ;+nUg /x]sf] ljb]zL sDkgL;Fu ;+o'Qm
nufgL ug]{ u/L ;f] cfZfosf] ;xdltkq k|fKt u/]sf],
3= To:tf] kmd{ jf sDkgLsf] ;+rfns jf s'g} z]o/jfnf kmf}hbf/L s;"/df ;hfo kfPsf] JolQm x'g'x'g]5}g .
!!=% s'g} k|df0fLs/0f ug]{ lgsfon] k|df0fLs/0f ug]{ lgsfosf] ?kdf sfd ug]{ Ohfht kfpg] lg0f{o eP kZrft\\ csf]{ jif{sf] >fj0f
d;fGt;Dd sfod /xg] u/L ?= @%,)),))).)) klRr; nfv ?k}of a/fa/sf] a}+s Uof/]06L lgoGqssf] gfddf lgoGqsn]
tf]s]sf] 9fFrfdf g]kfn clw/fHoleqsf] s'g} jfl0fHo a}+saf6 hf/L u/fO{ lgoGqsnfO{ a'emfpg' kg]{5 . o:tf] a}+s Uof/]06L
k|To]s jif{ Ohfhtkq gjLs/0f ul/Psf] cj:yfdf gjLs/0fu/fpg' kg]{5 .
!!=^ s'g} k|df0fLs/0f ug]{ lgsfon] k|df0fLs/0f ug]{ lgsfosf] ?kdf sfd ug]{ Ohfht k|fKt u/]sf] ldltn] ^ dlxgfleq sfd ;'?
u/L ;Sg'kg]{5 / o;/L sfd ;'? u/] kZrft\\ lgoGqsn] lgod !! sf] pklgod -#_ 3 adf]lhdsf] a}+s Uof/]06L km's'jf
u/Llbg]5 .
!!=& s'g} k|df0fLs/0f lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L u/] afkt k|fKt u/]sf] s'n cfosf] @ k|ltzt /sd dfl;s ?kdf
csf]{ dlxgfsf] klxnf] ;Ktfxleq /f]oN6Lsf] ?kdf lgoGqssf] sfof{nodf jf lgoGqssf] sfof{non] ;"lrt u/]sf] a}+s vftfdf
a'emfpg' kg]{5.
!@= k|df0fLs/0f ug]{ lgsfosf] gjLs/0fM (Renewal of Certifying Authority)
!@=! k|df0fLs/0f ug]{ lgsfon] k|To]s jif{sf] j};fv d;fGtleq gljs/0fsf] nflu cg';"rL # df pNn]v ul/Psf] 9fFrfdf lgj]bglbg'
kg]{5.
!@=@ gjLs/0fug]{ lg0f{o ePsf] ldltn] & lbgleq k|df0fLs/0f ug]{ lgsfon] gjLs/0f b:t'/ @),))).)) / lgod !! sf] pklgod
-$_ adf]lhdsf] a}+s Uof/]06Lsf] Dofb Ps jif{ yk u/L lgoGqssf] sfof{nodf a'emfpg' kg]{5 . o:tf] gjLs/0f b:t'/
Ohfhtkq lgnDag jf vf/]h ePsf] cj:yfdf lkmtf{ x'g]5}g .
!@=# gjLs/0f ug]{ lg0f{o kZrft\ gjLs/0f b:t'/ a'emfPsf] / lgod !! sf] pklgod -$_ adf]lhdsf] a}+s Uof/]06L gjLs/0fu/L
bflvn u/]sf] ldltn] @ lbgleq gljs/0fsf] ljj/0f k|df0fkqdf hgfO{ lgoGqsn] k|df0fLs/0f ug]{ lgsfonfO{ k|df0fkq lkmtf{
lbg'kg]{5 .
!#= gjLs/0fug{ OGsf/ ug{ ;Sg] M (Refusal of Renewal)
b]xfosf] cj:yfdf lgoGqsn] k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq gjLs/0fug{ OGsf/ ug{;Sg]5, olb M
!#=! k|df0fLs/0f ug]{ lgsfon] gljs/0fsf] bvf{:t;fy k]z ug'{kg]{ s'g} lnvt, ljj/0f k]z u/]sf] 5}g jf lgoGqsn] df+u u/]sf]
k|df0fLs/0f ug]{ lgsfosf ;fydf jf kx'Frdf ePsf] s'g} lnvt jf ljj/0f k]z gu/]df,
!#=@ k|df0fLs/0f ug]{ lgsfosf] Ohfht kfPsf] kmd{ jf sDkgL vf/]hLsf] k|lqmofdf /x]sf] 5 eGg] s'/fsf] ljZjf;of]Uo cfwf/
lgoGqsnfO{ k|fKt ePdf,
!#=# k|df0fLs/0f ug]{ lgsfon] cfˆgf] ;fx'sf] bfloTj ltg{ g;Sg] eO bfdf;xL u/L kfpFm egL g]kfn clw/fHoleqsf] s'g} cbfntdf
lkm/fb bfo/ u/]sf] ePdf,
!#=$ k|df0fLs/0f ug]{ lgsfon] Ohfhtkqsf] zt{, lgoGqsn] lbPsf] s'g} lgb]{zg jf o; lgodfjnLsf] s'g} lgodsf] pNn+3g u/]sf]
sf/0fn] lgoGqsn] lgod !%=% adf]lhd a}sUof/]06L hkmt u/]sf] ePdf,
!#=% k|df0fLs/0f ug]{ lgsfosf] ;+rfns, k|f]k|fO6/, ;fem]bf/ jf s'g} clws[t txsf] sd{rf/L lgsfosf] sf/f]af/;Fu ;DalGwt s'g}
ljifodf 7uL, hfn;fhL jf j]OdfgL u/]sf] 7x/]df jf ljB'tLo sf/f]jf/ cWofb]z cGtu{tsf] s'g} s;'/df cleof]u k|dfl0ft
ePdf,
!#=^ ;'/Iff ;DalGw dfu{bz{g jf cfˆm'n] k]z u/]sf] k|df0fLs/0f ug]{ k|lqmof ljj/0fsf] kfngf ug{ jf u/fpg k|df0fLs/0f ug]{ lgsfo
c;kmn ePdf jf To:tf] dfu{bz{g jf k|df0fLs/0f ug]{ k|lqmof ljj/0fsf] pNn+3g k|df0fLs/0f ug]{ lgsfoaf6 ePdf,
!#=& k|df0fLs/0f ug]{ lgsfon] lgod !(=^ adf]lhd sfo{;Dkfbg k/LIf0f k|ltj]bg k]z ug{ g;s]df jf
!#=* sfo{;Dkfbg k/LIf0faf6 k|df0fLs/0f ug]{ lgsfonfO{ To:tf] sfo{ hf/L ul//xg lbg' plrt gb]lvPdf ,
!#=( k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq gjLs/0fug{ OGsf/ u/]df lgoGqsn] ;f] s'/fsf] ;fj{hlgs ;"rgf /fli6|o :t/sf] b}lgs
klqsfdf k|sflzt ug'{kg]{5 ,
!$= k|df0fLs/0f ug]{ lgsfosf] Ohfht lgnDag ug]{ M (Suspension of License)
!$=! cWofb]zsf] bkmf @) sf] pkbkmf -!_ adf]lhdsf] cj:yfdf lgoGqsn] k|df0fLs/0f ug]{ lgsfosf] Ohfht lgnDag ug]{
cfb]z lbg ;Sg]5 .
!$=@ pklgod !$=! adf]lhd lgnDagsf] cfb]z lbg'k"j{ lgoGqsn] ;DalGwt k|df0fLs/0f ug]{ lgsfonfO{ cfˆgf] ;kmfO
lnlvt ?kdf k|:t't ug{sf nflu # lbgsf] Dofb lbO{ :kli6s/0f ;f]Wg]5 .
!$=# ;fdfGotM lgnDagsf] cjlw !% lbg a9L x'g]5}g, t/ !% lbgleq cWofb]zsf] bkmf @) -!_ adf]lhdsf] cg';Gwfg ;dfKt
x'g g;s]sf] cj:yfdf lgoGqsn] a9Ldf !% lbgsf] yk lgnDag ug{ ;Sg]5 .
!$=$ k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq lgnDag u/]df lgoGqsn] ;f] s'/fsf] ;fj{hlgs ;"rgf /fli6|o :t/sf] b}lgs
klqsfdf
k|sflzt ug'{kg]{5 ,
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!%=k|df0fLs/0f ug]{ lgsfosf] Ohfht /2 ug]{ M (Cancellation of License)
!%=! cWofb]zsf] bkmf @! sf] pkbkmf -!_ df pNn]v ul/Psf] cj:yfsf] af/]df 5fgljg ug{ jf bkmf @^ -!_ adf]lhd hfFra'em
ug'{kbf{ lgoGqsn] cfkm"n] jf cfkm"n] clwsf/ k|Tofof]hg u/]sf] dftxtsf] s'g} sd{rf/Laf6 hfFra'em u/fpg ;Sg]5 .
!%=@ pkbkmf ! adf]lhd 5fglag jf hfFra'em ug]{ qmddf lgoGqs jf lghn] clwsf/ k|bfg u/]sf] JolQmn] ;DalGwt k|df0fLs/0f
ug]{ lgsfonfO{ # lbgsf] ;do lbO{ :ki6Ls/0f ;f]Wg ;Sg]5 .
!%=# 5fgljg jf hfFra'emsf] qmddf ;a} k|sf/sf] ;xof]u ug]{ bfloTj ;DalGw ;DalGwt k|df0fLs/0f ug]{ lgsfosf] x'g]5 .
!%=$ 5fgljg jf hfFra'emsf] qmddf s'g} yk ljj/0f, ;"rgf jf hfgsf/L k|fKt ePdf jf z+sf pTkGg ePsf] cj:yfdf Ps jf
a9L k"/s :ki6Ls/0f ;f]Wg] clwsf/ lgoGqs jf lgoGqsn] clwsf/ k|bfg u/]sf] sd{rf/Ln] ug{ ;Sg]5 .
!%=% o;/L 5fgljg jf hfFra'em ;dfKt ePkl5 lgoGqsn] tTsfn nfu' x'g] u/L jf lghn] lglZrt u/]sf] s'g} ldltb]lv
k|efjsf/L x'g] u/L s'g} lgb]{zg lbg jf Ohfht /2 ug{ ;Sg]5 .
!%=^ o;/L sf/jfxL ubf{ k|df0fLs/0f ug]{ lgsfo jf To;sf sd{rf/Ln] nfkjf{xL, x]nr]qmofO{ jf hfgLhfgL u/]sf] s'g} sfo{,
lgl:qmotf jf lbOPsf] dfu{bz{gsf] kfngf gu/]sf] sf/0fn] s;}nfO{ xfgLgf]S;fgL k'UguPsf] s'/f lgoGqsn] hfgsf/L
kfPdf To:tf] xfgLgf]S;fgLsf] nflu kl5 7x/]adf]lhd Ifltk"lt{ pknJw xf];\ eGg] p2]Zon] lgoGqsn] cfjZos /sd
lgod !!-%_ adf]lhd hf/L ul/Psf] a}+s Uof/]06L hkmt u/L k|fKt ug{ ;Sg]5 .
!%=& k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq /2 u/]df lgoGqsn] ;f] s'/fsf] ;fj{hlgs ;"rgf /fli6|o :t/sf] b}lgs klqsfdf
k|sflzt
ug'{kg]{5 .
!^= ljb]zL k|df0fLs/0f ug]{ lgsfonfO{ dfGotf lbg ;Sg] M (Recognition to Foreign Certifying Authority)
!^=! g]kfn clw/fHo kIf ePsf] s'g} If]lqo jf cGt/f{li6|\o ;lGw jf dxf;lGwn] afWofTds ?kdf dfGotf lbg'kg]{ Joj:yf u/]sf]
cj:yfdf afx]s g]kfn clw/fHoleq dfGotf k|fKt ug{ rfxg] s'g} ljb]zL k|df0fLs/0f ug]{ lgsfoaf6 lgoGqsn] plrt
7x/fPsf] ljj/0fx? dfu ug{ ;Sg]5 .
!^=@ lgod !^=! adf]lhd k|fKt ljj/0f / cGo cfjZos tYox?sf] cfwf/df lgoGqsn] To:tf] ljb]zL lgsfonfO{ dfGotf lbg'
plrt x'g] 7x/fPsf] cj:yfdf To:tf] dfGotf lb+bf To:tf] ljb]zL lgsfon] g]kfn clw/fHo leq sfof{no :yfkgf ug'{ kg]{ jf
s'g} g]kfnL ;fem]bf/ /fVg' kg]{ afWofTds zt{ /fVg'sf ;fy} kfngf ug'{kg]{ cGo zt{x? ;d]t tf]sL k"j{:jLs[ltsf] nflu >L %
sf] ;/sf/;dIf cg'/f]w ug]{5 .
!^=# lgod !^=@ adf]lhd lgoGqssf] cg'/f]w k|fKt ePsf] cj:yfdf >L % sf] ;/sf/n] cfjZos 7x-ofPdf, zt{x?df kl/jt{g
;d]t u/L k"j{:jLs[lt k|bfg ug{ ;Sg]5 .
!^=$ o;/L k"j{:jLs[lt k|fKt ePkl5 lgoGqsn] ljb]zL lgsfonfO{ dfGotf lbPsf] Joxf]/fsf] ;"rgf g]kfn /fhkqdf k|sflzt
ug'{kg]{5 .
!^=% dfGotf lbPsf] zt{sf] kfngf To:tf] ljb]zL k|df0fLs/0f ug]{ lgsfon] gu/]sf] cj:yfdf jf >L % sf] ;/sf/n] To:tf] dfGotf
;dfKt ug]{ lgb]{zg lbPsf] cj:yfdf lgoGqsn] To:tf] ljb]zL k|df0fLs/0f ug]{ lgsfosf] dfGotf ;dfKt ug{ ;Sg]5 . To:tf]
dfGotf x6fPsf] ;"rgf g]kfn /fhkqdf k|slzt ug'{kg]{5 .
!&= k|df0fLs/0f ug]{ lgsfon] sfd z'? ug]{ M (Commencement of Operation by Certifying Authority)
k|df0fLs/0f ug]{ lgsfon] lgDglnlvt cj:yf kZrft\ dfq l8lh6n x:tfIf/ k|df0fkq hf/L ug]{ cfˆgf] Jofj;flos sfo{;Dkfbg ug{
;Sg]5 M
!&=! k|df0fLs/0f lgsfon] lgoGqs;dIf k]z u/]sf] k|df0fLs/0f k|lqmof ljj/0fnfO{ lgoGqsn] dfGotf lbPsf] hfgsf/L kfO{
;s]sf],
!&=@ k|df0fLs/0f lgsfon] cfˆgf] hf]8L ;f+Frf]] l;h{gf u/L;s]sf] / ;f] dWo] ;fj{hlgs ;f+Frf]] lgoGqsnfO{ x:tfGt/0f u/L;s]sf],
!&=# k|df0fLs/0f lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L ug]{ / Jojl:yt ug]{ sfdsf] nflu cfjZos /x]sf] ef}lts ;'ljwf /
;+/rgf lgoGqsn] v6fPsf] k/LIfsn] k/LIf0fu/L ;f]nfO{ lgoGqsn] pko'Qm 7x/fO{;s]sf] /
!&=$ g]kfn clw/fHodf /xsf] cGo k|df0fLs/0f ug]{ lgsfox?;Fu kf/:kl/s k|df0fLs/0fsf] Joj:yf ldnfO;s]sf] s'/fsf] k|df0f
lgoGqs ;dIf k]z u/]sf] .
!*= k|df0fLs/0f ug]{ lgsfon] sfd aGb ug]{ M (Closure of Operation of Certifying Authority)
s'g} k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq ;DalGw sfd aGb ug{ rfx]sf] cj:yfdf M
!*=! ;f] s'/fsf] ;"rgf sfd aGb ug{ rfx]sf] ldltn] jf k|df0fLs/0f ug]{ lgsfosf] Ohfhtkqsf] Dofb ;dfKt x'g] ldltn] sDtLdf
() lbg cufj} lgoGqsnfO{ lbg'kg]{5,
!*=@ pkbkmf ! adf]lhd ;"rgf lbP kZrft\ sDtLdf sfd aGb ug{ rfx]sf] ldltsf] ^) lbg cufj} ;f] s'/fsf] ;fj{hlgs ;"rgf
/fli6|o :t/sf] b}lgs klqsfdf k|sflzt ug'{kg]{5 ,
!*=# cfˆgf ;a} rfn' /x]sf u|fxsx?nfO{ / kf/:kl/s l8lh6n x:tfIf/ k|df0fLs/sf] Joj:yf ldnfOPsf cGo k|df0fLs/0f ug]{
lgsfox?nfO{ sfd aGb ug]{ ldltaf6 sDtLdf ^) lbg cufj} cfˆ'n] sfd aGb ug{ nfu]sf] s'/fsf] ;"rgf lbg' kg]{5 ,
!*=$ pkbkmf !, @, # adf]lhdsf ;"rgfx? l8lh6n x:tfIf/ ;lxtsf] Od]n jf /lhi68{ kf]:6af6 k7fOg' k5{ .
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!*=% cfˆ'n] sfd aGb ug]{ egL tf]s]sf] ldltdf s'g} u|fxssf] cg'/f]w ePklg jf gePklg cfˆ'n] hf/L u/]sf] ;Dk'0f{ l8lh6n
x:tfIf/ k|df0fkq /2 ug'{ kg]{5 .
!*=^ cfˆ'n] sfd aGb u/]sf] af6 u|fxsx?nfO{ oyf;+ej sd c;'ljwf xf]; eGg] k|oTg ug'{ kg]{5 .
!*=& cfˆ'n] u/]sf] sfd sf/f]af/, hf/L u/]sf] l8lh6n x:tfIf/ k|df0fkq cfbL ;DalGw sfuhft clen]vx? sfd aGb u/]sf]
ldltn] & jif{sf] cjlw ;Dd gi6 gu/L /fVg' kg]{5 .
!*=* sfd aGb ug{ nfu]sf] ldlt eGbf kl5 ;Dd axfn /xg] cjlw tf]lsPsf] l8lh6n x:tfIf/ k|df0fkqsf u|fxsx?nfO{ gof
k|df0fkq lng nfUg] b:t'/df ga9g] u/L Ifltk'lt{ lbg' kg]{5 .
!*=( u|fxssf] k|df0fkqsf] axfn /xg] cjlw ;dfKt eO ;s]kl5 k|df0fLs/0f ug]{ lgsfon] lghL ;fFrf]nfO{ gi6 u/L To:tf]
u/]sf] ;do / ldltsf] hfgsf/L lgoGqsnfO{ lbg'kg]{5 .
!(= sfo{ ;Dkfbg k/LIf0fM (Auditing)
!(=! cWofb]zsf] bkmf @& -!_ sf] k|of]hgs]f nflu bkmf @& -@_ adf]lhdsf] of]Uotf k'u]sf JolQmx?nfO{ lgoGqsn] ;"rLs[t x'gsf
nflu ;do ;dodf ;"rgf lgsfNg]5 .
!(=@ ;f] ;"rgf adf]lhd cfj]bg ug{ cfpg] JolQmx?sf] of]Uotfsf] hfFra'em u/L ;"rLs[t ug{ ;Sg]5 .
!(=# pklgod !(=@ adf]lhd ;"rLs[t k/LIfsx? dWoaf6 pko'Qm 7x/fPsf] k/LIfsnfO{ k|df0fLs/0f ug]{ lgsfosf] nflu k/LIfs
lgo'Qm ug]{5 .
!(=$ k/LIfsn] k|df0fLs/0f ug]{ lgsfosf] k/LIf0fubf{ b]xfo adf]lhdsf] s'/fx?sf] ;d]t k/LIf0f ug'{kg]{5 M
!(=$=! ;'/Iff gLlt / of]hgf,
!(=$=@ ef}lts ;'/Iff,
!(=$=# k|of]u eO /x]sf] k|ljlwsf] d"Nof+sg,
!(=$=$ u|fxsx?;Fusf] ;]jf Joj:yfkg,
!(=$=% ;Da4 k|df0fLs/0f cEof; ljj/0f,
!(=$=^ k|df0fLs/0f cEof; ljj/0fsf] kfngsf] l:ylt ,
!(=$=& u|fxs / cGo ;Da4 kIfx?;Fu ePsf] ;Demf}tf, ;xdltx? /
!(=$=* k|rlnt sfg"gsf] kfngf / lgoGqsn] hf/L u/]sf] lgb]{zgx?sf] kfngfsf] l:ylt,
!(=% k|df0fLs/0f ug]{ lgsfon] b]xfo adf]lhdsf] cjlwdf lgodLt k/LIf0fx? u/fpg' kg]{5 M
!(=%=! clen]vfno (Repository) sf] k/LIf0fk|To]s #, # dlxgfdf /
!(=%=@ ;'/Iff gLlt, ef}lts ;'/Iffsf] l:ylt/ sfo{;+rfng of]hgf nufotsf] k/LIf0f k|To]s ^, ^ dlxgfdf
!(=^ k|df0fLs/0f ug]{ lgsfon] lgod !( sf] pklgod % adf]lhd k/LIf0f ;dfKt ePsf] ldltn] #) lbg leq To:tf] k/LIf0f
k|ltj]bg lgoGqs;dIf bflvn ug'{kg]{5 . ;fy} To:tf] k/LIf0faf6 s'g} q'l6 jf clgoldttf b]lvPsf] cj:yfdf To:tf] q'l6 jf
clgoldtfnfO{ ;Rofpgsf] nflu cfjZos sfo{ tTsfn} k|df0fLs/0f ug]{ lgsfon] ug'{ kg]{5.
!(=& k/LIfssf] kf/L>lds k|To]s jif{ lgoGqsn] lgwf{/0f u/L ;fj{hlgs?kdf ;"rgf k|sflzt ug]{5 .
@)= sfo{;Dkfbg k/LIfs x'g g;Sg] M (Appointment of Auditor)
s'g} k|df0fLs/0f lgsfosf] k/LIf0f ug{sf nflu tf]lsPsf] k/LIfsn] b]xfosf] cj:yfdf k/LIf0f ug'{x'b}g M
@)=! k/LIf0f ug'{kg]{ cjlwdf jf k/LIf0f ;'? ug'{k"j{ k|df0fLs/0f lgsfo;Fu s'g} k|sf/sf] :jfy{ jf ;DaGw /x]sf] ePdf /
:ki6Ls/0f M o; lgodsf] k|of]hgsf] nflu k|df0fLs/0f ug]{ lgsfonfO{ xf8{j]o/ jf ;ˆ6j]o/ ljqmL ug]{ jf s'g} k|sf/n] ;]jf
k|bfg ug]{ sDkgL kmd{ jf JolQm jf To:tf] sDkgL kmd{ jf JolQmsf] sd{rf/L :jfy{ jf ;DaGw /x]sf] JolQm dflgg]5 .
@)=@ k/LIfssf] ?kdf ePsf] ;DaGwafx]s k/LIf0f ug]{ lgsfo;Fu s'g} k|sf/sf] cfly{s, sfg"gL / cGo ;DaGw ePsf] jf x'g] of]hgf
/x]sf].

kl/R5]b $
l8lh6n x:tfIf/ k|df0fkq
@!= l8lh6n x:tfIf/ k|df0fkq M (Digital Signature Certificate)
@!=! l8lh6n x:tfIf/ k|df0fkq k|fKt ug{ rfxg] kIfn] cg';"rL $ sf] 9fFrfdf lgj]bg lbg'kg]{5 .
@!=@ pklgod @!=! adf]lhd lgj]bg lb+bf cg';"rL * df pNn]v ul/P adf]lhd lgj]bgz'Ns;d]t bflvn ug'{kg]{5 .
@!=# pklgod @!=! adf]lhd b/vf{:t k|fKt eP k5L k|df0fLs/0f lgsfon] cfjZos 5fgljg u/L ;Gt'i6 ePdf cg';"rL * df
pNn]v ul/P adf]lhdsf] z'Ns u|fxs;+u lnO{ l8lh6n x:tfIf/ k|df0fkq hf/L ug{ ;Sg]5 .
@!=$ k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L ubf{ s'g} cGtl/d jf c:yfoL k|df0fkq hf/L ug]{5}g .
@!=% k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L ul/kfpgsf nflu jf gjLs/0fsf nflu cflwsfl/s / sfg"g;Ddt
cg'/f]w k|fKt u/]sf] cj:yfdf dfq To:tf] k|df0fkq hf/L ug]{5 .
@!=^ hf/L ul/Psf] l8lh6n x:tfIf/ k|df0fkqdf To:tf] l8lh6n x:tfIf/ clelnlvt ul/Psf] Ps jf a9L clen]vfnosf] ;"rgf
/x]sf] x'g]5, h;df To:tf] l8lh6n x:tfIf/ k|df0fkq /2 jf lgnDag ul/Psf] cj:yfdf ;f] sf] ;"rLs/0f ul/Psf] x'g]5 .
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@!=& k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L u/L u|fxsn] To;nfO{ :jLsf/ ug'{k"j{ To:df pNn]v ul/Psf
ljj/0fx? ;xL ePsf] gePsf] t'ngf ug]{ cj;/ u|fxsnfO{ lbg'kg]{5 .
@!=* u|fxsn] l8lh6n x:tfIf/ k|df0fkqnfO{ :jLsf/ u/]kl5 k|df0fLs/0f ug]{ lgsfon] To:tf] l8lh6n x:tfIf/ k|df0fkq
clelnlvt ul/Psf] clen]vfnodf k|sflzt ug'{kg]{5 .
@!=( k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L u/]kl5 / u|fxsn] To;nfO{ :jLsf/ u/]kl5 To:tf] k|df0fkqsf]
a}wtf / ljZj;lgotfdf c;/ kg{;Sg] s'g} s'/fsf] hfgsf/L k|df0fLs/0f ug]{ lgsfon] kfPdf ;f] lgsfon] To:tf s'/fsf]
;"rgf tTsfn} l8lh6n x:tfIf/ k|df0fkq k|fKt u/]sf] u|fxsnfO{ u/fpg'k5{ .
@!=!) l8lh6n x:tfIf/ k|df0fkq hf/L ubf{ To:tf] k|df0fkq axfn /xg] cjlw To;df g} pNn]v u/L hf/L ug'{kg]{5 .
@!=!! l8lh6n x:tfIf/ k|df0fkq hf/L ug'{k"j{ u|fxs To:tf] k|df0fkqsf] k|of]u s;}sf] ;xof]ua]u/ ;Ifdtfk"j{s ug{ of]Uo 5 eGg]
s'/fdf k|df0fLs/0f lgsfo ljZj:t x'g'k5{ .
@@= l8lh6n x:tfIf/ k|df0fkq l;h{gf ug]{ M (Creation of Digital Signature Certificate)
k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq l;h{gf ug]{ k|lqmofleq lgDglnlvt s'/fx? ;dfj]z u/]sf] x'g'k5{ M
@@=! a}w / cflwsfl/s ?kdf l8lh6n x:tfIf/ k|df0fkq hf/L ul/kfpgsf nflu lgj]bg k|fKt ug'{kg]{,
@@=@ gof l8lh6n x:tfIf/ k|df0fkq l;h{gf ug]{,
@@=# To:tf] k|df0fkqdf hf]8L ;fFrf];+nUg ug]{ /
@@=$ ;fj{hlgs ;fFrf]]nfO{ k|of]usf] nflu pknAw u/fpg],
@#= k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq hf/L ug'{eGbf k"j{ lgDglnlvt sfo{ ;DkGg ul/;s]sf] x'g'k5{ M
@#=! l8lh6n x:tfIf/ k|df0fkq k|fKt ug]{ u|fxs ;Gb]xf:kb u|fxs -Compromised User _ sf] ;"rLdf 5}g eGg] s'/fdf
ljZj:t x'g'kg]{ ,
@#=@ k|df0fLs/0f k|lqmofsf] ljj/0fdf pNn]v ul/Padf]lhdsf] klxrfgsf] ;Totf k/LIf0f ul/;s]sf] x'g'kg]{ /
@#=# To:tf] l8lh6n x:tfIf/ k|df0fkqsf] ljj/0f 8fO/]S6|\Ldf k|sflzt ug'{ x'G5 eGg] s'/fsf] ;xdlt u|fxsaf6 lng]
@$= l8lh6n x:tfIf/ k|df0fkqsf] 9fFrf cg';"rL % df pNn]v ul/P adf]lhdsf] x'g]5 .
@%= l8lh6n x:tfIf/ k|df0fkqsf] lgnDag M (Suspension of Digital Signature Certificate)
cWofb]zsf] bkmf #@ sf] pkbkmf -v_ adf]lhd b]xfo adf]lhsf] ;fj{hlgs lxt ljk/Lt l8lh6n x:tfIf/ k|df0fkqsf] k|of]u x'g]
cj:yf ePdf k|df0fLs/0f ug]{ lgsfon] To:tf] k|df0fkq lgnDag ug{ ;Sg]5 M
@%=! s'g} u}/sfg"gL k|of]hgsf] nflu jf u}/sfg"gL p2]Zo k|flKtsf] nflu To:tf] l8lh6n x:tfIf/ k|of]u ePsf] jf x'g nfu]sf] jf
x'g ;Sg] cj:yf k|df0fLs/0f ug]{ lgsfon] b]v]df,
@%=@ u|fxssf] lj?4 s'g} ;/sf/jfbL x'g] kmf}hbf/L cleof]u nfuL To;sf] cg';Gwfg z'? ePsf] s'/fsf] hfgsf/L k|df0fLs/0f ug]{
lgsfon] kfPdf
@%=# lgoGqsn] To:tf] k|df0fkqsf] k|of]u s'g} ;fj{hlgs lxtljk/Ltsf] sfddf ePsf] jf x'g nfu]sf] jf x'g;Sg] ;+efjgf /x]sf] 5
eGg] 7fgL lgnDag ug{sf nflu k|df0fLs/0f ug]{ lgsfonfO{ To:tf] k|df0fkq lgnDag ug{ lgb]{zg lbPdf,
@%=$ k|df0fLs/0f ug]{ lgsfon] u|fxsnfO{ ;"rgf dfq lbO{ s'g} l8lh6n x:tfIf/ k|df0fkqnfO{ a9Ldf kGw| lbg;Dd lgnDag ug{
;Sg]5 .
@%=% !% lbgeGbf a9L cjlw;Dd s'g} l8lh6n x:tfIf/ k|df0fkqnfO{ lgnDag ug'{k/]sf] cj:yfdf k|df0fLs/0f ug]{ lgsfon]
u|fxsnfO{ sDtLdf # lbgsf] cjlw lbO{ cfˆgf] lnlvt ;kmfO{ k]z ug]{ df}sf lbg'kg]{5 .
@%=^ 5fgljg kZrft\ To:tf] ;fj{hlgs lxt ljk/Lt x'g] s'g} cj:Yff gePsf] s'/f k|df0fLs/0f ug]{ lgsfo jf lgoGqssf] lgb]{zg
adf]lhd lgnDag ul/Psf]df lgoGqsnfO{ nfu]df To:tf] lgnDagsf] cfb]z /2 x'g]5 .
@^= l8lh6n x:tfIf/ k|df0fkq /2 x'g] M (Cancellation of Digital Signature Certificate)
@^=! cWofb]zsf] bkmf ## sf] pkbkmf -!_ sf] b]xfosf] -v_ adf]lhd b]xfosf] cj:yfnfO{ ;fj{hlgs lxtljk/Lt x'g] cj:yf
dflgg]5 M
@^=!+=! u|fxsaf6 s'g} u}/sfg"gL k|of]hgsf] nflu jf u}/sfg"gL p2]Zo k|flKtsf] nflu To:tf] l8lh6n x:tfIf/ k|of]u ePsf] jf
x'g nfu]sf] jf x'g ;Sg] cj:yf k|df0fLs/0f ug]{ lgsfon] b]v]df,
@^=!=@ u|fxssf] lj?4 s'g} ;/sf/jfbL x'g] kmf}hbf/L s;'/df ;hfo efl]u/x]sf] ePdf,
@^=!=# lgoGqsn] To:tf] k|df0fkqsf] k|of]u s'g} ;fj{hlgs lxtljk/Ltsf] sfddf ePsf] jf x'g nfu]sf] jf x'g ;Sg] ;+efjgf
/x]sf] 5 eGg] 7fgL /2 ug{ sf nflu k|df0fLs/0f ug]{ lgsfonfO{ To:tf] k|df0fkq /2 ug{ lgb]{zg lbPdf,
@^=@ k|df0fLs/0f ug]{ lgsfon] l8lh6n x:tfIf/ k|df0fkq /2 ug'{k"j{ u|fxs jf lghsf] xsjfnfO{ nfO{ cfˆgf] lnlvt ;kmfO
k]z ug{sf nflu # lbgsf] cjlw lbO{ :ki6Ls/0f ;f]Wg'kg]{5 .
@^=# s'g} u|fxssf] gfddf lghn] pknJw u/fPsf] 7]ufgfdf l8lh6n x:tfIf/;lxtsf] Od]n dfkm{t To:tf] :ki6Ls/0f dfu ug{
;lsg]5 .
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kl/R5]b %
ljljw
@&= ljB'tLo :j?kdf sfuhkqx? :jLsf/ ug]{ M (Acceptance of Electronic Document by HMG)
@&=! ljB'tLo :j?kdf sfuhkq, b:t'/ / /sd lng a'‰g :jLsf/ ug]{ >L % sf] ;/sf/sf] ;DalGwt dGqfno, ljefu, sfof{no
/ ;/sf/L :jfldTjsf ;+:yfgx?n] cfkm"n] To:tf] sfuhkq, b:t'/ / /sd lng a'‰g :jLsf/ ug]{ s'/fs]f ;fj{hlgs ;"rgf k|sflzt
ug'{sf ;fy} To:tf] ljB'tLo sfuhkq cfbL k7fpg] Od]n 7]ufgf ;d]t ;fj{hlgs ug'{kg]{5.
@&=@ lgod @&=! adf]lhd ;fj{hlgs ul/Psf] 7]ufgfdf l8lh6n x:tfIf/;lxt k7fOPsf] ljB'tLo :j?sf] sfuhkq, b:t'/ / /sd
cflb To:tf] dGqfno, ljefu, sfof{no jf ;+:yfgn] a'em]sf] dflgg]5 .
@&=# >L % sf] ;/sf/sf dGqfno, ljefu, sfof{no jf ;/sf/L :jfldTjsf ;fj{hlgs ;+:yfgx?n] k|of]u ug]{ l8lh6n x:tfIf/sf]
;DaGwdf cfjZos k|df0fLs/0f ;DalGw sfdsf] nflu k|df0fLs/0f ug]{ lgsfo dWo] s'g} Ps jf a9LnfO{ >L % sf] ;/sf/n] lg0f{o
u/L lhDdf lbg;Sg]5 .
@&=$ lgod @&=# adf]lhd lhDdf lbg'cufl8 >L % sf] ;/sf/n] To:tf] sfd ug{ OR5's k|df0fLs/0f ug]{ lgsfox?af6 k|:tfj
cfXjfg u/L ;a}eGbf pko'Qm b]v]sf] k|:tfj :jLsf/ ug{ ;S5 .
@*= ;'/Iff dfu{bz{gsf] kfngf ug'{kg]{ M (Security Guidelines)
@*=! k|df0fLs/0f ug{] lgsfosf] sfo{k4lt tyf cEof; sfg"g;Ddt x'g'kb{5 .
@*=@ k|df0fLs/0f ug{] lgsfon] ljB'tLo x:tfIf/, ;"rgf tyf cGo s'/fx?sf] ;'/Iff, ljZj;gLotf tyf uf]Kotfsf] k'0f{ k|Tofe"lt
x'g] lsl;daf6 cfˆgf] sfo{ ;Dkfbg ug'{kg{]5 .
@*=# k|df0fLs/0f ug{] lgsfon] ;'/Iffsf] dfu{bz{g cg';"rL ^ / cg";'rL & df lgwf{/0f ul/Pjdf]lhd kfngf ug{'kg{]5 .
@*=$ k|df0fLs/0f ug{] lgsfon] k|of]u ug{] ;"rgf k|ljlw / ;'/Iff gLltsf] lj:t[t ljj/0f tof/ kfbf{ lgod @*=# df plNnlvt
cg";"rLdf cfwfl/t x'gkg{] / ;f] sf] k"j{:jLs[ltsf nflu lgoGqs;dIf k]z ug{'kg{]5 .
@(= clwsf/ k|Tofof]hg ug{ ;Sg] M (Delegation of Authority)
o; lgod adf]lhd cfkm"nfO{ k|fKt s'g} clwsf/ lgoGqsn] cfˆ\gf] dftxtsf] s'g} sd{rf/LnfO{ k|Tofof]hg ug{ ;Sg]5 .
#)= c+u|]hL efiffsf] k|of]u ug{ ;Sg] M (Use of English Language)
o; lgodfjnL adf]lhd lbg'kg]{ bvf{:t, hf/L ug'{kg]{, cg'dltkq, k|df0fkq jf cfb]z lgb]{zg cflbdf cfjZostf cg';f/ lgoGqs
jf k|df0fLs/0f lgsfo jf u|fxsx?n] c+u|]hL efiffsf] k|of]u ug{ ;Sg]5g\ .
#!= cg';"rLdf x]/km]/ ug{ ;Sg] M (Amendment in Annexes)
o; lgodfjnLsf] s'g} cg';"rLdf s'g} x]/km]/ ug'{ k/]sf] cj:yfdf lgoGqsn] >L % sf] ;/sf/sf] :jLs[tL lnO{ ug{ ;Sg]5 ;f]
s'/fsf] ;fj{hlgs ;"rgf /fli6|o :t/sf] b}lgs klqsfdf k|sflzt ug'{kg]{5 ,
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cg';"rL !
lgod % sf] pklgod -!_ ;Fu ;DalGwt

k|df0fLs/0f ug{] lgsfon] cf]kg:6of088{ (Open Standard) / ;+;f/df k|lti7flkt ePsf ljZjzgLo :t/x?
ePsf] ;"rgf k|ljlw ;+/rgfnfO{ k|of]udf Nofpg ;Sg]5g\ . ljleGg sfdx? ;Dkfbg ug{sf] lgldQ
lgDglnlvt Go"gtd :t/x? sfod x'g kg{]5 . (The Information Technology architecture for Certifying

Authorities may support open standards and accepted de facto standards; the most important and
minimum standards that may be considered for different activities associated with the Certifying
Authority's functions are as below.)
Product
Public Key Infrastructure
Digital Signature Certificates and Digital
Signature revocation list
Directory (DAP and LDAP)
Database Management Operations
Public Key algorithm
Digital Hash Function Algorithm
Digital Encryption and Digital Signature
Digital Signature Request Format
Symetric Cryptography
Distinguished Name

Standard
PKIX
X.509. version 3 certificates as specified
In ITU RFC 1422
X.500 for publication of certificates and
Certification Revocation Lists (CRLs)
Use of generic SQL / Structured Query Language
DSA and RSA
MD5 , SHA-1 & HAVAL
PKCS # 7 , ECDSA
PKCS # 10
DES or AES
X.520
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cg';"rL @
lgod !! sf] pklgod -!_ ;Fu ;DalGwt
k|df0fLs/0f ug]{ lgsfosf] Ohfhtkq k|fKt ug{sf nflu lbOg] lgj]bg
>Ldfg\ lgoGqsHo" ,

o; ;+:yfn] l8lh6/ x:tfIf/ k|df0Ls/0f lgsfosf] ?kdf sfd ug{sf nflu lgDglnlvt ljjj/0f v'nfO{ of] lgj]bg lbPsf
5f}+ M
!= ;+:yf sf] gfd M
@= ;+:yfsf] /lhi68{ sfof{nosf] 7]ufgf M
#= ;+:yfsf] sf] cGo sf/f]jf/ ePsf zfvf sfof{nox?sf] 7]ufgfx? M
$= ;+:yfsf] lk O Pg gDa/ / hf/L ug]{ sfof{no M
%= ;+:yfsf] cfO{ P; lk sf] gfd M
^= ;+:yfsf] j]j;fO6sf] 7]ufgf M
&= ;+:yfsf] Od]n, 6]lnkmf]g / kmofS; g+= M
*= ;+:yfsf] !) k|ltzt jf ;f] eGbf a9L z]o/sf] :jfldTj jf ;fem]bf/L ePsf ;a}sf] gfd, y/, 7]ufgf, M
(= ;+:yfsf] hf/L k'FhL / hDdf h]yf M
!)= ;+:yfsf] ut jif{sf] s'n sf/f]jf/ M
!!= s:tf]s:tf] l8lh6n x:tfIf/ k|df0fLs/0f ug{ rfx]sf] xf] M
!@= ;+:yfsf] g]kfndf k|df0fLs/0fsf] sfd ug]{ ;'ljwf ePsf] :yfg , 7]ufgfM
!#= b]xfo adf]lhdsf lnvtx? ;+nUg /fv]sf 5f+} M
s= ;+:yfsf] btf{ k|df0fkq ,
v= ;+:yfsf] ut jif{sf] n]vfk/LIf0fsf] k|ltj]bg,
u= ;+:yfn] k|df0fLs/0f lgsfosf] ?kdf k|of]u ug{ rfx]sf] k|df0fLs/0f ug]{ k|lqmofsf] ljj/0f,
3= k/km/d]G; a}+s Uof/]06L /
ª= lgj]bgkq b:t'/ bflvn u/]sf] a}+s ef}r/ jf /l;b,
r= ;+:yfsf] sfdsf] k|s[tL cg'ejsf] ljj/0f v'ns
] f] sDkgLsf] ljj/0f,

5= sDkgLsf] xsdf of] lgj]bglbgsf nflu ;+rfns ;ldltn] u/]sf] lg0f{osf] k|dfl0ft k|ltlnlk
!$= lgod !!=$ adf]lhdsf] of]Uotf k'u]sf] k|dfl0ft ug]{ cGo sfuhftx? M
of] ;+:yf k|df0fLs/0f lgsfo lgodfjnL @)^) sf] lgod !!=$ adf]lhd of]Uotf k'u]sf] 5 / dfly pNn]v ul/Psf] ljj/0f
;To 5 .
lgj]bs
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ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
cg';"rL #
lgod !@ sf] pklgod -!_ ;Fu ;DalGwt
k|df0fLs/0f ug]{ lgsfosf] Ohfhtkqsf] gjLs/0f ug{sf nflu lbOg] lgj]bg
>Ldfg lgoGqs Ho" ,

o; ;+:yfn] l8lh6/ x:tfIf/ k|df0Ls/0f lgsfosf] ?kdf sfd u/L cfPsf] / cfufdL cfly{s jif{sf] nflu ;d]t
k|df0fLs/0fsf] sfd cgj/t /fVg OR5's ePsf] x'gfn] k|df0fLs/0f lgsfo lgodfjnLsf] lgod adf]lhd gjLs/0f b:t'/
lt/]sf] ef}r/ . /l;b o;};fy /fvL of] lgj]bg lbg cfPsf] 5f+} . ctM gjLs/0fu/L kfpmF .
;+nUg M
;Ssn k|df0fkq
gjLs/0f b:t'/ lt/]sf] . ef}r/ /;Lb
gjLs/0f u/]sf] a}+s Uof/]06L

lgj]bs
;+:yfsf] gfd M
k|df0fkq g+= / hf/L ldlt M
b:tvt ug]{sf] kb M
b:tvt ug]{sf] gfd M
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cg';"rL $
lgod @! sf] pklgod -!_ ;Fu ;DalGwt
l8lh6n x:tfIf/ k|df0fkq k|fKt ug{sf nflu lbg'kg]{ lgj]bg
========================== -k|df0fLs/0f lgsfosf] gfd_
=============================
ljifo M l8lh6n x:tfIf/ k|df0fkq hf/L u/L kfpmF .
pk/f]Qm ;DaGwdf lgj]bsn] k|fdfl0fs l8lh6n x:tfIf/ k|fKt ug'{kg]{ ePsf] x'gfn] lgj]bg z'Ns;d]t ;fy} /fvL of] lgj]bg
u/]sf] 5' . cfjZos ljj/0f / ;+nUg k|df0fx? b]xfo adf]lhdsf] 5g\ M
!= u|fxssf] gfd y/ 7]ufgf,
@= u|fxssf] sfg"gL x}l;ot ,
#= u|fxssf] klxrfg x'g] k|df0fkq M
#=! k|fs[lts JolQmsf] xsdf gful/stf jf /fxbfgL M
hf/L ug]{ sfof{no M
hf/L ldlt M
axfn /xg] cjlw -/fxbfgLsf] xsdf _ M
#=@ sDkgL jf ;Ful7t ;+:yf jf lgsfosf] xsdf M
btf{ k|df0fkq jf u7g cfb]z, ;DalGwt P]g jf /fhkqdf hf/L ul/Psf] ;"rgf M
hf/L ePsf] ldlt M
hf/L ug]{ sfof{no M
#, s'g k|of]hgsf] nflu l8lh6n x:tfIf/ k|fKt ug{ rfx]sf] xf] <
s= ;a} k|sf/sf] ;+ej sf/f]af/sf] nflu
v= a}+lsª sf/f]af/sf] nflu
u= cGo v/Lb ljqmL ;DaGwL sf/f]af/sf] nflu
3= s'g} n]gb]g afx]s s'g} lnvt kqfrf/ cfkm"n] hf/L u/]sf] eGg] k|df0fLs/0fsf] nflu
$= cfly{s sf/f]jf/;d]t ug{ rfx]sf] xf] eg] k|To]s sf/f]af/sf] clwstd ;Ldf M
dfly n]lvPsf] a]xf]/f l7s ;f+Frf]]5, To; lgsfonfO{ cfjZos k/]sf] cGo ljj/0f / k|df0fx? dfu ePsf] cj:yfdf k]z ug]{5' .
lgj]bs
ldlt M
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cg';"rL %
lgod @$ ;Fu ;DalGwt

l8lh6n x:tfIf/ k|df0fkqsf] 9fFrf

-k|df0fLs/0f ug{] lgsfosf] gfd_

l8lh6n x:tfIf/ k|df0fkq
k|df0fkq
g+=================
qmd;+Vof=================
====

+============================================nfO{

ljB'tLo sf/f]jf/ k|df0fLs/0f_ lgodfjnL @)^) sf] bkmf @!=# jdf]lhd o; lgodfjnL sf]
gLlt, lgod / lgb{]zgsf] clwgdf /lx, ! jif{ ;Dd jxfn /xg] ul/ ldlt
@)^== ;fn=======dlxgf==============ut], of] k|df0fkq k|bfg ul/G5 .
;fj{hlgs ;fFrf]sf] ljj/0f

5fk

cflwsf/Ls x:tfIf/
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ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
cg';"rL ^
lgod @* sf] pklgod -#_ ;Fu ;DalGwt
k|df0fLs/0f ug]{ lgsfon] kfngf ug'{ kg]{ ;'/Iff dfu{bz{g

Security Directives to Information Technology for Certifying Authority

Hff]8L ;fFrf]sf] lgdf{0f / ljt/0fsf ;fy} l8lh6n x:yfIf/ ;l6{lkms]6sf] ljt/0f / Joj:yfkg sfo{x? ug{] ;j} k|df0fLs/0f ug{]
lgsfon] of] ;'/Iffsf] dfu{bz{g clgjfo{ ?kdf kfngf ug'{ kg{]5 . of] ;'/Iff dfu{bz{gsf] kfngf ePdf k|df0fLs/0f ug{]
lgsfon] ;+ro ug{] data/system/Technology / k|bfg ug{] Services x?sf] ljZj;lgodf, ;'/Iffdf, pknJwtfdf
u|fxssf] ljZjf; a9\g] 5 . (The security directives shall apply to all certifying authorities who perform the

functions associated with creation and issue of key pairs and issue and management of digital
signature certificate. These directives are aimed to protect the integrity, confidentiality, security and
availability of certifying authority's services, data, and systems and gain public confidence in the
technology.)

k|df0fLs/0f ug{] lgsfon] cfˆgf ;j} sfo{x? ;Dkfbg ubf{ lgDg lnlvt kIfx?nfO{ kl/eflift agfpg], ljsfz ug{], ;+rfng
ug{] kl/If0f u/fpg] / Joj:yfkg u/L ;'/Iffsf] dfkb08 sfod ug'{ kg{]5 . (The certifying authority shall define,

build, operate, audit and manage the followings in order to maintain the security standards in all its
functions.)
1. Introduction
This document provides guidelines for the implementation and management of Information
Technology Security. Due to the rapid dynamism of the security requirements, this document does not
provide an exact template for the organizations to follow. However, appropriate samples of security
process are provided for guidelines. It is the sole responsibility of the organizations to develop internal
policies and processes that meet the guidelines set forth in this document.
The following words used in the Information Technology Security Guidelines shall be interpreted as
follows:
shall:
The guideline defined is a mandatory requirement, and therefore must be complied
with.
should:
The guideline defined is a recommended requirement. Noncompliance shall be
documented and approved by the management. Where appropriate, compensating
controls (further internal controls to reduce risks) shall be implemented.
must:
The guideline defined is a mandatory requirement, and therefore must be complied
with.
may:
The guideline defined is an optional requirement. The implementation of this
guideline is determined by the organization’s requirement.
2. Implementation of an Information Security Programme
Successful implementation of a meaningful Information Security Programme largely rests with the
support and involvement of the top management. Until and unless the senior managers of the
organization understand and concur with the objectives of the information security programme its
ultimate success is in question.
The Information Security Programme should be broken down into specific stages as follows:
(a) Adoption of a security policy;
(b) Security risk analysis;
(c) Development and implementation of a information classification system;
(d) Development and implementation of the security standards manual;
(e) Implementation of the management security self-assessment process;
(f) On-going security programme maintenance and enforcement; and

cfO{=l6= k|f]km]zgn kmf]/d

14

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
(g) Training.

The principal task of the security implementation is to define the responsibilities of persons within the
organization. The implementation should be based on the general principle that the person who is
generating the information is also responsible for its security. However, in order to enable him to carry
out his responsibilities in this regard, proper tools, environment and supporting processes need to be
established. When different pieces of information at one level are integrated to form higher value
information, the responsibility for its security needs also should go up in the hierarchy to the
integrator and should require higher level of authority for its access.
It should be absolutely clear with respect to each information as to who is its owner, its custodian, and
its users. It is the duty of the owner to assign the right classification to the information so that the
required level of security can be enforced. Data ownership refers to the classification of data elements
and the allocation of responsibility for ensuring they are kept confidential, complete and accurate.
The custodian of information is responsible for the proper implementation of security guidelines and
making the information available to the users on a need to know basis.
3. Information Classification
Information assets must be classified according to their sensitivity and their importance to the
organization. Since it is unrealistic to expect managers and employees to maintain absolute control
over all information within the boundaries of the organization, it is necessary to advise them on which
types of information are considered more sensitive, and how the organization would like the sensitive
information handled and protected. Classification, declassification, labeling, storage, access,
destruction and reproduction of classified data and the administrative overhead this process will create
must be considered. Failure to maintain a balance between the value of the information classified and
the administrative burden the classification system places on the organization will result in long-term
difficulties in achieving success.
Confidential

is that classification of information of which unauthorized disclosure/use could cause
serious damage to the organization, e.g. strategic planningdocuments.

Restricted

is that classification of information of which unauthorized disclosure/use would not
be in the best interest of the organization and/or its customers, e.g. computer software
(programs, utilities), documentation, organization personnel data, budget information.

Internal

use is that classification of information that does not require any degree of protection
against disclosure within the company, e.g. operating procedures, policies and
standards inter office memorandums.

Unclassified

is that classification of information that requires no protection against disclosure e.g.
published annual reports, periodicals.While the above classifications are appropriate
for a general organization viewpoint, the following classifications may be considered:

Top Secret:

Secret:

It shall be applied to information unauthorized disclosure of which could be
expected to cause exceptionally grave damage to the national security or national
interest. This category is reserved for Nation's closest secrets and to be used with
great reserve.
This shall be applied to information unauthorized disclosure of which could be
expected to cause serious damage to the national security or national interest or cause
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serious embarrassment in its functioning. This classification should be used for highly
important information and is the highest classification normally used.
Confidentiality:This shall be applied to information unauthorized disclosure of information which
could be expected to cause damage to the security of the organization or could be
prejudicial to the interest of the organization, or could affect the organization in its
functioning. Most information will on proper analysis be classified no higher than
confidential.
Restricted:

This shall be applied to information which is essentially meant for official use only
and which would not be published or communicated to anyone except for official
purpose.

Unclassified:

This is the classification of information that requires no protection against disclosure.

4. Physical and Operational Security
4.1 Site Design
1) The site shall not be in locations that are prone to natural or man-made disasters, like flood,
fire, chemical contamination and explosions.
2) As per nature of the operations, suitable floor structuring, lighting, power and water damage
protection requirements shall be provided.
3) Materials used for the construction of the operational site shall be fire-resistant and free of
toxic chemicals.
4) Ground level windows shall be fortified with study mild steel grills or impact-resistant
laminated security glass. All internal walls must be from the floor to the ceiling and must be
tamper-evident.
5) Air-conditioning system, power supply system and uninterrupted power supply unit with
proper backup shall be installed depending upon the nature of operation. All ducting holes of
the air-conditioning system must be designed so as to prevent intrusion of any kind.
6) Automatic fire detection, fire suppression systems and equipment in compliance with
requirement specified by the Fire Brigade.
7) Media library, electrical and mechanical control rooms shall be housed in separate isolated
areas, with access granted only to specific, named individuals on a need basis.
8) Any facility that supports mission-critical and sensitive applications must be located and
designed for reparability, relocation and reconfiguration. The ability to relocate, reconstitute
and reconfigure these applications must be tested as part of the business continuity/disaster
recovery plan.
4.2 Fire Protection
Combustible materials shall not be stored within hundred meters of the operational site.
1) Automatic fire detection, fire suppression systems and audible alarms as prescribed by the
Fire Brigade or any other agency of the Government shall be installed at the operational site.
2) Fire extinguishers shall be installed at the operational site and their locations clearly marked
with appropriate signs.
3) Periodic testing, inspection and maintenance of the fire equipment and fire suppression
systems shall be carried out.
4) Procedures for the safe evacuation of personnel in an emergency shall be visibly
pasted/displayed at prominent places at the operational site. Periodic training and fire drills
shall be conducted.
5) There shall be no eating, drinking or smoking in the operational site. The work areas shall be
kept clean at all times.
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4.3 Environmental Protection
1) Water detectors shall be installed under the raised floors throughout the operational site and
shall be connected to audible alarms.
2) The temperature and humidity condition in the operational site shall be monitored and
controlled periodically.
3) Personnel at the operational site shall be trained to monitor and control the various equipment
and devices installed at the operational site for the purpose of fire and environment protection.
4) Periodic inspection, testing and maintenance of the equipment and systems shall be scheduled.
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4.4 Physical Access
1) Responsibilities round the clock, seven days a week, three hundred sixty five days a year for
physical security of the systems used for operation and also actual physical layout at the site
of operation shall be defined and assigned to named individuals.
2) Biometric physical access security systems shall be installed to control and audit access to the
operational site.
3) Physical access to the operational site at all times shall be controlled and restricted to
authorized personnel only. Personnel authorized for limited physical access shall not be
allowed to gain unauthorized access to restricted area within operational site.
4) Dual control over the inventory and issue of access cards/keys during normal business hours
to the Data Centre shall be in place. An up-to-date list of personnel who possess the
cards/keys shall be regularly maintained and archived for a period of three years.
5) Loss of access cards/keys must be immediately reported to the security supervisor of the
operational site who shall take appropriate action to prevent unauthorized access.
6) All individuals, other than operations staff, shall sign in and sign out of the operational site
and shall be accompanied by operations staff.
7) Emergency exits shall be tested periodically to ensure that the access security systems are
operational.
8) All opening of the Data Centre should be monitored round the clock by surveillance video
cameras/CCTVs.
5. Information Management
5.1 System Administration
Each organization shall designate a properly trained "System Administrator" who will ensure that the
protective security measures of the system are functional and who will maintain its security posture.
Based upon the complexity and security needs of a system or application, the System Administrator
shall have a designated System Security Administrator who will assume security responsibilities and
provide physical, logical and procedural safeguards for information.
1) Organizations shall ensure that only a properly trained System Security Administrator is
assigned the system security responsibilities.
2) The responsibility to create, classify, retrieve, modify, delete or archive information must rest
only with the System Security Administrator.
3) Any password used for the system administration and operation of trusted services must not
be written down (in paper or electronic form) or shared with any one. A system for password
management should be put in place to cover the eventualities such as forgotten password or
changeover to another person in case of System Administrator (or System Security
Administrator) leaving the organization. Every instance of usage of administrator's passwords
must be documented.
4) Periodic review of the access rights of all users must be performed.
5) The System Administrator must promptly disable access to a user's account if the user is
identified as having left the Data Centre, changed assignments, or is no longer requiring
system access. Reactivation of the user's account must be authorized in writing by the System
Administrator (Digitally signed e-mail may be acceptable).
6) The System Administrator must take steps to safeguards classified information as prescribed
by its owner.
7) The System Security Administrator must authorize privileged access to users only on a needto-know and need-to-do basis and also only after the authorization is documented.
8) Criteria for the review of audit trails/access logs, reporting of access violations and procedures
to ensure timely management action/response shall be established and documented.
9) All security violations must be recorded, investigated, and periodic status reports compiled for
review by the management.
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10) The System Administrator together with the system support staff shall conduct a regular
analysis of problems reported to and identify any weaknesses in protection of the information.
11) The System Security Administrator shall ensure that the data, file and Public Key
Infrastructure (PKI) servers are not left unmonitored while these systems are powered on.
5.2 Sensitive Information Control
1) Information assets shall be classified and protected according to their sensitivity and criticality
to the organization.
2) Procedures must be in place to handle the storage media, which has sensitive and classified
information.
3) All sensitive information stored in any media shall bear or be assigned an appropriate security
classification.
4) All sensitive material shall be stamped or labeled accordingly.
5) Storage media (i.e. floppy diskettes, magnetic tapes, portable hard disks, optical disks, etc.)
containing sensitive information shall be secured according to their classification.
6) Electronic communication systems, such as router, switches, network device and computers,
used for transmission of sensitive information should be equipped or installed with suitable
security software and if necessary with an encryptor or encryption software. The appropriate
procedure in this regard should be documented.
7) Procedures shall be in place to ensure the secure disposal of sensitive information assets on all
corrupted/damaged or affected media both internal (e.g. hard disk/optical disk) and external
(e.g. diskette, disk drive, tapes etc.) to the system. Preferably such
affected/corrupted/damaged media both internal and external to the system shall be destroyed.
5.3 Sensitive Information Security
1) Highly sensitive information assets shall be stored on secure removable media and should be
in an encrypted format to avoid compromise by unauthorized persons.
2) Highly sensitive information shall be classified in accordance with para 3.
3) Sensitive information and data, which are stored on the fixed disk of a computer shared by
more than one person, must be protected by access control software (e.g., password). Security
packages must be installed which partition or provide authorization to segregated
directories/files.
4) Removable electronic storage media must be removed from the computer and properly
secured at the end of the work session or workday.
5) Removable electronic storage media containing sensitive information and data must be clearly
labeled and secured.
6) Hard disks containing sensitive information and data must be securely erased prior to giving
the computer system to another internal or external department or for maintenance.
5.4 Third Party Access
1) Access to the computer systems by other organizations shall be subjected to a similar level of
security protection and controls as in these Information Technology security guidelines.
2) In case the Data Centre uses the facilities of external service/facility provider (outsourcer) for
any of their operations, the use of external service/facility providers (e.g. outsourcer) shall be
evaluated in light of the possible security exposures and risks involved and all such
agreements shall be approved by [the information asset owner. The external service or facility
provider shall also sign non-disclosure agreements with the management of the Data
Centre/operational site.
3) The external service/facility provider (e.g. outsourcer) shall provide an equivalent level of
security controls as required by these Information Technology Security Guidelines.
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5.5 Prevention of Computer Misuse
1) Prevention, detection, and deterrence measures shall be implemented to safeguard the security
of computers and computer information from misuse. The measures taken shall be properly
documented and reviewed regularly.
2) Each organization shall provide adequate information to all persons, including management,
systems developers and programmers, end-users, and third party users warning them against
misuse of computers.
3) Effective measures to deal expeditiously with breaches of security shall be established within
each organization. Such measures shall include:
i. Prompt reporting of suspected breach;
ii. Proper investigation and assessment of the nature of suspected breach;
iii. Secure evidence and preserve integrity of such material as relates to the discovery of
any breach;
iv. Remedial measures.
4) All incidents related to breaches shall be reported to the System Administrator or System
Security Administrator for appropriate action to prevent future occurrence.
5) Procedure shall be set-up to establish the nature of any alleged abuse and determine the
subsequent action required to be taken to prevent its future occurrence. Such procedures shall
include:
i. The role of the system administrator, system security administrator and management
ii. Procedure for investigation
iii. Areas of security review; and
iv. Subsequent follow-up action.
6. System integrity and security measures
6.1 Use of Security Systems or Facilities
1) Security controls shall be installed and maintained on each computer system or computer
node to prevent unauthorized users from gaining entry to the information system and to
prevent unauthorized access to data.
2) Any system software or resource of the computer system should only be accessible after being
authenticated by access control system.
6.2 System Access Control
1) Access control software and system software security features shall be implemented to protect
resources. Management approval is required to authorize issuance of user identification (ID)
and resource privileges.
2) Access to information system resources like memory, storage devices etc., sensitive utilities
and data resources and programme files shall be controlled and restricted based on a "need-touse" basis with proper segregation of duties.
3) The access control software or operating system of the computer system shall provide features
to restrict access to the system and data resources. The use of common passwords such as
“administrator” or “president” or “game” etc. to protect access to the system and data
resources represents a security exposure and shall be avoided. All passwords used must be
resistant to dictionary attacks.
4) Appropriate approval for the request to access system resources shall be obtained from the
System Administrator. Guidelines and procedures governing access authorizations shall be
developed, documented and implemented.
5) An Access Control System manual documenting the access granted to different level of users
shall be prepared to provide guidance to the System Administrator for grant of access.
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6) Each user shall be assigned a unique user ID. Adequate user education shall be provided to
help users in password choice and password protection. Sharing of user IDs shall not be
allowed.
7) Stored passwords shall be encrypted using internationally proven encryption techniques to
prevent unauthorized disclosure and modification.
8) Stored passwords shall be protected by access controls from unauthorized disclosure and
modification.
9) Automatic time-out for terminal inactivity should be implemented.
10) Audit trail of security-sensitive access and actions taken shall be logged.
11) All forms of audit trail shall be appropriately protected against unauthorized modification or
deletion.
12) Where a second level access controls is implemented through the application system,
password controls similar to those implemented for the computer system shall be in place.
13) Activities of all remote users shall be logged and monitored closely.
14) The facility to login as another user from one user's login shall be denied. However, the
system should prohibit direct login as a trusted user (e.g. root in UNIX, GNU administrator in
Windows NT or Windows 2000). This means that there must be a user account configured for
the trusted administrator. The system requires trusted users to change their effective username
to gain access to root and to re-authenticate themselves before requesting access to privileged
functions.
15) The startup and shutdown procedure of the security software must be automated.
16) Sensitive Operating System files, which are more prone to hackers, must be protected against
all known attacks using proven tools and techniques. That is to say no user will be able to
modify them except with the permission of System Administrator.
6.3 Password Management
1) Certain minimum quality standards for password shall be enforced. The quality level shall be
increased progressively. The following control features shall be implemented for passwords:
Minimum of eight characters without leading or trailing blanks;
i.
Shall be different from the existing password and the two previous ones;
ii. Shall be changed at least once every ninety days; for sensitive system, password shall
be changed at least once every thirty days; and
iii. Shall not be shared, displayed or printed.
2) Password retries shall be limited to a maximum of three attempted logons after which the user
ID shall then be revoked; for sensitive systems, the number of password retries should be
limited to a maximum of two.
3) Passwords which are easy-to-guess (e.g. user name, birth date, month, standard words etc.)
should be avoided.
4) Initial or reset passwords must be changed by the user upon first use.
5) Passwords shall always be encrypted in storage to prevent unauthorized disclosure.
6) All passwords used must be resistant to dictionary attacks and all known password cracking
algorithms.
6.4 Privileged User's Management
1) System privileges shall be granted to users only on a need-to-use basis.
2) Login privileges for highly privileged accounts should be available only from Console and
terminals situated within Console room.
3) An audit trail of activities conducted by highly privileged users shall be maintained for two
years and reviewed periodically at least every week by operator who is independent of System
Administrator.

cfO{=l6= k|f]km]zgn kmf]/d

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)

21

4) Privileged user shall not be allowed to log in to the computer system from remote terminal.
The usage of the computer system by the privilege user shall be allowed during a certain time
period.
5) Separate user IDs shall be allowed to the user for performing privileged and normal (nonprivileged) activities.
6) The use of user IDs for emergency use shall be recorded and approved. The passwords shall
be reset after use.
6.5 User's Account Management
1) Procedures for user account management shall be established to control access to application
systems and data. The procedures shall include the following:
i.
Users shall be authorized by the computer system owner to access the computer
services.
ii. A written statement of access rights shall be given to all users.
iii. All users shall be required to sign an undertaking to acknowledge that they
understand the conditions of access.
iv. Where access to computer services is administered by service providers, ensure that
the service providers do not provide access until the authorization procedures have
been completed. This includes the acknowledgment of receipt of the accounts by the
users.
v. A formal record of all registered users of the computer services shall be maintained.
vi. Access rights of users who have been transferred, or left the organization shall be
removed immediately.
vii. A periodic check shall be carried out for redundant user accounts and access rights
that are no longer required.
viii. Ensure that redundant user accounts are not re-issued to another user.
2) User accounts shall be suspended under the following conditions:
i.
when an individual is on extended leave or inactive use of over thirty days. In case of
protected computer system, the limit of thirty days may be reduced to fifteen days by
the System Administrator.
ii. immediately upon the termination of the services of an individual.
iii. suspended or inactive accounts shall be deleted after a two months period. In case of
protected computer systems, the limit of two months may be reduced to one month.
6.6 Data and Resource Protection
1) All information assets shall be assigned an "owner" responsible for the integrity of that
data/resource. Custodians shall be assigned and shall be jointly responsible for information
assets by providing computer controls to assist owners.
2) The operating system or security system of the computer system shall:
i.
Define user authority and enforce access control to data within the computer system;
ii. Be capable of specifying, for each named individual, a list of named data objects (e.g.
file, programme) or groups of named objects, and the type of access allowed.
3) For networked or shared computer systems, system users shall be limited to a profile of data
objects required to perform their needed tasks.
4) Access controls for any data and/or resources shall be determined as part of the systems
analysis and design process.
5) Application Programmer shall not be allowed to access the production system.
7. Sensitive Systems Protection
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1) Security tokens/smart cards/bio-metric technologies such as Iris recognition; finger print
verification technologies etc. shall be used to complement the usage of passwords to access
the computer system.
2) For computer system processing sensitive data, access by other organizations shall be
prohibited or strictly controlled.
3) For sensitive data, encryption of data in storage shall be considered to protect its
confidentiality and integrity.
8. Data Centre Operations Security
8.1 Job Scheduling
1) Procedures shall be established to ensure that all changes to the job schedules are
appropriately approved. The authority to approve changes to job schedules shall be clearly
assigned.
2) As far as possible, automated job scheduling should be used. Manual job scheduling should
require prior approval from the competent authority.

8.2 System Operations Procedure
1) Procedures shall be established to ensure that only authorized and correct job stream and
parameter changes are made.
2) Procedures shall be established to maintain logs of system activities. Such logs shall be
reviewed by a competent independent party for indications of dubious activities. Appropriate
retention periods shall be set for such logs.
3) Procedures shall be established to ensure that people other than well-trained computer
operators are prohibited from operating the computer equipment.
4) Procedures shall be implemented to ensure the secure storage or distribution of all
outputs/reports, in accordance with procedures defined by the owners for each system.
8.3 Media Management
1) Responsibilities for media library management and protection shall be clearly defined and
assigned.
2) All media containing sensitive data shall be stored in a locked room or cabinets, which must
be fire resistant and free of toxic chemicals.
3) Access to the media library (both on-site and off-site) shall be restricted to the authorized
persons only. A list of personnel authorized to enter the library shall be maintained.
4) The media containing sensitive and back up data must be stored at three different physical
locations in the country, which can be reached in few hours.
5) A media management system shall be in place to account for all media stored on-site and offsite.
6) All incoming/outgoing media transfers shall be authorized by management and users.
7) An independent physical inventory check of all media shall be conducted at least every six
months.
8) All media shall have external volume identification. Internal labels shall be fixed, where
available.
9) Procedures shall be in place to ensure that only authorized addition/removal of media from the
library is allowed.
10) Media retention periods shall be established and approved by management in accordance with
legal/regulatory and user requirements.
8.4 Media Movement
1) Proper records of all movements of computer tapes/disks between on-site and off-site media
library must be maintained.
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2) There shall be procedures to ensure the authorized and secure transfer to media to/from
external parties and the off-site location. A means to authenticate the receipt shall be in place.
3) Computer media that are being transported to off-site data backup locations should be stored
in locked carrying cases that provide magnetic field protection and protection from impact
while loading and unloading and during transportation.
9. Data Backup and Off-site Retention
1) Back-up procedures shall be documented, scheduled and monitored.
2) Up-to-date backups of all critical items shall be maintained to ensure the continued provision
of the minimum essential level of service. These items include:
i. Data files
ii. Utilities programmes
iii. Databases
iv. Operating system software
v. Applications system software
vi. Encryption keys
vii. Pre-printed forms
viii. Documentation (including a copy of the business continuity plans)
3) One set of the original disks for all operating system and application software must be
maintained to ensure that a valid, virus-free backup exists and is available for use at any time.
4) Backups of the system, application and data shall be performed on a regular basis. Backups
should also be made for application under development and data conversion efforts.
5) Data backup is required for all systems including personal computers, servers and distributed
systems and databases.
6) Critical system data and file server software must have full backups taken weekly.
7) The backups must be kept in an area physically separate from the server.
8) If critical system data on the LAN represents unique versions of the information assets, then
the information backups must be rotated on a periodic basis to an off-site storage location.
9) Critical system data and file server software must have incremental backups taken daily.
10) Systems that are completely static may not require periodic backup, but shall be backed up
after changes or updates in the information.
11) Each LAN/system should have a primary and backup operator to ensure continuity of
business operations.
12) The business recovery plan should be prepared and tested on an annual basis.
10. Audit Trails and Verification
1) Transactions that meet exception criteria shall be completely and accurately highlighted and
reviewed by personnel independent of those that initiate the transaction.
2) Adequate audit trails shall be captured and certain information needed to determine sensitive
events and pattern analysis that would indicate possible fraudulent use of the system (e.g.
repeated unsuccessful logons, access attempts over a series of days) shall be analyzed. This
information includes such information as who, what, when, where, and any special
information such as:
i.
Success or failure of the event
ii. Use of authentication keys, where applicable
3) Automated or manual procedures shall be used to monitor and promptly report all significant
security events, such as accesses, which are out-of pattern relative to time, volume, frequency,
type of information asset, and redundancy. Other areas of analysis include:
i.
Significant computer system events (e.g. configuration updates, system crashes)

cfO{=l6= k|f]km]zgn kmf]/d

24

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
ii.
iii.

Security profile changes
Actions taken by computer operations, system administrators, system programmers,
and/or security administrators

4) The real time clock of the computer system shall be set accurately to ensure the accuracy of
audit logs, which may be required for investigations or as evidence in legal or disciplinary
cases.
5) The real time clock of the computer or communications device shall be set to Nepalese
Standard Time (NST). Further there shall be a procedure that checks and corrects drift in the
real time clock.
6) Computer system access records shall be kept for a minimum of two years,
7) in either hard copy or electronic form. Records, which are of legal nature and necessary for
any legal or regulation requirement or investigation of criminal behavior, shall be retained as
per laws of the land.
8) Computer records of applications transactions and significant events must be retained for a
minimum period of two years or longer depending on specific record retention requirements.
in either hard copy or electronic form. Records, which are of legal nature and necessary for
any legal or regulation requirement or investigation of criminal behavior, shall be retained as
per laws of the land.
9) Computer records of applications transactions and significant events must be retained for a
minimum period of two years or longer depending on specific record retention requirements.
11. Measures to Handle Computer Virus
1) Responsibilities and duties shall be assigned to ensure that all file servers and personal
computers are equipped with up-to-date virus protection and detection software.
2) Virus detection software must be used to check storage drives both internal and external to the
system on a periodic basis.
3) All diskettes and software shall be screened and verified by virus detection software before
being loaded onto the computer system. No magnetic media like tape cartridge, floppies etc.
brought from outside shall be used on the data, file, PKI or computer server or personal
computer on Intranet and Internet without proper screening and verification by virus detection
software.
4) A team shall be designated to deal with reported or suspected incidents of computer virus. The
designated team shall ensure that latest version of antivirus software is loaded on all data, file,
PKI servers and personal computers.
5) Procedures shall be established to limit the spread of viruses to other organization information
assets. Such procedures inter alia shall include:

i.
ii.
iii.

Communication to other business partners and users who may be at risk from an
infected resource
Eradication and recovery procedures
Incident report must be documented and communicated per established procedures.

6) An awareness and training programme shall be established to communicate virus protection
practices, available controls, areas of high risk to virus infection and responsibilities.
12. Relocation of Hardware and Software
Whenever computers or computer peripherals are relocated (e.g. for maintenance, installation at
different sites or storage), the following guidelines shall apply:
i.
All removable media will be removed from the computer system and kept at secure
location.
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ii.
iii.
iv.

Internal drives will be overwritten, reformatted or removed as the situation may be.
If applicable, ribbons will be removed from printers.
All paper will be removed from printers.

13. Hardware and Software Maintenance
Whenever, the hardware and software maintenance of the computer or computer network is being
carried out, the following should be considered:
1) Proper placement and installation of Information Technology equipment to reduce the effects
of interference due to electromagnetic emanations.
2) Maintenance of an inventory and configuration chart of hardware.
3) Identification and use of security features implemented within hardware.
4) Authorization, documentation, and control of change made to the hardware.
5) Identification of support facilities including power and air conditioning.
6) Provision of an uninterruptible power supply.
7) Maintenance of equipment and services.
8) Organization must make proper arrangements for maintenance of computer hardware,
software (both system and application) and firmware installed and used by them. It shall be
the responsibility of the officer in charge of the operational site to ensure that contract for
annual maintenance of hardware is always in place.
9) Organization must enter into maintenance agreements, if necessary, with the supplier of
computer and communication hardware, software (both system and application) and firmware.
10) Maintenance personnel will sign non-disclosure agreements.
11) The identities of all hardware and software vendor maintenance staff should be verified before
allowing them to carry out maintenance work.
12) All maintenance personnel should be escorted within the operational site/ computer system
and network installation room by the authorized personnel of the organization.
13) After maintenance, any exposed security parameters such as passwords, user IDs, and
accounts will be changed or reset to eliminate any potential security exposures.
If the computer system, computer network or any of its devices is vulnerable to computer viruses as a
result of performing maintenance, system managers or users shall scan the computer system and its
devices and any media affected for viruses as a result of maintenance.
14. Purchase and Licensing of Hardware and Software
Hardware and software products that contain or are to be used to enforce security, and intended for
use or interface into any organization system or network, must be verified to comply with these
Information Technology Security Guidelines prior to the signing of any contract, purchase or lease.
1) Software, which is capable of bypassing or modifying the security system or operating
system, integrity features, must be verified to determine that they conform to these
Information Technology Security Guidelines. Where such compliance is not possible, then
procedures shall be in place to ensure that the implementation and operation of that software
does not compromise the security of the system.
2) There shall be procedures to identify, select, implement and control software (system and
application software) acquisition and installation to ensure compliance with the Copyright Act
and Information Technology Security Guidelines.
3) It is prohibited to knowingly install on any system whether test or production, any software
which is not licensed for use on the specific systems or networks.
4) No software will be installed and used on the system when appropriate licensing agreements
do not exist, except during evaluation periods for which the user has documented permission
to install and test the software under evaluation.
5) Illegally acquired or unauthorized software must not be used on any computer, computer
network or data communication equipment. In the event that any illegally acquired or
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unauthorized software is detected by the System Administrator or Network Administrator, the
same must be removed immediately.
15. System Software
1) All system software options and parameters shall be reviewed and approved by the
management.
2) System software shall be comprehensively tested and its security functionality validated prior
to implementation.
3) All vendor supplied default user IDs shall be deleted or password changed before allowing
users to access the computer system.
4) Versions of system software installed on the computer system and communication devices
shall be regularly updated.
5) All changes proposed in the system software must be appropriately justified and approved by
an authorized party.
6) A log of all changes to system software shall be maintained, completely documented and
tested to ensure the desired results.
7) Procedures to control changes initiated by vendors shall be in accordance with para 21
pertaining to "Change Management".
8) There shall be no standing "Write" access to the system libraries. All "Write" access shall be
logged and reviewed by the System Administrator for dubious activities.
9) System Programmers shall not be allowed to have access to the application system's data and
programme files in the production environment.
10) Procedures to control the use of sensitive system utilities and system programmes that could
bypass intended security controls shall be in place and documented. All usage shall be logged
and reviewed by the System Administrator and another person independent of System
Administrator for dubious activities.
16. Documentation Security
1) All documentation pertaining to application software and sensitive system software and
changes made therein shall be updated to the current time, accurately and stored securely. An
up-to-date inventory list of all documentation shall be maintained to ensure control and
accountability.
2) All documentation and subsequent changes shall be reviewed and approved by an independent
authorized party prior to issue.
3) Access to application software documentation and sensitive system software documentation
shall be restricted to authorized personnel on a "need-to-use" basis only.
4) Adequate backups of all documentation shall be maintained and a copy of all critical
documentation and manuals shall be stored off-site.
5) Documentation shall be classified according to the sensitivity of its contents/ implications.
6) Organizations shall adopt a clean desk policy for papers, diskettes and other documentation in
order to reduce the risks of unauthorized access, loss of and damage to information outside
normal working hours.
17. Network Communication Security
1) All sensitive information on the network shall be protected by using appropriate techniques.
The critical network devices such as routers, switches and modems should be protected from
physical damage.
2) The network configuration and inventories shall be documented and maintained.
3) Prior authorization of the Network Administrator shall be obtained for making any changes to
network configuration. The changes made in the network configuration shall be documented.
The threat and risk assessment of the network after changes in the network configuration shall
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4)
5)
6)
7)

be reviewed. The network operation shall be monitored for any security irregularity. A formal
procedure should be in place for identifying and resolving security problems.
Physical access to communications and network sites shall be controlled and restricted to
authorized individuals only in accordance with para 4.4 pertaining to "Physical Access".
Communication and network systems shall be controlled and restricted to authorized
individuals only in accordance with para 6.2 – System Access Control.
As far as possible, transmission medium within the Certifying Authority's operational site
should be secured against electro magnetic transmission. In this regard, use of Optical Fiber
Cable and armored cable may be preferred as transmission media as the case may be.
Network diagnostic tools, e.g., spectrum analyzer, protocol analyzer should be used on a need
basis.

18. Firewalls
1) Intelligent devices generally known as "Firewalls" shall be used to isolate organization’s data
network with the external network. Firewall device should also be used to limit network
connectivity for unauthorized use.
2) Networks that operate at varying security levels shall be isolated from each other by
appropriate firewalls. The internal network of the organization shall be physically and
logically isolated from the Internet and any other external connection by a firewall.
3) All firewalls shall be subjected to thorough test for vulnerability prior to being put to use and
at least half-yearly thereafter.
4) All web servers for access by Internet users shall be isolated from other data and host servers.
19. Connectivity
1) Organization shall establish procedure for allowing connectivity of their computer network or
computer system to non-organization computer system or networks. The permission to
connect other networks and computer system shall be approved by the Network Administrator
and documented.
2) All unused connections and network segments should be disconnected from active networks.
The computer system/personal computer or outside terminal accessing an organization’s host
system must adhere to the general system security and access control guidelines.
3) The suitability of new hardware/software particularly the protocol compatibility should be
assessed before connecting the same to the organization’s network.
4) As far as possible, no Internet access should be allowed to database server/ file server or
server hosting sensitive data.
5) The level of protection for communication and network resources should be commensurate
with the criticality and sensitivity of the data transmitted.
20. Network Administrator
1) Each organization shall designate a properly trained "Network Administrator" who will be
responsible for operation, monitoring security and functioning of the network.
2) Network Administrator shall regularly undertake the review of network and also take
adequate measures to provide physical, logical and procedural safeguards for its security.
Appropriate follow up of any unusual activity or pattern of access on the computer network
shall be investigated promptly by the Network Administrator.
3) System must include a mechanism for alerting the Network Administrator of possible
breaches in security, e.g., unauthorized access, virus infection and hacking.
4) Secure Network Management System should be implemented to monitor functioning of the
computer network. Broadcast of network traffic should be minimized.
5) Only authorized and legal software shall be used on the network.
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6) Shared computer systems, network devices used for business applications shall comply with
the requirement established in para 6 – System Integrity and Security Measures.

21. Change Management
21.1 Change Control
1) Procedures for tracking and managing changes in application software, system software,
hardware and data in the production system shall be established. Organizational
responsibilities for the change management process shall be defined and assigned.
2) A risk and impact analysis, classification and prioritization process shall be established.
3) No changes to a production system shall be implemented until such changes have been
formally authorized. Authorization procedures for change control shall be defined and
documented.
4) Owners/Users shall be notified of all changes made to production system which may affect
the processing of information on the said production system.
5) Fall-back procedures in the event of a failure in the implementation of the change process
shall be established and documented.
6) Procedures to protect, control access and changes to production source code, data, execution
statements and relevant system documentation shall be documented and implemented.
7) Version changes of application software and all system software installed on the computer
systems and all communication devices shall be documented. Different versions of application
software and system software must be kept in safe custody.
21.2 Testing Of Changes to Production System
1) All changes in computer resource proposed in the production system shall be tested and the
test results shall be reviewed and accepted by all concerned parties prior to implementation.
2) All user acceptance tests in respect of changes in computer resource in production system
shall be performed in a controlled environment which includes: (i) Test objectives, (ii) A
documented test plan, and (iii) acceptance criteria.
21.3 Review of Changes
1) Procedures shall be established for an independent review of programme changes before they
are moved into a production environment to detect unauthorized or malicious codes.
2) Procedures shall be established to schedule and review the implementation of the changes in
computer resource in the production system so as to ensure proper functioning.
3) All emergency changes/fixes in computer resource in the production system shall be reviewed
and approved.
4) Periodic management reports on the status of the changes implemented in the computer
resourced in the production system shall be submitted for management review.
22. Problem Management and Reporting
1) Procedures for identifying, reporting and resolving problems, such as nonfunctioning of
Certifying Authority's system; breaches in Information Technology security; and hacking,
shall be established and communicated to all personnel concerned. It shall include emergency
procedures. Periodic reports shall be submitted for management review.
2) A help desk shall be set up to assist users in the resolution of problems.
3) A system for recording, tracking and reporting the status of reported problems shall be
established to ensure that they are promptly managed and resolved with minimal impact on
the user of the computing resources.
23. Emergency Preparedness
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1) Emergency response procedures for all activities connected with computer operation shall be
developed and documented. These procedures should be reviewed periodically.
2) Emergency drills should be held periodically to ensure that the documented emergency
procedures are effective.
24. Contingency Recovery Equipment and Services
1) Commitment shall be obtained in writing from computer equipment and supplies vendors to
replace critical equipment and supplies within a specified period of time following a
destruction of the computing facility.
2) The business continuity plan shall be developed which inter alia include the procedures for
emergency ordering of the equipment and availability of the services.
3) The need for backup hardware and other peripherals should be evaluated in accordance to
business needs.
25. Security Incident Reporting and Response
1) All security related incidents must be reported to central coordinator, appointed by the
management to coordinate and handle security related incidents. This central coordinator shall
be the single point of contact at the organization.
2) All incidents reported, actions taken, follow-up actions, and other related information shall be
documented.
3) Procedures shall be defined for dealing with all security related incidents, including malicious
software, break-ins from networks, software bugs which compromised the security of the
system.
26. Disaster Recovery/Management
1) Disaster recovery plan shall be developed, properly documented, tested and maintained to
ensure that in the event of a failure of the information system or destruction of the facility,
essential level of service will be provided. The disaster recovery framework should include:
i.
Emergency procedures, describing the immediate action to be taken in case of a major
incident
ii. Fall back procedure, describing the actions to be taken to relocate essential activities
or support services to a backup site
iii. Restoration procedures, describing the action to be taken to return to normal operation
at the original site
2) The documentation should include:
i.
definition of a disaster;
ii. condition for activating the plan;
iii. stages of a crisis;
iv. who will make decisions in the crisis;
v. role of individuals for each component of the plan;
vi. composition of the recovery team; and
vii. Decision making process for return to normal operation.
viii. Specific disaster management plan for critical applications shall be developed,
documented, tested and maintained on a regular basis.
3) Responsibilities and reporting structure shall be clearly defined which will take effect
immediately on the declaration of a disaster.
4) Each component/aspect of the plan should have a person and a backup assigned to its
execution.
5) Periodic training of personnel and users associated with computer system and network should
be conducted defining their roles and responsibilities in the event of a disaster.
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6) Test plan shall be developed, documented and maintained. Periodic tests shall be carried out
to test the effectiveness of the procedures in the plan. The results of the tests shall be
documented for management review.
7) Disaster recovery plan should be updated regularly to ensure its continuing effectiveness.
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Network Security Directives to Certification Authotities
1. Introduction
This document prescribes security guidelines for the management and operation of Certifying
Authorities (CAs) and is aimed at protecting the integrity, confidentiality and availability of their
services, data and systems. These guidelines apply to Certifying Authorities that perform all the
functions associated with generation, issue and management of Digital Signature Certificate such as:
1) Verification of registration, suspension and revocation request;
2) Generation, issuance, suspension and revocation of Digital Signature Certificates; and
3) Publication and archival of Digital Signature Certificates, suspension and revocation of
information.
2. Security Management
The Certifying Authority shall define Information Technology security policies for its operation on
the lines defined in Information Technology (IT) security Guidelines and Security Guidelines for
Certifying Authorities. The policy shall be communicated to all personnel and widely published
throughout the organization to ensure that the personnel follow the policies.
3. Physical controls – site location, construction and physical access
1) The site location, design, construction and physical security of the operational site of
Certifying Authority shall be in accordance with para 4 of the Information Technology
Security Guidelines
2) Physical access to the operational site housing computer servers, PKI server, communications
and network devices shall be controlled and restricted to the authorized individuals only in
accordance with para 4.4 of the Information Technology Security Guidelines given at
Information Technology (IT) security Guidelines.
3) A Certifying Authority must:
i.
Ensure that the operational site housing PKI servers, communications and networks is
protected with fire suppression system in accordance with para 4.2 of the Information
Technology Security Guidelines given at Information Technology (IT) Security
Guidelines.
ii. Ensure that power and air-conditioning facilities are installed in accordance with para
4.1 of the Information Technology Security Guidelines.
iii. Ensure that all removable media and papers containing sensitive or plain text
information are listed, documented and stored in a container properly identified.
iv. Ensure unescorted access to Certifying Authority's server is limited to those personnel
identified on an access list.
v. Ensure that the exact location of Digital Signature Certification System shall not be
publicly identified.
vi. Ensure that access security system is installed to control and audit access to the
Digital Signature Certification System.
vii. Ensure that dual control over the inventory and access cards/keys are in place.
viii. Ensure that up-to-date list of personnel who possess the access cards/ keys is
maintained at the Certifying Authority's operational site. Loss of access cards/keys
shall be reported immediately to the Security Administrator; who shall take
appropriate actions to prevent unauthorized access.
ix. Ensure personnel not on the access list are properly escorted and supervised.
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x.

Ensure a site access log is maintained at the Certifying Authority's operational site
and inspected periodically.

4) Multi-tiered access mechanism must be installed at the Certifying Authority's operational site.
The facility should have clearly laid out security zones within its facility with well-defined
access rights to each security zone. Each security zone must be separated from the other by
floor to ceiling concrete reinforced walls. Alarm and intrusion detection system must be
installed at every stage with adequate power backup capable of continuing operation even in
the event of loss of main power. Electrical/Electronic circuits to external security alarm
monitoring service (if used) must be supervised. No single person must have complete access
to PKI Server, root keys or any computer system or network device on his/her own.
5) Entrance to the main building where the Certifying Authority's facilities such as Data Centre,
PKI Server and Network devices are housed and entrance to each security zone must be video
recorded round the clock. The recording should be carefully scrutinized and maintained for at
least one year.
6) A Certifying Authority site must be manually or electronically monitored for unauthorized
intrusion at all times in accordance with the Information Technology Security Guidelines
7) Computer System/PKI Server performing Digital Signature Certification function shall be
located in a dedicated room or partition to facilitate enforcement of physical access control.
The entry and exit of the said room or partition shall be automatically locked with time
stamps and shall be reviewed daily by the Security Administrator.
8) Access to infrastructure components essential to operation of Certifying Authority such as
power control panels, communication infrastructure, Digital Signature Certification system,
cabling, etc. shall be restricted to authorized personnel.
9) By-pass or deactivation of normal physical security arrangements shall be authorized and
documented by security personnel.
10) Intrusion detection systems shall be used to monitor and record physical access to the Digital
Signature Certification system during and after office hours.
11) Computer System or PKI Server performing the Digital Signature Certification functions
shall be dedicated to those functions and should not be used for any other purposes.
12) System software shall be verified for integrity in accordance with para 15 of the Information
Technology Security Guidelines.
4. Media Storage
A Certifying Authority must ensure that storage media used by his system are protected from
environment threats such as temperature, humidity and magnetic and are transported and managed
5. Waste Disposal
All media used for storage of information pertaining to all functions associated with generation,
production, issue and management of Digital Signature Certificate shall be scrutinized before being
destroyed or released for disposal.
6. Off-site Backup
A Certifying Authority must ensure that facility used for off-site backup, if any, shall be within the
country and shall have the same level of security as the primary Certifying Authority site.
7. Change and Configuration Management
1) The components of the Certifying Authority infrastructure (e.g. cryptographic algorithm and
its key parameters, operating system, system software, computer system, PKI server,
firewalls, physical security, system security etc.) shall be reviewed every two years for new
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technology risks and appropriate action plan shall be developed to manage the risks identified
for each component.
The application software, system software and hardware, which are procured from
questionable sources, shall not be installed and used for any function associated with
generation and management of Digital Signature Certificate.
Software updates and patches shall be reviewed for security implications before being
implemented on Certifying Authority's system.
Software updates and patches to rectify security vulnerability in critical systems used for
Certifying Authority's operation shall be promptly reviewed and implemented.
Information on the software updates and patches and their implementation on Certifying
Authority's system shall be clearly and properly documented.

8. Network and Communications Security
1) Certifying Authority's systems shall be protected to ensure network access control to critical
systems and services from other systems in accordance with para 17, para 18, para 19 and
para 20 of the Information Technology Security Guidelines
2) Network connections from the Certifying Authority's system to external networks shall be
restricted to only those connections which are essential to facilitate Certifying Authority's
functional processes and services. Such network connections to the external network shall be
properly secured and monitored regularly.
3) Network connections should be initiated by the systems performing the functions of
generation and management of Digital Signature Certificate to connect those systems
performing the registration and repository functions but not vice versa. If this is not possible,
compensating controls (e.g. use of proxy servers and other servers for further control) shall be
implemented to protect the systems performing the function of generation and management of
Digital Signature Certificate from potential attacks.
4) Systems performing the Digital Signature Certification function should be isolated to
minimize their exposure to attempts to compromise the confidentiality, integrity and
availability of the certification function.
5) Communication between the Certifying Authority systems connected on a network shall be
secure to ensure confidentiality and integrity of the information. For example,
communications between the Certifying Authority's systems connected on a network should
be encrypted and digitally signed.
6) Intrusion detection tools should be deployed to monitor critical networks and perimeter
networks and alert administrators of network intrusions and penetration attempts in a timely
manner.
9. System Security Audit Procedures
9.1 Types of event recorded
1) The Certifying Authority shall maintain record of all events relating to the security of his
system. The records should be maintained in audit log file and shall include such events as:
i.
System start-up and shutdown;
ii. Certifying Authority's application start-up and shutdown;
iii. Attempts to create, remove, set passwords or change the system privileges of the PKI
Master Officer, PKI Officer, or PKI Administrator;
iv. Changes to keys of the Certifying Authority or any of his other details;
v. Changes to Digital Signature Certificate creation policies, e.g. validity period;
vi. Login and logoff attempts;
vii. Unauthorized attempts at network access to the Certifying Authority's system;
viii. Unauthorized attempts to access system files;
ix. Generation of own keys;
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x.
xi.
xii.
xiii.

Creation and revocation of Digital Signature Certificates;
Attempts to initialize remove, enable, and disable subscribers, and
update and recover their keys;
Failed read-and-write operations on the Digital Signature Certificate and Certificate
Revocation List (CRL) directory.

2) Monitoring and Audit Logs
i.
A Certifying Authority should consider the use of automated security management
and monitoring tools providing an integrated view of the security situation at any
point in time. Records of the following application transactions shall be maintained:
a) Registration;
b) Certification;
c) Publication;
d) Suspension; and
e) Revocation.

ii.

Records and log files shall be reviewed regularly for the following activities:
a) Misuse;
b) Errors;
c) Security violations;
d) Execution of privileged functions;
e) Change in access control lists;
f) Change in system configuration.

3) All logs, whether maintained through electronic or manual means, should contain the date and
time of the event, and the identity of the subscriber/ subordinate/entity which caused the
event.
4) A Certifying Authority should also collect and consolidate, either electronically or manually,
security information which may not be generated by his system, such as:
i.
Physical access logs;
ii. System configuration changes and maintenance;
iii. Personnel changes;
iv. Discrepancy and compromise reports;
v. Records of the destruction of media containing key material, activation data, or
personal subscriber information.
5) To facilitate decision-making, all agreements and correspondence relating to services
provided by Certifying Authority should be collected and consolidated, either electronically or
manually, at a single location.
9.2 Frequency of Audit Log Monitoring
The Certifying Authority must ensure that its audit logs are reviewed by its personnel at least once
every two weeks and all significant events are detailed in an audit log summary. Such reviews should
involve verifying that the log has not been tampered with, and then briefly inspecting all log entries,
with a more thorough investigation of any alerts or irregularities in the logs. Action taken following
these reviews must be documented.
9.3 Retention Period for Audit Log
The Certifying Authority must retain its audit logs onsite for at least twelve months and subsequently
retain them in the manner described in para 10 of the Information Technology Security Guidelines.
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9.4 Protection of Audit Log
The electronic audit log system must include mechanisms to protect the log files from unauthorized
viewing, modification, and deletion. Manual audit information must be protected from unauthorized
viewing, modification and destruction.
9.5 Audit Log Backup Procedures
Audit logs and audit summaries must be backed up or copied if in manual form.
9.6 Vulnerability Assessments
Events in the audit process are logged, in part, to monitor system vulnerabilities. The Certifying
Authority must ensure that a vulnerability assessment is performed, reviewed and revised, if
necessary, following an examination of these monitored events.

10. Records Archival
1) Digital Signature Certificates stored and generated by the Certifying Authority must be
retained for at least seven years after the date of its expiration. This requirement does not
include the backup of private signature keys.
2) Audit information as detailed in para 9, subscriber agreements, verification, identification and
authentication information in respect of subscriber shall be retained for at least five years.
3) A second copy of all information retained or backed up must be stored at three locations
within the country including the Certifying Authority site and must be protected either by
physical security alone, or a combination of physical and cryptographic protection. These
secondary sites must provide adequate protection from environmental threats such as
temperature, humidity and magnetism. The secondary site should be reachable in few hours.
4) All information pertaining to Certifying Authority's operation, Subscriber's application,
verification, identification, authentication and Subscriber agreement shall be stored within the
country. This information shall be taken out of the country only with the permission of
Controller and where a properly constitutional warrant or such other legally enforceable
document is produced.
5) The Certifying Authority should verify the integrity of the backups at least once every six
months.
6) Information stored off-site must be periodically verified for data integrity.
11. Compromise and Disaster Recovery
11.1 Computing Resources, Software and/or Data are corrupted
The Certifying Authority must establish business continuity procedures that outline the steps to be
taken in the event of the corruption or loss of computing and networking resources, nominated
website, repository, software and/or data. Where a repository is not under the control of the Certifying
Authority, the Certifying Authority must ensure that any agreement with the repository provides for
business continuity procedures.
11.2 Secure facility after a natural or other type of disaster
The Certifying Authority must establish a disaster recovery plan outlining the steps to be taken to reestablish a secure facility in the event of a natural or other type of disaster. Where a repository is not
under the control of the Certifying Authority, the Certifying Authority must ensure that any agreement
with the repository provides that a disaster recovery plan be established and documented by the
repository.
11.3 Incident Management Plan
1) An incident management plan shall be developed and approved by the management. The plan
shall include the following areas:

cfO{=l6= k|f]km]zgn kmf]/d

36

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)

i.
ii.
iii.
iv.
v.
vi.

Certifying Authority's certification key compromise;
Hacking of systems and network;
Breach of physical security;
Infrastructure availability;
Fraudulent registration and generation of Digital Signature Certificates; and
Digital Signature Certificate suspension and revocation information.

An incident response action plan shall be established to ensure the readiness of the Certifying
Authority to respond to incidents. The plan should include the following areas:

i.
ii.
iii.
iv.
v.
vi.
vii.
viii.

Compromise control;
Notification to user community; (if applicable)
Revocation of affected Digital Signature Certificates; (if applicable)
Responsibilities of personnel handling incidents;
Investigation of service disruption;
Service restoration procedure;
Monitoring and audit trail analysis; and
Media and public relations.

12. Number of Persons Required Per Task
The Certifying Authority must ensure that no single individual may gain access to the Digital
Signature Certificate server and the computer server maintaining all information associated with
generation, issue and management of Digital Signature Certificate and private keys of the Certifying
Authority. Minimum two individuals, preferably using a split-knowledge technique, such as twin
passwords, must perform any operation associated with generation, issue and management of Digital
Signature Certificate and application of private key of the Certifying Authority.
13. Identification and Authentication for Each Role
All Certifying Authority personnel must have their identity and authorization verified before they are:
i.
included in the access list for the Certifying Authority's site;
ii. included in the access list for physical access to the Certifying Authority's system;
iii. given a certificate for the performance of their Certifying Authority role;
iv. given an account on the PKI system.
Each of these certificates and accounts (with the exception of Certifying Authority's signing
certificates) must:
i.
be directly attributable to an individual; not be shared;
ii.
be restricted to actions authorized for that role; and procedural controls.
iii. Certifying Authority's operations must be secured using techniques of authentication
and encryption, when accessed across-a shared network.
14. Personnel Security Controls
The Certifying Authority must ensure that all personnel performing duties with respect to its operation
must:
i.
be appointed in writing;
ii. be bound by contract or statute to the terms and conditions of the position they are to
fill;
iii. have received comprehensive training with respect to the duties they are to perform;
iv. be bound by statute or contract not to disclose sensitive Certifying Authority's
security related information or subscriber information;

cfO{=l6= k|f]km]zgn kmf]/d

37

ljB'tLo sf/f]jf/ -k|df0fLs/0f_ lgodfjnL @)^)
v.
vi.

not be assigned duties that may cause a conflict of interest with their Certifying
Authority's duties; and
be aware and trained in the relevant aspects of the Information Technology Security
Policy and Security Guidelines framed for carrying out Certifying Authority's
operation.

15. Training Requirements
A Certifying Authority shall ensure that all personnel performing duties with respect to its operation
must receive comprehensive training in:

i.
ii.
iii.
iv.

relevant aspects of the Information Technology Security Policy and Security
Guidelines framed by the Certifying Authority;
all PKI software versions in use on the Certifying Authority's system;
all PKI duties they are expected to perform; and
disaster recovery and business continuity procedures.

16. Retraining Frequency and Requirements
The requirements of para 15 must be kept current to accommodate changes in the Certifying
Authority's system. Refresher training must be conducted as and when required, and the Certifying
Authority must review these requirements at least once a year.
17. Documentation Supplied to Personnel
A Certifying Authority must make available to his personnel the Digital Signature Certificate policies
it supports, its Certification Practice Statement, Information Technology Security Policy and any
specific statutes, policies or contracts relevant to their position.
18. Key Management
18.1 Generation
1) The subscriber's key pair shall be generated by the subscriber or on a key generation system in
the presence of the subscriber.
2) The key generation process shall generate statistically random key values that are resistant to
known attacks.
18.2 Distribution of Keys
Keys shall be transferred from the key generation system to the storage device (if the keys are not
stored on the key generation system) using a secure mechanism that ensures confidentiality and
integrity.
18.3 Storage
1) Certifying Authority's keys shall be stored in tamper-resistant devices and can only be
activated under split-control by parties who are not involved in the set-up and maintenance of
the systems and operations of the Certifying Authority. The key of the Certifying Authority
may be stored in a tamper-resistant cryptographic module or split into sub-keys stored in
tamper-resistant devices under the custody of the key custodians.
2) The Certifying Authority's key custodians shall ensure that the Certifying Authority's key
component or the activation code is always under his sole custody. Change of key custodians
shall be approved by the Certifying Authority's management and documented.
18.4 Usage
1) A system and software integrity check shall be performed prior to Certifying Authority's key
loading.
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2) Custody of and access to the Certifying Authority's keys shall be under split control. In
particular, Certifying Authority's key loading shall be performed under split control.
18.5 Certifying Authority's Public Key Delivery to Users
The Certifying Authority's public verification key must be delivered to the prospective Digital
Signature Certificate holder in an on-line transaction in accordance with PKIX-3 Certificate
Management Protocol, or via an equally secure manner.
19. Private Key Protection and Backup
1) The Certifying Authority must protect its private keys from disclosure.
2) The Certifying Authority must back-up its private keys. Backed-up keys must be stored in
encrypted form and protected at a level no lower than those followed for storing the primary
version of the key.
3) The Certifying Authority's private key backups should is stored in a secure storage facility,
away from where the original key is stored.

20. Method of Destroying Private Key
Upon termination of use of a private key, all copies of the private key in computer memory and shared
disk space must be securely destroyed by over-writing. Private key destruction procedures must be
described in the Certification Practice Statement or other publicly available document.
21. Usage Periods for the Public and Private Keys
21.1 Key Change
1) Certifying Authority and Subscriber keys shall be changed periodically.
2) Key change shall be processed as per Key Generation guidelines.
3) The Certifying Authority shall provide reasonable notice to the Subscriber's relying parties of
any change to a new key pair used by the Certifying Authority to sign Digital Signature
Certificates.
4) The Certifying Authority shall define its key change process that ensures reliability of the
process by showing how the generation of key interlocks – such as signing a hash of the new
key with the old key. All keys must have validity periods of no more than five years.
Suggested validity period:
a) Certifying Authority's root keys and associated certificates – five years;
b) Certifying Authority's private signing key - two years;
c) Subscriber Digital Signature Certificate key – three years;
d) Subscriber private key – three years.
Use of particular key lengths should be determined in accordance with departmental Threat-Risk
Assessments.
21.2 Destruction
Upon termination of use of a Certifying Authority signature private key, all components of the private
key and all its backup copies shall be securely destroyed.
21.3 Key Compromise
1) A procedure shall be pre-established to handle cases where a compromise of the Certifying
Authority's Digital Signature private key has occurred. In such case, the Certifying Authority
shall immediately revoke all affected Subscriber Digital Signature Certificates.
2) The Certifying Authority should immediately revoke the affected keys and Digital Signature
Certificates in the case of Subscriber private key compromise.
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3) The Certifying Authority's public keys shall be archived permanently to facilitate audit or
investigation requirements.
4) Archives of Certifying Authority's public keys shall be protected from unauthorized
modification.

22. Confidentiality of Subscriber's Information
1) Procedures and security controls to protect the privacy and confidentiality of the subscribers'
data under the Certifying Authority's custody shall be implemented. Confidential information
provided by the subscriber must not be disclosed to a third party without the subscribers'
consent, unless the information is required to be disclosed under the law or a court order.
2) Data on the usage of the Digital Signature Certificates by the subscribers and other
transactional data relating to the subscribers' activities generated by the Certifying Authority
in the course of its operation shall be protected to ensure the subscribers' privacy.
3) A secure communication channel between the Certifying Authority and its subscribers shall
be established to ensure the authenticity, integrity and confidentiality of the exchanges (e.g.
transmission of Digital Signature Certificate, password, private key) during the Digital
Signature Certificate issuance process.
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